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AGENDA

» How We Got Here

= The -huge amounts of data
= The -new obligations
= The - have a strategy




A Brief Look Back (circa 1990 to 2002)




Financial:
* Fees

e Expenses

e Allocations

e Co-Counsel[”

Contact
Records

\ |

gl

Historic:
e Events

Other CMP

o/Matters
Settlements

/ e Collections.

e Work
¢ Premises
e Custom

e Tasks

Address Book:
e Link to all Parties
e Plaintiff

e Defendant

¢ Oppos. Counsel
e Staff

e Experts/Drs.

e Co-counsel
e Etc.

Staffing:

e Tasks

e User
Profiles

e Security

Calendar:
e Key Dates

Document

»e Security.
e Reporting.
e Administration.

Links: ¢
e Any E-Docs
e Work Prod.
e Scanned

s Profiled E-Docs.
e PID

e Evidentiary Docs.
e Expert Reports

e Scanned Docs.

e Correspondence
e Depositions




THE PROCESS

Lifecycle o Fou

OF A CASE 8. Trial

7. Pre-Trial

6. 2nd Analysis of Issues
5. Discovery

4. Action Filed

3. 1st Analysis of Issues

2. Collect Client Documents

1. Meet with Clients



TIMELINE REALLY

—
CASE BEGINS

blindsided

buried in paper‘

new issues

lost motion

the great
unknown

TRIAL BEGINS

e |



THE PROBLEM

type of electronic information

m Video files
m Pictures

= Metadata

= Corrupt data
= Deleted data
= AND PAPER




THE PROBLEM

Information gets approximately
every four years

Global Disk Space Per Person (GDSP) *

1983 20k
1996 28MB
2000 472MB
2004 1 GB
2008 2 GB
2010 4 GB
Average corporate hard drive holds of data

Information Explosion. Confidentiality, Disclosure, and Data Access:
. Theory and Practical Applications for Statistical Agencies



THE PROBLEM

1.5 trillion

% RE: Web Conference RTG - Message (HTML) - US-ASCIT

‘Seek: Tue 10/21/20034:19PM

I'd love to hear more about this. Can we get together on the phone either Wed afteroon
or Thursday? Let me know what works for you.

—en-Criginal Messag8-———
From:

Sent: Tussdsy, October 21, 2003 1:38 PM
To: e a.com

forwarded your name on to me. | have a very high visiilty apporurity for your sales support solution. | wil
be the featured speaker at November web corference and was look 3t provding a small featured session at the end of

iy address that haghlights a web-based sales support ool (Oe that demos well i & web conference). See the everit
sponsorships/demographics below for scope - its signiicant. Im also attachng an event topec oventew

ck east for a few days but could disc

Source: www.emaillabs.com



Boxes of Bytes

Megabytes

Gigabytes
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YOld” Sources Include:

Laptop hard
drives

Network servers

E i e\ 4‘ - 2
Cell phones CDs/DVDs PDAs



New Sources Include:

stant Messaging)

.....
.....

torage Devices (iPods)

s Memory sticks and flash drives
= GPS (Global Positioning Systems)
m Retail purchase card databases

= Blogs ?\

\.



Forms of Digital Data

m Active

m “Actively" reside on user's hard
drive and/or the network server

= Archival
= Compiled in back-up tapes
= Replicant

= Created by programs, also called
“ghost” files

= Residual
[ |

Cluster

until the medium
has been destroyed or overwritten

= "A deleted file is not a deleted file,
it is merely organized differently."
State v. Townsend, 2002 WL
31477600 (Wash. Nov. 7, 2002)

= Meta Data |




Metadata

General | summary | statisics | Contents Custom |

I Link to content

Properties: | pame | Value | Type
_AdHocReviewCy... 1429464961  Number
_EmailSubject MP_Propos... Text
_AuthorEmai emersonw,..  Text
_AuthorEmailDispl...  William Brown  Text




Spreadsheet Metadata

Revealed

formula refers?

teghidden
sheet

Note 25

hidden rows™ = =

B4 Microsoft Excel - ABC Widget Financials.xls

Ready

J File Edit View Insert Format Tools Data Window Help -|5’|5||
EHa2aR Y| ¥ hﬁ\*ﬂpastes:eaal \ a»wg = 58 Almﬂ How ~ ).
JArlaI ~ 10 = = " j v
BS | =| =Detaill §F§11
a | B | [¢ D | E | F 5
PROFORMA FINANCIAL STATEMENT
2 |ABC Widget Carporation
w
- - Operating Quarter Operating Year
4 - One Totals
-
5 |~ Qtr1 Qtr2 Qtr3 Qtrd
fRevenue
| 7 | Manufacturing services 435000 $ 870000 ¢ 1500000 $ 2175000 ¢ 4,980,000 $
Processing E 112,500 |$ 258,750 ¢ 438,750 $ 573,750 ' $ 1383750 $
Total Revenue 547500 ¢ 1128750 §$ 1938780 ¢ 2748750 ¢ 6363750 $
I Operating Expenses
| 12 | Personnel (fully burdened)
1 13|  Manufacturing and production $ 215,625 ¢ 271875 ¢ 478,125 § 824625 $ 1790250 $
| 14 Headcount 11 23 40 56
| 18|  Administrative $ 314219 ¢ 314219 ¢ 314219 ¢ 314219 ' ¢ 1256875 ¢
L 16 Headcount 11.75 12.5 125 12.5
% Total Personnel $ 529844 ¢ 586,094 ¢ 792344 '$ 1138844 ¢ 3047125 $
G&A/Sales & Marketing (excluding personnel) $ 129677 ¢ 143,318 $ 162,729 ¢ 186,891 ¢ 622614 $
_1_§ Research and Development Costs $ 125,000 $ 125,000 $ 125,000 $ 125000 $ 500,000 ¢
| 20 {otal Operating Expenses $ 784521 ¢ 854411 ¢ 1080072 $ 1450735 $ 4,169,739 ¢
cercent of Revenue 143% 76% 56% 53% 66%
:Ianne (loss) Before Int., Taxes, Deprec., Amort.  § (237.021) $ 274339 $ 8568678 ¢ 1298015 ¢ 2184011 $
| 24 | Percent of Revenue -43% 24% 44% 47% 34%
=25 >
ik » [l y Financials { Operating Summary /' 1« | ;]J_I

] I B B I =4



EMAIL METADATA

To: meadam(@line Lk com rodell@Lielink com
From: Peter Andrews <pandrewiGlinelink com>
Subject: Fad: Resuls from the stady

Cc:

| Fie Edt View Toos Message Help

& @& e ‘ =) 8 H . Y H 2 Bec:

Reply  Reply Al Forward Print. Delete oL (P A FAddresses
From:  Lewis & Clark College Bob and Milt,
Date: Friday, September 05, 2003 9:10 PM

Thawe seen it and Ithirk we need to stop the dealfpmject ASAP. Tam i Tororto and I
willbe back tuthe Chicagp later tanigt.

To: Alexander Lubarsky '90
Subject:  Tonkon Torp Report Available

Message to the Lewis & Clark College community P

from Interim President Paul E. Bragdon:

A:pmr@hmlﬂx £om

=>From: Robert 0'Dell <rodeli@lrelivk com>

»>Gubject: Resuls from the study

=2 (¢ Rz Sims isime(@linelink com

=»Bec:

=» K- Attackmerds: C:'Progrm Files\Qualcomm Badora\ddit xds;

Today (September 5) the Board of Trustees of the College at its

regularly scheduled meeting accepted the Report of the law firm of
Tonkon Torp to the Board with respect to the EVODP loan transaction and
related matters, waived its attorney-client privilege, and authorized
delivery of the Report to the Attorney General of the State of Oregon

and its release to the College community and the public

The Report itself is now on the web site at
http/fwww Iclark. edw/deptipublicireport. html

=2Peter,

==Ithink this wamards attertion. Please revienr md saggest a soltion. Jam i Londan
=enet Monduy (12717 ) 0 wee need to meet onthis matter.

hkincaid@linelink.com --==s
Read flag: Read

Attachment: C:\Program\Files

\Audit.xls
198.165.98.1
209.45.65.01
Frank Smith
Sally Franklin

Sending Server

Receiving Server
Sender Name
Receiver Name
Print Out Yes
Reply No

----» bcc: recipient
..... » Proof the email

was opened

» Real Sender and
» Receiver mailboxes



saje(

Document MetaData

File Name SoftWard Solutions

Size (Bytes) 20,480

Create Date April 10, 1999

Create Time 4:04:00 PM

File Type Microsoft Word 97

Title Software Problems all

solved at GMACD

Subject

Author Geoff Toms I

Manager

Company Dellum Computer

Print Date November 12, 2000

Print Time :06:

Last Saved By Andy Jacobs

Editing Time (min.) O
-
Q

Revs 28 -

Pgs 2 g

Paragraphs 27

Lines 67

Words 375

Characters 2151

sloyiny

January 18, 1999

Belowr you will find some very dishobing shortcomings with the SoftWard Produad.
These isaies hare allbeentalked abat here at Semimal Calls and wall probably need to be
address i the near fithme if the Dial is too be successfal here or woyRtwre eke.
Thderstauding that the SoftWarder product is rot a predictive dialer wrdt, ondy a
predictive dialer algonttan, it is perceived » one by fhe customer. If some of the belowr
facilities are already arailable please direct me too them. ...

SoffWWard Issues:

1. The SoftWarder / RIM produds do not hare a efficierd method of stopping a
campaign that haes been started. The ondy Ry to stop an adive campaizn ¥ to hare
all agerts attached to the campaign logoff and exat GEO, or issae a UNIH “pchead™
command that superrkors do rot hare access too. Service Bureaas constatly start
and stop campaigns based ontheir effectiveness. This is Bad.

2. I the erert GEO edts an agert Improperly while Rorkigg a campaign or the PC
locks up or ¥ doxt off, the agerd remains in the dialer and can newer re-ater Rrthart
shoxting domnithe NT SoftWarder and restarting. There needs to be afacility to allowr
Te-exdry ifthe agert is already registered wrifh the dialer. This is Bad.

3. K the clisvt wkhes to modify the SoftWarder settings ie. Busy retries, abandon
retries etc. The modifications do not take place wdess every et Atached to the
campaign logs off GEO and re-exders or the RIN servers are restarted maroaally. This
is ruot a wery efficierd Ry to fine-bme your campaigns . This is Bad.

4. Cumerdly there is no stadard reportivg facilities arailable to fhe costomer other than
the real-time display prorided by the SoftWard product. Customers Rard to be able to
combine telephorey arerds writh data caphure sud as costper sale #c. Reportingis a
Tery bizg Boue i detemmining the effectiveness of a partioalar campaigpn. This is a
Killer.

5. There is no Ray to filter an active campaign. For eample: A tomado ripped thooagh
Shelton Ca. And waiped ot half the city, Obrioushy you dont wart to call folks
this area as a amtsy becaase you probably rrould not be wery effective . Cumerdhy the
ondy Ry to edract these leads wroald be to stop the campaizyn ad rebuaild it This is
Bad.

As you can tell from our corderence call today wafh arother diet they too hare the
same concemms. fust morthougits . ... de: GHACD

Thankes




SOLUTIONS

= Changes to FRCP

= Changes to State Rules
= Court Decisions

= EDRM



OBLIGATIONS

= Federal Rules effective Dec. 1, 2006

» Permits the requesting party to specifically request
documents in native format.

= The responding party may oppose producing documents in
native format, but must make a formal objection to the form
requested on a basis conforming to the Federal Rules

m There is no valid objection to production simply because the
document contains metadata




OBLIGATIONS

= Duty to Preserve

= When faced with anticipated or pending litigation or
government investigation matters, corporations have an
obligation to preserve potentially relevant evidence

m Preservation requires preventing willful or inadvertent
destruction or alteration (spoliation)

= Records and information management is a key
component, especially where it can be used to suspend
document destruction

m The duty to preserve goes beyond documents
under “records management” to wherever and in

whatever format the potentially relevant evidence
resides!



DUTIES OF COUNSEL

Duty of Confidentiality

Duty to Comply with Discovery Obligations
Duty to Direct Discovery

Duty to be Proactive Regarding the Client's E-discovery
Duty to Preserve Data That is Reasonably Accessible
Duty to Confer Early re E-discovery Issues

= Duty of Competence

= Communication

m Meritorious Claims
= Reporting

m Misconduct

= Duty of Loyalty: Conflicts with Clients



NEW CHALLENGES and RISKS
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INCREASED LITIGATION RISK

Price Waterhouse Cooper (2003) ...
$345 million for “overly slow” production

Phillip Morris (2004) -
$27.5 million sanction against 11 senior executives who
failed to preserve e-mails

Coleman Holdings v. Morgan Stanley (2005). . .
$604 million in compensatory damages and $805 million
in punitive damages after adverse instruction

Qualcom v Broadcom (2007) :
attorneys reported to state bar

Pension Committee of the University of Montreal
Pension Plan, et al. v. Banc of America Securities,
LLC., Case no. 05 Civ. 9016 (SAS), 2010 U.S. Dist. Lexis 4546



WHAT JUDGES SAY

= Victor Stanley, Inc. v. Creative Pipe, Inc.,
2008 WL 2221841 (D. Md. May 29, 2008)
n Selection and implementation of a proper search requires
technical and even scientific knowledge.

= United States v. O'Keefe,
537 F. Supp. 2d 14 (D.D.C. 2008)

= Equity Analytics, LLC v. Lundin,
248 F.R.D. 331 (D.D.C. 2008)
= “when parties decide to use a particular ESI search and retrieval methodology, they need to be
aware of literature describing the strengths and weaknesses...and select the one that they
believe is most appropriate for its intended task.”

=  White v. Graceland Coll. for Lifelong Learning, Inc
2008 WL 3271924 (D. Kan. Aug. 7, 2008),
[ Paper print out of PDF is not “reasonably usable format” under FRCP

= Goodbys Creek, LLC v. Arch Ins. Co.,

2008 WL 4279693 (M.D. Fla. Sept. 15, 2008)
(] TIFF printouts of documents not valid production

= Mancia v. Mayflower Textile Servs. Co., 2008 WL 4595175

(D. Md. Oct. 15, 2008)
u Sedona Cooperation Proclamation



A SOLUTION

“Good news, chief, a computer virus
destroyed all our documents.”




Records

Management

Identification

A SOLUTION

Processing

Preservation

+

Review Production Presentation

A

VoL

UME

A

Collection

Analysis

Electronic Discovery Reference Model

www.edrm.net




STRATEGY




ECA ... SAME AS IT EVER WAS

Conduct :
Interviews

||
| |
| - ,ﬁ
Collect Analyze Key |

Information / !aits/
N

Understand
case
background

- 7,,,/

Strategy

\ \ Case




EARLY INSIGHT NOT ECA

FIND and REVIEW

BUDGET PLAN RELEVANT DATA

Collect Key Metrics

Reduce Downstream eDiscovery Costs
Identify Potential Exposure

LITIGATE OR SETTLE? PREPARE FOR
L MEET AND CONFER

30



STRATEGY

Manage Costs and Risks :

Determine key facts
m Collect relevant contents
= Eliminate irrelevant content

Ensure compliance
= FRCP
= Relevant Case Laws




STRATEGY

Early actions to take:

1.Meet with the client
Include IT
Understand the client’s systems and
policies
3.Develop outline of legal and factual
Issues
4. Issue "Litigation Hold.”
4. Agree (to the extent possible) on ESI
and e-discovery issues before the

initial conference with the court




STRATEGY

Issue litigation hold :

= Schedule periodic follow-up
reminders re: litigation hold

= Send opposition appropriate
preservation demand

= Receive confirmation of hold
instructions from recipients




STRATEGY

= Hosted Review

= Production Management
= Develop plan for gathering electronic data
= Develop plan for dealing with databases

= Develop plan for gathering paper
documents

= Determine desired production format(s)

= Negotiate production format(s) with
opposition




STRATEGY: MEET and CONFER




CLIENT EXPECTATIONS

= Expertise
u Coordination with IT

= Service & Pricing
= Disclosure
= Approvals
= Decisions
= Planned
= Reactive




THANK YOU
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Thank You ery Much
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