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The Safe Harbor Framework: not a ‘“safe harbor’’ anymore for US companies?
German expert body insists on stronger compliance stance

Posted by "Security Breaches" Administrator on 09/07/2010 - Leave a Comment

On April 29, 2010, the Diisseldorfer Kreis, an informal group of German data protection authorities,
published a decision (in German only) that could have significant repercussions on U.S. companies
importing personal data from organizations operating in the European Union.

Port de Carantec (Bretagne, France) - (c) 2009
Cédric Laurant

According to the German expert group, companies exporting personal data to the United States must
no longer rely solely on the U.S. Safe Harbor self-certification list to deem that an organization indeed
does provide an adequate level of personal data protection. We examine here the new requirements
European and American companies are faced with when transferring personal data under the Safe
Harbor Framework, in particular with respect to its Security Principle.

The E.U. Data Protection Directive

The European Directive 95/46/EC on the Protection of Individuals with Regard to the Processing of
Personal Data and on the Free Movement of Such Data (“the Directive”) became effective on October
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25, 1998. Its article 2(a) defines personal data as “any information relating to an identified or
identifiable natural person ( ‘data subject’).”

Even though the Directive was enacted to ensure that personal data may flow easily between all
European Union (E.U.) Member States, it also has an impact on countries outside the E.U. that wish
to import personal data from a Member State. Indeed, the Directive imposes restrictions on
transborder data flows, as its article 25 limits transfer of personal data only to third countries ensuring
an “adequate level of protection.”

The U.S. Safe Harbor Framework

The United States does not have a comprehensive data protection law, but rather has a myriad of
federal and state privacy laws, supplemented by self-regulatory rules. The E.U. did not consider the
U.S. as offering an adequate level of data privacy protection, so the U.S. had to find a way to ensure
that the flow of personal data between the E.U. and the U.S. would not be interrupted, without having
to implement a federal, all-inclusive, privacy law.

The U.S. Department of Commerce started negotiating in 1998 a Safe Harbor (S.H.) Framework with
the E.U. Commission. The S.H. Framework consists mainly of seven privacy principles (1. Notice; 2.

Choice; 3. Onward transfer restrictions; 4. Access; 5. Security; 6. Data integrity; and 7. Enforcement,

as well as 15 “Frequently Asked Questions” (FAQ).

The European Commission finally recognized on July 26, 2000 that companies complying with the
S.H. Framework would be considered as meeting the adequate standard of protection. (Decision
520/2000/EC)

Organizations participating in the S.H. are deemed to ensure an adequate level of data protection, and
may thus import personal data from Member States’ organizations. Adherence to the S.H. is entirely
voluntary. An organization may adhere by filing a self-certification form. It must publish a privacy
policy stating that it adheres to the S.H. Principles, and that it complies with them.

Organizations must reaffirm in writing every 12 months to the Department of Commerce their
continuing adherence to the S.H. In compliance with FAQ 6, the Department of Commerce maintains
a list of all self-certified organizations. However, the Department does not guarantee its accuracy, nor
does it assess whether organizations on the list actually adhere to the S.H. Framework.

If a self-certified company no longer complies with the S.H. Framework, it must promptly notify the
Department of Commerce. Failure to do so may be actionable as a misrepresentation under the False
Statements Act (18 U.S.C § 1001). An organization may elect to withdraw, but nevertheless remains
obligated to adhere to the S.H. Framework with respect to the personal information they imported
while covered by it.

The European Commission, however, does not consider the self-certification program a great success.
A Commission staff working document published in 2004 revealed that, by the end of 2003, only 400
companies had self-certified to the S.H. Even more troubling, the staff paper found that some
self-certified companies did not comply with the requirement of having a visible privacy policy.

A study made in 2008 by Galexia, an independent privacy consulting firm, found that among the
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1,597 organizations listed as members of the S.H. Framework, only 348 “meet even the most basic
requirements of the S.H. Framework.”

This is where the Diisseldorfer Kreis decision becomes very relevant: it is the first decision coming
from a Member State stating that relying on the S.H. list is not an acceptable way to assess whether
the level of personal data protection offered by a data importer is adequate.

The Diisseldorfer Kreis decision

The Diisseldorfer Kreis stated that companies exporting personal data to the U.S. must be able to
prove to the data protection authorities that they have indeed checked if the U.S. companies are
respecting the S.H. Framework. In order to do so, they have to document their due diligence. (“Diese
Mindestpriifung miissen die exportierenden Unternehmen dokumentieren und auf Nachfrage der
Aufsichtsbehorden nachweisen konnen”).

If, after examining whether the U.S. company respects the S.H. Principles, the data exporter doubts
that it respects the S.H. Framework, the Diisseldorfer Kreis “recommends” (“‘empfehlen”) using
appropriate contractual clauses in agreements signed with this company. This is a way to satisfy the
adequacy requirement which is authorized by article 26(2) of the Directive 95/46/EC.

German data exporters may also choose to adopt binding corporate rules (“B.C.R.”). (“Sollten nach
der Priifung Zweifel an der Einhaltung der Safe Harbor-Kriterien durch das US-Unternehmen
bestehen,empfehlen die Aufsichtsbehorden, der Verwendung von Standard-Vertragsklauseln oder
bindenden Unternehmensrichtlinien zur Gewdhrleistung eines angemessenen Datenschutzniveaus
beim Datenimporteur den Vorzug zu geben.”)

If German companies were to find that a U.S. data importer does not comply with the S.H.
Framework, they should (“sollte”) notify the German data protection commissioners of the situation.

The stake for data exporting companies is high, as failing to examine the lawfulness of data retrieval,
at least by means of suitable random sampling procedures, if there is cause for such examination, is an
administrative offence, pursuant to Section 10 (4) and Section 43 (1) 2 of the German Federal Data
Protection Act (the Bundesdatenschutzgesetz, or BDSG), and is punishable by a fine of up to €50,000.

German organizations exporting personal data to the U.S. should therefore check if the U.S. data
importer does indeed comply with the S.H. Framework. There are a few steps they should go through
to comply with its Security Principle: from showing due diligence to using contractual clauses.

1. Due diligence
¢ German companies should check if the S.H. self-certificate is still valid

It is rather curious that the Diisseldorfer Kreis deemed it important to note that a S.H. self-certificate
is no longer valid after seven years (“Eine mehr als sieben Jahre zuriickliegende Safe-Harbor-
Zertifizierung ist nicht mehr giiltig”’ ). We know that self-certifying organizations must reaffirm every
year to the Department of Commerce their continuing compliance with the S.H. Framework. Does
that mean that even if a self-certified organization reaffirms each year its continuing adherence to the
S.H. Framework, and follows it, the self-certification nevertheless terminates automatically after
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seven years?

e German data exporters should ask self-certified companies how they actually comply with
the S.H. Security Principle

Organizations participating in the S.H. must comply with its seven Principles. In order to comply with
its Security Principle, organizations must take reasonable precautions in order to protect personal
information from loss, misuse, unauthorized access, disclosure, alteration and destruction.

A security principle needs to be implemented in a data security plan. According to a business guide
issued by the U.S. Federal Trade Commission (“F.T.C.”) in 2007, a sound data security plan is built
on five key principles:

“1. Take stock. Know what personal information you have in your files and on your
computers.

2. Scale down. Keep only what you need for your business.
3. Lock it. Protect the information that you keep.
4. Pitch it. Properly dispose of what you no longer need.
5. Plan ahead. Create a plan to respond to security incidents.”
German data exporters could use the five F.T.C. key security principles as a guideline.

However, the F.T.C. is not the only U.S. agency offering data security guidance to companies. For
example, the U.S. Food and Drug Administration (“F.D.A.”) published in 2007 several guidance
documents, which include computer system security recommendations (the “Guidance for Industry:
Importers and Filers: Food Security Preventive Measures Guidance” and the ‘“Guidance for Industry:
Computerized Systems Used in Clinical Investigations™).

1. “restricting access to a company computer system to those with appropriate clearance
(for example by using passwords or firewalls)

2. eliminating computer access when a staff member no longer associated with the
establishment

3. establishing a system of traceability of computer transactions

4. reviewing the adequacy of virus protection systems and procedures for backing up
critical computer based data systems

5. validating the computer security system”

Security plan recommendations made by U.S. agencies provide for a useful guideline to E.U. data
exporters against which to check the published privacy policies of data importers.

German companies should check whether the self-certified company actually complies with the Safe
Harbor Security Principle by checking its privacy policy

Organizations participating in the S.H. must comply with the S.H.’s requirements and publicly declare
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that they do so. So, reading the privacy policy of companies registered as participating in the S.H.
should be the first step to take.

However, reading the privacy policy cannot alone constitute sufficient due diligence for data
exporters, as privacy policies do not always clearly specify how they implement the S.H.’s
Framework.

For example, Best Buy participates in the S.H. because it provides back office support for its
European affiliates, and this involves the transfer and processing of customer and employee data. Its

privacy policy reads:

Whether you are shopping online or in our stores, we use reasonable security measures
to protect the confidentiality of personal information under our control and appropriately
limit access to it. Best Buy cannot ensure or warrant the security of any information you
transmit to us by e-mail, and you do so at your own risk.

It seems that the personal data of customers are adequately protected. However, nothing is said about
employee data. Whereas this information may be available internally, it is not available publicly, and
thus would make the EU data exporter’s task of assessing whether the company complies with the
S.H. more difficult. This missing information may come from the fact that Best Buy’s privacy policy
applies to its website, and therefore only covers the privacy aspects of its visitors’ personal
information, not of its employees. However, for a company that self-certified itself as complying with
the S.H. not to disclose in its privacy policy how it actually protects all of the personal information it
processes does not comply with the S.H. Framework requirements. (Cfr European Commission, Staff
Working Document, “The implementation of Commission Decision 520/2000/EC on the adequate
protection of personal data provided by the Safe Harbour Privacy Principles and related Frequently
Asked Questions issued by the US Department of Commerce”.)

Another self-certified SH company, RealNetworks, clearly states in its privacy policy how the
company protects the security of personal information:

- “Use of secure connections using SSL to safeguard information when transmitted from
your Web browser to RealNetworks;

- Use of security controls to restrict access to databases housing personally identifying
information;

- Use of encryption for sensitive personal information, such as credit card numbers and
user names;

- Restrict employee access to databases containing personal information and impose
confidentiality requirements upon employees who do; and

- Bind subcontractors with contractual, technical and organizational measures to protect
your personal information.”

This policy details clearly all the security measures taken to protect the data, whereas the Best Buy
policy merely stated that the company used ‘“reasonable security measures” without enumerating
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them.

If, after appropriate due diligence, the data exporter doubts that the data importer respects the S.H.
Principles, the Diisseldorfer Kreis recommends the use of contractual clauses in agreements with this
company.

2. Use of contractual clauses

e German companies should use appropriate contractual clauses in their contract with U.S.
data importers:

An example of such contractual clauses can be found in the Commission decision of December 27
2001.

That decision was repealed in 2010 by another Commission decision, which proposes new contractual
clauses. Paragraph 12 of the 2010 decision states that “standard contractual clauses should provide
for the technical and organizational security measures to be applied by data processors established in
a third country not providing adequate protection, in order to ensure a level of security appropriate
to the risks represented by the processing and the nature of the data to be protected.” (our emphasis)

e German companies should require that data importers comply with a security standard

German companies could also add a contractual clause stating that the data importer must comply
with industry security standards, such as the ISO 27000 international standard for information

security.

Indeed, the Article 29 Working Party wrote in a 1997 Opinion that it considers that developing and
adopting international privacy standards within the International Standard Organization (ISO)
“significantly contribute to the protection of fundamental rights and privacy on a world-wide basis.”

e German companies may elect to hire an independent third party auditing firm to review
the data importer’s compliance with the S.H.

German companies could also add a contractual clause stating that the contract will not be enforced
unless the data importer is found to comply with the S.H. Principles by an independent auditing firm.

A stronger role for the F.T.C. in enforcing the Safe Harbor’s Security Principle?

The Diisseldorfer Kreis called for more involvement by the F.T.C., which could work more closely
with the European DPAs on making sure that self-certified companies are indeed complying with the
S.H. Framework.

Violating the S.H. Framework is considered an unfair or deceptive practice within the meaning of the
Federal Trade Commission Act, and is thus actionable by the F.T.C. It should be noted however that
the F.T.C. has jurisdiction over individuals and business entities, but does not have jurisdiction over
banks and other financial institutions, nor does the F.T.C. have jurisdiction over common carriers,
over which only the Department of Transportation has jurisdiction.
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The F.T.C. is already enforcing breaches of security as violations of the F.T.C. Act. For example, in
the DSW case, the F.T.C. issued a complaint against DSW, a shoe retailer, because it had failed to use
reasonable and appropriate security measures to protect the personal information stored on its
computer network. The F.T.C. entered into a consent decree with DSW, which ordered the retailer to
establish a comprehensive information security program, the content and implementation of which
must be fully documented in writing.

One could hope that, in the future, the F.T.C. will issue complaints against self-certified companies
that violate their commitments to comply with the S.H. Framework’s Security Principle.

A stronger compliance stance, and not only for German companies

German data exporters must now assess carefully whether self-certified U.S. data importers are indeed
complying with the Safe Harbor Framework. No enforcement agencies, whether from the E.U. or
from the U.S., have enforced compliance with the Safe Harbor Framework, apart from the U.S.
Federal Trade Commission in a August 2009 case (F7C v. Javian Karnani). However, enforcement of
the Safe Harbor is not entirely self-regulatory, but has been described in a study analyzing in detail its
implementation as “occupy[ing] the middle ground between a self-regulatory scheme and rules
enforced by public authorities. As such, it may be viewed as a form for a “co-regulatory” scheme.

However, U.S. public authorities have not been attentive to enforcing the regulations. Does the
Diisseldorfer Kreis decision reflect a growing distrust of European data protection authorities towards
the Safe Harbor Framework, or is it an isolated decision? Data exporters need to be mindful of future
developments, and not only if they are German.

Marie-Andrée Weiss & Cédric Laurant
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