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DATA BREACH —

YOUR ORGANIZATION NEEDS A PLAN

By Nicole Reimann

The Privacy Rights Clearinghouse’s Chronology of Data
Breaches lists 3,671 incidents affecting 607,295,463 re-
cords since 2005," including these three:

* A worker steals customer records containing credit
card, bank account and other personal information. In
its U.S. Securities and Exchange Commission filing,
the company estimates that 8.5 million records are af-
fected.

* A password-protected laptop containing former em-
ployee names, Social Security numbers, birthdates,
and benefits information is stolen from a consultant’s
trunk with an estimated 5,800 records affected.

» Cyber-pickpockets tamper with PIN pads in retail
stores and steal banking information from checkout
keypads. Ninety-four thousand records are affected.

Taking steps to protect personal information can go a long
way to preventing a security breach. No technology is fail-
safe, however.

Today most companies come in contact with or store per-
sonal information. This is not only the domain of large
organizations, relatively small ones face potential liability
should personal information be compromised in a security
breach of the organization’s computer systems. The poten-
tial for disclosure of personal information exposes all organ-

1. A chronology of data breaches is available at Chronology of
Data Breaches, Privacy Rights Clearinghouse, http://www.pri-
vacyrights.org/data-breach (last accessed May 5, 2013).

2. Ponemon Institute LLC, 2011 Cost of Data Breach Study: United
States (March 2012).

3. Ponemon Institute LLC, “Reputation Impact of a Data Breach”
(October 2012).

4. Ponemon Institute LLC, “2011 Cost of Data Breach Study:
United States” at pp. 8-10 www.ponemon.org/local/upload/
file/2011_US_CODB_FINAL _5.pdf.

izations to potential liability for damages and the cost of
breach notification and remediation.

The most recent Ponemon Institute Cost of Data Breach
Study reports that whether the result of lost laptops, mis-
placed thumb drives, malicious software, or system glitches,
data breaches carry very serious financial consequences —
costing on average a breathtaking $5.5 million per data
breach — or $194 in direct and indirect costs per record
compromised.? Forensic experts, outsourcing hotline sup-
port, free credit monitoring subscriptions and discounts
for future products and services account for one-third of
the $194 per record cost of a data breach. Loss of reputa-
tion, damage to brand, and the cost of in-house investiga-
tion and communication account for the other two-thirds.
Senior level managers estimate that it can take a year to
restore an organization’s reputation after a data breach in-
volving 100,000 customer records that is reported widely
in the media.’

To manage reputation, contain costs and business disrup-
tion, and stay within the law, your organization needs a
plan. Four factors drive up the cost of a data breach: in-
experience, involvement of third party providers, data
breaches involving mobile devices, and quick notification
of breach victims.*

Organizations responding to and remediating their first
data breach spend $37 more per record than those who
have dealt with a data breach before. Experience sharpens
intuition. It also drives home the need for a response plan.
Do you have a written response plan?

Data breaches caused by outsourcers, cloud providers or
business partners cost $25 more per record than breaches
with an “in-house” cause. Do your contracts with third par-
ties address data breaches? Do they require them to comply
with your data security standard?
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A data breach involving lost or stolen mobile devices, such
as laptops, smartphones, tablets and USB drives, costs $23
more per record than breaches involving other hardware.
Are your mobile devices encrypted?

Notifying victims quickly increases costs by $32 per re-
cord. Timing of notice needs to comply with applicable
law. Moving too quickly, that is before you have adequate
information for meaningful notification, however will like-
ly be more costly to the organization and less helpful to the
breach victim. Will you have privacy counsel to advise you
on the legal notification requirements for breach victims
and others?

What are the attributes of organizations whose direct and
indirect costs for a data breach fall below the average?
They designate an information security leader with organi-
zation-wide responsibility, and they hire external experts to
assist with response and remediation, saving $79 and $41
respectively per record compromised.’

The results of the Ponemon Institute Cost of Data Breach
Study underscore the observations of every expert on
privacy compliance and data security — an organization
needs to be prepared. Designate a response team. Inventory
and classify data. Educate employees about privacy issues.
Prepare a “what if?”” action plan. Your business, your cus-
tomers and your employees will benefit.

Designate a Team

Set the tone for the organization’s commitment to data
security. Your team may look different from other organi-
zations, but begin by designating a well-respected senior
official who has a track record of working well with eve-
ry part of the organization, and give this person a hotline
to the head of the company. A team should also typically
include inside members from legal, communications, in-
formation technology, human resources and compliance.
Outside members should include outside counsel, public
relations, electronic forensics consultants and law en-
forcement. Keep contact information for team members
current so that team members can be contacted quickly
when necessary.

5.1d. at p. 10.

Inventory, Classify and Educate

 Inventory records systems, computing systems and
storage media containing personal information.

* Classify personal information according to sensitivity.

* Conduct ongoing employee training to promote
awareness of security and privacy policies.

» Require service providers and business partners who
handle personal information to follow your security
policies.

Make a Plan

Draft contingency plans for how your organization will re-
spond to different security incidents. Some threats come
out of left field; others such as a lost thumb drive or mali-
cious attack — are foreseeable. Among the practices and
information that should be included in a response plan are:

* Written procedure for identifying a breach incident
that warrants activating the response team.

» Written procedures for internal notification of security
incidents that may involve unauthorized access to sen-
sitive personal information.

» Measures to control, contain and correct a security in-
cident.

* Ongoing training of employees in their role and re-
sponsibilities in the response plan.

» Immediate notification by data custodians of detected
security incident.

* Identification of law enforcement contacts for security
incidents that may involve illegal activity.

* Identification of government agencies you are re-
quired to notify of a breach.

* Prior consent to notify affected individuals by email if
such consent is required.

* Protocol for documenting response to security inci-
dent.

* Written procedures for notification of individuals to
the extent required by applicable law.
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Your Organization Suspects a Data Breach —
What Now?

If employees suspect a security breach, investigate it im-
mediately. Containment — stopping the access to or dis-
tribution of personal information — is the first priority. A
computer forensic expert can assist in determining whether
personal information was involved in the data breach and
identify the affected persons. Meanwhile, legal counsel
should address potential regulatory violations, ensure that
evidence is preserved for use in court or an agency inves-
tigation, consider liability of third party providers and de-
termine whether breach notification is required and how
notice will be accomplished, including timing, content and
method of notice.

Breach notification statutes have been criticized for creat-
ing “a fragmented, incoherent liability scheme.”® Federal
statutes that focus on particular economic sectors such as
healthcare and financial services, including the Health In-
surance Portability and Accountability Act (HIPAA), the
Health Information Technology for Economic and Clinical
Health Act (HITECH) and the Gramm-Leach-Bliley Act
(GLBA), require notification under certain circumstances.
In addition, 46 states have enacted breach notification laws.
State breach notification laws cause compliance challenges
for organizations engaged in interstate commerce. Varia-
tions in state security breach notification law have been

6. Winn, Jane K., “Are ‘Better’ Security Breach Notification
Laws Possible?” 23 (June 8, 2009) Berkley Technology Law
Journal, Vol. 24, 2009. Available at SSRN: http://ssrn.com/ab-
stract=1416222.

7. Tom, Jacqueline May, “A Simple Compromise: The Need for
a Federal Data Breach Notification Law,” 84 St. John's Law
Review 1569 (2010).

described as “so numerous that it is virtually impossible to
convert these state laws into the more manageable format
of fifty-state surveys.”” Consult with legal counsel before
you decide:

* With whom to communicate?
e What to communicate?
e How to communicate?

e When to communicate?
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This summary of legal issues is published for informa-
tional purposes only. It does not dispense legal advice or
create an attorney-client relationship with those who read
it. Readers should obtain professional legal advice before
taking any legal action.
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