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Introduction: High Pressure Regulatory Environment
Now more than ever, there is increased regulatory pressure on organizations — and their Boards of Directors - to

create and maintain effective ethics and compliance programs.

®  In 2012, the Department of Justice collected $13.1 billion in criminal and civil actions
®  The amount collected in 2012 was more than double the amount collected in 2011

*  In 2012, corporate fraud prosecutions resulted in a 91% conviction rate

What's more, antitrust/competition prosecutions are on the rise, product safety and quality issues are increasingly
viewed as ethics and compliance issues, business partners and supply chains are under scrutiny with such laws as
the California Transparency in Supply Chains Act, the DOJ is focusing on insider trading, U.S. FCPA prosecutions
are increasing, the UK has enacted the Bribery Act, and the Dodd-Frank Act requires sound ‘speak up’ programs
and establishes an SEC Whistleblower Program.

What is the net effect on the Board? CEOs and Board members are increasingly under the microscope — and under

pressure to uphold both compliance and ethics oversight and company leadership responsibilities.

WHAT ETHICS AND COMPLIANCE RESPONSIBILITIES DOES THE BOARD HAVE?

In this paper, we will explore each of the four Board responsibilities outlined in the U.S. Sentencing Guidelines with

respect to ethics and compliance programs:
e Provide direct access to the ethics officer

¢ Exercise reasonable oversight with respect to the implementation and effectiveness of the compliance
and ethics program

e Promote an organizational culture that encourages ethical conduct

* Receive effective training appropriate to such individuals' respective roles and responsibilities

DIRECT ACCESS

After years of globalization, companies are dependent on complex, multi-level supply chains and distribution
networks that span the globe. At the same time, the public —including investors, but also employees and
consumers - are increasingly demanding transparency and corporate social responsibility throughout the
manufacturing and distribution process. The result is that companies face reputational harm from revelations of
abuses and lapses in the supply chain, even though they may have limited knowledge or control over their far-

flung business partners.

© 2013 NAVEX GLOBAL. ALL RIGHTS RESERVED 1



' NAVEXaiosat

The Ethics and Compliance Experts

No company is immune. Recently, Ralph Lauren addressed a third-party issue in their Argentenian operations,
paid a hefty fine and moved out of the country altogether under their Non-Prosecution Agreement. Expect
more of the same, and look for cases to continue to include distribution networks as well as suppliers as with
Ralph Lauren.

REASONABLE OVERSIGHT

How does one define reasonable oversight? The goal is to actively engage all Board members in the oversight
process without turning them into micromanagers. First, the full Board should have knowledge and oversight
of the company’s key risk areas. In addition, the full Board should have knowledge of the ethics and compliance

program, and a committee should be delegated oversight responsibility for the program.

As part of the Board's oversight role, it must ensure that the company’s ethics and compliance program is fully
equipped to address challenges. To accomplish this, the Board must see to it that the program has the right

people in place, the right resources to draw from, and the right support from both management and the Board.

When NAVEX Global conducts Program Effectiveness Assessments, we ask the following questions:

e |sthe Board of Directors knowledgeable about the content and operation of the ethics program?

¢ Does the Board exercise reasonable oversight of the implementation and effectiveness of the Program
and the organization'’s culture?

e Does the organization have a high-level person and a person with day-to-day responsibility assigned to
manage the program? Is there a defined relationship to the Board of Directors?

e |sthe Board (or a committee thereof) accessible to individuals with day-to-day responsibility, including
meeting with them in executive session?

e Does the Board (or a committee thereof) receive timely reports of significant issues and investigations
involving the company or any elected officers?

Answering "Yes" to all five of these questions is a good indicator that an ethics and compliance program is on
the right track.

Importantly, the Board should also lead by example and ensure accountability. This means Board members
should practice the company’s values and meet its compliance requirements. It also means ensuring that senior

management is held accountable to the same standards as all other employees.

Finally, the Board should take an active role in shaping the big picture of ethics and compliance in the company.

It should provide long term perspective, acting as a compass in a ‘glocalized” world.

And of course, the Board should be ever mindful of the reputation of the organization. As such, the Board should
help set the tone in the company and support a culture of integrity, which leads directly into our next topic.

PROMOTING AN ORGANIZATIONAL CULTURE THAT ENCOURAGES ETHICAL CONDUCT

While organizational culture may feel like an amorphous blob of a term to some, the power of a company’s
culture should not be underestimated. When a rule, policy or a code conflicts with an organization’s culture, it is

culture that prevails almost every time. Therefore, in order to have an effective ethics and compliance program,
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PROMOTING AN ETHICAL CULTURE

"The Board should
take an active role
in shaping the big
picture of ethics
and compliance
in the company.”

a company needs to pay as much attention to culture as to policies, training, auditing, etc.

That being said, some Board members may still cringe at the word culture, so it is useful to draw
on concrete examples when discussing it. To illustrate, the answers to the following questions

all reflect a company’s culture:

e Will employees take personal responsibility to address issues or is it the job of
somebody else?

e Will employees speak up if they see questionable business conduct?

e What happens to great performers who violate the Code?

Cultural weak links differ from organization to organization, and it is important to identify them

with the Board. The most common weak links include:

e Alack of understanding of rules, roles, and responsibilities
e A pervasive feeling that employees are not respected

e Widespread conlflicts of interest, typically involving employees acting solely out of self-
interest

e A prevalent attitude that making numbers is everything
e Afeeling that dissent is unwelcome and there is minimal upward communications

e Alack of accountability

The ethics officer should ask the Board what its members see as the company’s weak links

and what the Board is doing to set the cultural tone. If successful, the Board will in turn ask

the ethics officer what she views as the company’s main cultural risks and why. The Board
should also discuss how the organizational culture is perceived by various stakeholders, how to

support the culture through language and branding, and what tools to use to shape the culture.

First, stakeholder perceptions can be gathered in a variety of ways. Employee feedback can be

collected from surveys, focus groups, and message boards. Their perceptions are also reflected
in the types of issues and concerns collected by a company’s whistleblower hotline and through
its HR processes. Surveys, focus groups, and social media can also be used to collect and

analyze the perceptions of customers and suppliers.

Next, the language and branding used by the company should reflect its cultural values. This
represents a shift away from compliance simply for the sake of compliance and towards a
culture of integrity where the emphasis is on doing the right thing.

Finally, Jack Welch placed the tools for shaping culture into three categories. First, there is
the Police, which includes Audit as well as Compliance and HR functions to a lesser extent.
Then there are the Schools, which focus on educating employees. This category includes

Training and also HR to a degree. Lastly, there is the Media, which can include Corporate
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Communications and many other functions within the company. A healthy organizational culture is actively

shaped and supported by all three tools.

RECEIVING EFFECTIVE AND ROLE-RELEVANT TRAINING

Even as the Schools are an important tool for shaping organizational culture as a whole, so is training essential
for ensuring the Board knows — and can meet - its ethics and compliance responsibilities. It is up to the ethics

officer to ensure that Board training does just that. Typical elements of the training include:

e Frameworks for ethics and compliance programs (U.S. Sentencing Guidelines, global requirements, risk-

based)
e Specific compliance and ethics environment and risks to the organization
e The elements of the company’s compliance and ethics program and/or an assessment of the program
® The Board’s oversight responsibilities

e The company's culture of integrity, its challenges and building blocks — with a focus on the Board's
observations and potential areas of impact

e Cases relevant to the Boards' roles and responsibilities
In particular, there should be an emphasis in the training on Board-specific risks to the company. These

commonly include conflicts of interest, external relations with government and the media, personal integrity,

executive accountability, and compensation (the Board’s own or awards to company management).

While ethics officers sometimes assume Board members know the information already, it is important to have
open and detailed discussions about the risks faced by the Board. Officers often find that Board members are

not only willing but eager to discuss such topics as insider trading, unintended influence, and gifts and gratuities.

The most common mistakes ethics officers make in their discussions with the Board include:

¢ Showing too much deference to the authority of the Board
e Presenting irrelevant information
e Not providing context for the information being presented
e Focusing too narrowly on the Sentencing Guidelines
e Acting as status reporters rather than strategic business thinkers
e Failing to prioritize risks/concerns
Communications with the Board should not be one way transmissions of information from the ethics officer to

the Board members. The Board should ask questions, too, and if they are not asking the following ones, the

ethics officer should cover them proactively:

e Do leaders set the right tone? How are they perceived by employees?

e Do we have a 'make plan at all costs’ culture? Is candor rewarded or punished? How much fear of
retaliation is there?

e How are we at discipline? Are top performers and high-level people held accountable to the Code of
Conduct in the same way as other employees?

e Are there any risks that aren’t being addressed as they should be?

e Do you have the resources you need to do your job appropriately? Do you feel you have access to the
CEO and us whenever you need it?
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Conclusion

e What trends in issue types or company locations are you seeing?

e s there anything I should know? What keeps you up at night?
Gone are the days when Boards of Directors could fill their seats with honorary members who had
little knowledge of and took little part in the ethics and compliance efforts of the organization.
The U.S. Sentencing Guidelines offer a blueprint of how a Board should fulfill its ethics and
compliance responsibilities under the law — by giving direct access to ethics officers, by providing
reasonable oversight, by encouraging an organizational culture of integrity, and by receiving

effective and role-relevant training.

If forced to summarize the four responsibilities in a single guideline, it might very well read, Be
engaged. Checking a box is simply not enough. The flow of information between the Board and

the ethics officer must be regular, open, detailed, and two-way. Anything less is not enough.
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