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April 6, 2011 

The Massachusetts AG Has Not 
Forgotten About the State’s Data 
Security Regulations – and Neither 
Should You 
By Miriam H. Wugmeister and Nathan D. Taylor 

Just because we have not heard much about the Massachusetts data security 
regulations in the past year does not mean that the regulations should be 
forgotten.  On Monday, March 28, 2011, the Massachusetts Attorney General 
(“AG”) entered into a settlement with the owner and operator of several Boston 
bars and restaurants with respect to a security breach and related data security 
failings.1  Importantly, the Massachusetts data security regulations played a 
prominent role in the settlement.  

According to the Massachusetts AG’s complaint, the restaurant chain experienced 
a data breach in April 2009 in which malware on its computer systems allowed 
hackers to access customer payment card information.  Moreover, the AG’s 
complaint alleged, among other things, that the restaurant chain did not follow a 
number of basic computer security precautions, including, for example, failing to 
change the default usernames and passwords on its computer system and 
permitting employees to share common usernames and passwords.  Although the 
lack of these controls occurred before the effective date of the Massachusetts 
data security regulations, this conduct would appear to have stood in stark 
contrast to the controls required by the regulations (let alone basic industry best 
practices). 

The settlement requires the restaurant chain, among other things, to pay 
$110,000 in civil penalties, as well as to comply with the Massachusetts data 
security regulations.  In making this announcement, the Massachusetts AG 
acknowledged that the breach at issue occurred prior to the date that compliance 
with the Massachusetts data security regulations was required (March 1, 2010), 
but “the data security standards set forth in the regulations were used in the 
settlement.” 

While many U.S. state laws require that businesses adopt reasonable measures 
to protect personal information and/or dispose of personal information in an 
appropriate manner, the Massachusetts data security regulations impose far more 
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detailed and comprehensive data security requirements than most, if not all, other states. 

PRACTICAL IMPLICATIONS 

In light of this settlement, businesses should revisit their compliance programs to ensure that they comply with the 
specificity of the Massachusetts data security regulations.  For example, the regulations impose a number of significant 
administrative responsibilities on covered businesses.2  In this regard, a covered business must: 

• develop, implement, maintain, and monitor a comprehensive, written information security program that contains 
administrative, technical, and physical safeguards to ensure the security and confidentiality of records containing 
personal information; 

• conduct a risk assessment to identify and assess reasonably foreseeable internal and external risks to the security, 
confidentiality, and integrity of electronic, paper, and other records containing personal information and evaluate and 
improve, where necessary, the effectiveness of its safeguards for limiting those internal and external risks; 

• designate one or more employees to maintain the information security program; 

• regularly monitor to ensure that the information security program is operating in a manner reasonably calculated to 
prevent unauthorized access to, or unauthorized use of, personal information; 

• take reasonable steps to select and retain third-party service providers that are capable of maintaining appropriate 
security measures to protect personal information consistent with the regulations and any applicable federal 
regulations, including requiring service providers by contract to implement and maintain such security measures 
(there is a limited safe harbor for the contract requirement until March 1, 2012); and 

• educate and train employees regarding personal information security. 

Beyond its general, risk-based information security program requirement and related administrative requirements, the 
Massachusetts data security regulations also require that a business implement a number of detailed and specific 
technical security controls.  Among other things, the regulations require that an organization: 

• implement reasonable restrictions on physical access to records containing personal information and store such 
records in locked facilities, storage areas, or containers; 

• implement secure user authentication protocols and access control measures for computer systems; 

• encrypt all transmitted records and files containing personal information that will travel across public networks and that 
will be transmitted wirelessly; 

• encrypt all personal information stored on laptops and other portable devices; and 

• maintain firewall protections, operating system security patches, and malware and virus protection. 

Businesses that have not taken steps to address compliance with the Massachusetts data security regulations should 
quickly begin to take such steps.  For those businesses that have taken steps to address their compliance with the 
regulations, consider revisiting the compliance program to ensure it complies with the detailed regulations.  Nonetheless, 
while the Massachusetts law may be the most detailed, it is certainly not the only state regulation relating to the security of 
personal information, and it will not be the last. 

 
2 © 2011 Morrison & Foerster LLP | mofo.com | Attorney Advertising 



 

 
3 © 2011 Morrison & Foerster LLP | mofo.com | Attorney Advertising 

Client Alert. 
About Morrison & Foerster: 

We are Morrison & Foerster—a global firm of exceptional credentials in many areas. Our clients include some of the 
largest financial institutions, investment banks, Fortune 100, technology and life science companies.  We’ve been 
included on The American Lawyer’s A-List for seven straight years, and Fortune named us one of the “100 Best 
Companies to Work For.”  Our lawyers are committed to achieving innovative and business-minded results for our clients, 
while preserving the differences that make us stronger.  This is MoFo.  Visit us at www.mofo.com. 

Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our global 
offices.  With more than 60 lawyers actively counseling, litigating, and representing clients before regulators around the 
world on privacy and security of information issues, we have been recognized by Chambers and Legal 500 as having one 
of the best domestic and global practices in this area.   

For more information about our people and services and the resources we offer such as our free online Privacy Library, 
please visit: http://www.mofo.com/privacy--data-security-services/. 

Because of the generality of this update, the information provided herein may not be applicable in all situations and should 
not be acted upon without specific legal advice based on particular situations. 

                                                 
1 The Massachusetts AG’s press release is available at 
http://www.mass.gov/?pageID=cagopressrelease&L=1&L0=Home&sid=Cago&b=pressrelease&f=2011_03_28_briar_group_settlement&csid=Cago. 
2The Massachusetts data security regulations apply to any person who receives, maintains, processes, or otherwise has access to “personal 
information” relating to a resident of Massachusetts in connection with the provision of goods or services, or in connection with employment.  For 
purposes of the regulations, the term “personal information” is defined as an individual’s first name or initial and last name, in combination with any one 
of the following data elements:  (1) Social Security number; (2) driver’s license number or state-issued identification card number; or (3) financial 
account, credit card, or debit card number, with or without any required security code or password that would permit access to the account. 
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