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I. Background – Enforcement

The Article 29 Data Protection Working Party (“WP29”), comprised of the European Data Protection
Authorities (“DPAs”), has adopted on July 13, 2010 a report (the “Report”) on the European Union
Data Retention Directive 2006/24/EC (“D.R. Directive”). This report is the WP29’s contribution to
the evaluation of the implementation of the D.R. directive by the European Commission, which is due
by September 15, 2010.
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Kaltschmidt, 2009)

The report details the results of a joint inquiry made by the DPAs about the compliance, at the
national level, with the obligations of telecom providers and Internet service providers (the
“providers”) with both the D.R. directive and articles 6 and 9 of the EU e-Privacy Directive
2002/58/EC (“e-Privacy Directive”).

Indeed there is a tension between the e-Privacy Directive and the D.R. Directive. Article 6 (1) of the 
e-Privacy Directive provides that

“traffic data relating to subscribers and users processed and stored by the provider of a
public communications network or publicly available electronic communications service
must be erased or made anonymous when it is no longer needed for the purpose of the
transmission of a communication.” Traffic data can only be stored for the purpose of
billing the customer and interconnection payments, and only “up to the end of the period
during which the bill may lawfully be challenged or payment pursued.” (article 6(2) of
e-Privacy Directive)

The D.R. Directive derogates from the e-Privacy Directive’s provisions, as its objective is to

“harmonise Member States’ provisions … with respect to the retention of certain data
which are generated or processed by [electronic communications services or of public
communications networks], in order to ensure that the data are available for the purpose
of the investigation, detection and prosecution of serious crime, as defined by each
Member State in its national law.” (article 1(1) of the DR directive)

Data retention has a significant impact on the security of the stored data. However, the joint inquiry
found out that the D.R. Directive is not applied correctly by providers. WP29 called for “the definition
of minimum standards for the security measures to be taken by providers.” (Report, p.4)

II. Legal Framework

Which data are stored?

Article 5 of the D.R. Directive specifies the categories of data to be retained. Such data are necessary:

• to trace and identify the source of a communication;
• to identify the destination of a communication;
• to identify the date, time and duration of a communication;
• to identify the type of communication;
• to identify user’s communication equipment or what purports to be their equipment;
• to identify the location of mobile communication equipment.

How long can data be stored?

Article 6 of the D.R. Directive specifies that data can only be retained “for periods of not less than six
months and not more than two years from the date of the communication.”
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Data security principles

Article 7 of the D.R. Directive specifies the following data security principles that must be followed,
as a minimum:

“(a) the retained data shall be of the same quality and subject to the same security and
protection as those data on the network;

(b) the data shall be subject to appropriate technical and organizational measures to
protect the data against accidental or unlawful destruction, accidental loss or alteration,
or unauthorized or unlawful storage, processing, access or disclosure;

(c) the data shall be subject to appropriate technical and organizational measures to
ensure that they can be accessed by specially authorized personnel only; and

(d) the data, except those that have been accessed and preserved, shall be destroyed at
the end of the period of retention.”

Each Member State must designate a public authority responsible for monitoring the application
within the State of these security principles (article 9 of D.R. Directive). However, these principles are
“to be regarded as the minimum level to be afforded by each MS.” (Report, p. 5)

III. Enforcement Action

Data Security Risks

“Under directives 2006/24/EC and 2002/58/EC, the security of personal data must be
proportionate to the risks arising from the processing of such data and the features of the
data.(…) It is unquestionable that the implementation of the D.R. Directive carries
specific risks to data subjects on account of the nature of traffic data.” (Report, p. 6)

Because data may be negligently retained, leading to unauthorized disclosure or access to this data,

“implementation of the D.R. Directive by electronic communications and Internet service
providers is associated with an inherently high risk level such as to require appropriate
technical and organisational security measures.” (Report, p. 6)

Methodology

DPAs answered a questionnaire which included questions addressing the technological solutions
implemented for retention purposes, such as IT security, logical protection, 
authentication/authorisation, logs, encryption, disclosure/transmission protocols, physical protection,
and back-up/disaster recovery. (Report, p.7)

Findings

The answers showed that security measures had been applied on a piecemeal basis, and some were
even found to be inaccurate or imprecise, which lead to ad-hoc sanctions and specific technical and
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organizational measures. (Report, p.8)

WP29 called for preventing that the enforcement activities of DPAs be limited

“by possible constraints, including those related to business/industry confidentiality,
where such constraints may be relied upon by the said providers in order to not disclose
the requested information. It is necessary to give broad enforcement powers to DPAs,
including the power to demand access to business/industry confidentiality.” (Report, p. 8
)

Retention Periods

Data may be potentially detained for 6 to 24 months. Data is retained in Member States for 12 months
(48%), for more than 12 months (30%), and for 6 to 12 months (22%). (Report, p.10)

Data in law enforcement-accessible systems are sometimes stored in others systems before hand, and
are thus accessible within the providers’ organisation. WP29 calls for the Commission and other
institutions in charge of assessing operation of the D.R. Directive

“to take into account the overall sensitivity of traffic per se and reconsider their overall
security – regardless of whether such data is stored in systems and for purposes other
than those referred to in the D.R. Directive” (Report, p.11)

Indeed, allowing different security levels and retention periods based on whether systems contain
traffic data as mentioned in the D.R. Directive, or merely contain traffic data used for business-related
purposes would “mean lowering the overall security of the traffic data and failing ultimately to meet
the requirements made by the D.R. Directive – i.e. that traffic data should be retained for limited
periods and accessed on the basis of specific constraints.” (Report, p. 11).

Technical and Organizational Security Measures

Article 7(b) of the D.R. Directive requires that retained data be subject “to appropriate technical and
organizational measures” in order to protect its integrity and security. The D.R. Directive does not
require additional security measures than the ones provided for by the e-Privacy Directive and the
D.P. Directive.

However,

“the risk level associated with traffic data per se mandates strict, risk-adjusted security
standards to be implemented by having regard to the nature of such data, the amount of
stored data, and the retention periods.”

It was found that providers’ awareness of the risks associated with telephone and Internet traffic data
was reflected in the security measures they had implemented.  Instead, they must be provided with
detailed guidance so they can prevent taking inadequate security measures. (Report, p. 11)

In order to detect all the relevant risk factors, providers should regularly and objectively assess risks
associated with traffic data. They should pay special attention to access control and data availability.
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Regular external audits could also objectively assess risks. (Report, p.11) Only 45% of the companies
rely on external audits or third party security certifications. (Report, p. 12).

Compliance with technical and organizational security obligations is not consistent, and security
measures vary with the provider’s business size. Small providers have lower security standards and
are unable to implement optimal security measures because of the cost of implementing them. Indeed,

“not all the systems processing traffic data for commercial purposes were designed or
implemented by keeping in mind the need to ensure adequate security levels for traffic
data. There appears to be no standard awareness of the risks related to traffic data
retention.” (Report, p. 12)

Traffic data is by nature very sensitive and should thus be treated in a way comparable to the
categories of data mentioned by article 8 of the European Union Directive 95/46/EC (Data Protection
Directive, or “D.P. Directive”), which prohibits processing of sensitive data such as political opinions,
sexual orientations, or ethnic origins. Retention of such data should be “adapted to their sensitive
nature,” and “extra attention is required as to their access by, and onward transfer to, the LEAs [law
enforcement authorities].” The Article 29 WP recommends that “the conditions for access and
onward transfer of retained data should be clearly specified in the law.“ (Report, p. 13)

Self-regulation is not enough, “primarily because of the uneven balance of power between the service
providers (…) and the LEAs.” The WP29 makes the following suggestions which can be implemented
to ensure that data may only be accessed by duly authorised staff pursuant to Article 7(c ) of the D.R.
Directive :

- strong access control to the retained data:

definition of user responsibilities;
profiles with different user privileges

- strong authentication for system access:

dual authentication mechanisms, (i.e. password + biometrics, or password + token)

- detailed tracking of accesses and processing operations:

log retention

- log integrity:

encryption technology or equivalent measures

- logical separation from other systems processing traffic data for commercial
purposes

- additional necessary measures:

detailing roles and functions of system administrators dealing with systems where

Article 29 Data Protection Working Party reports on implementa... http://securitybreaches.wordpress.com/2010/07/19/art_29_data...

5 of 12 7/29/10 1:35 PM



traffic data are stored for LEA-related purposes
ad-hoc policy documents

The WP29 also recommends using third party certification programs: providers could thus implement
more easily security measures applying to traffic data, and they could incorporate both in-house
policies and strictu sensu technological measures in a security certification programme. Such
programme should be run regularly, preferably by an external third party, and should respect
internationally agreed standards. (Report, p. 13)

DPAs should also be able to carry out audits or audits should be made available to them. (Report, p.
13)

Article 7(d) of the D.R. Directive provides for an exception applying to retention of the data accessed
by LEAs. These data can disclose important, sometimes sensitive information on users. However,
they may be stored de facto for an indefinite additional period. Additional security measures
specifically targeting this category should be provided, even though no specific requirements are laid
down in the D.R. Directive. (Report, p.14)

Handover Procedures

Handover procedures applying to the traffic data requested by LEAs is not homogeneous, as a wide
range of procedures, from e-mail or fax to encryption, is used to transmit these data. WP29
recommends developing a standard IT procedure. Doing so would “significantly enhance the overall
security level of the handover procedure,” by ensuring its integrity, confidentiality, and
non-repudiation. (Report, p. 15)

For instance, such procedures should provide for mutual authentication, connections should be
encrypted, and the communication channels should be trusted and secured based on key and digital
signature certificate exchanges. (Report, p. 15)

Pan-European handover standards could include a single contact point at each service provider, and a
single data handover format, which would include fields allowing a secure, interchange/access
between  stakeholders (Report, p. 15) Doing so would also minimize some issues arising from the fact
that LEAs pressuring providers for acquiring user-related data not listed in the D.R. Directive, or
submitting access requests without formal warrants, or unauthorized (i.e. non-LEA) entities making
access requests. (Report, p. 16).

Statistics under Article 10 of the D.R. Directive

Member States must provide each year the Commission with statistics on the use of retained traffic
data (article 10, D.R. Directive). Amendments to the directive should take those statistics into account
(article 14, D.R. Directive). Availability of this information is fundamental to assess whether the
objective of the Directive are achieved, “including the need for introducing harmonized principles
applying to all EU Member States.” (Report, p. 16).

Outsourcing issues

Outsourcing is frequently used to carry out activities related to traffic data retention, especially among
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smaller operators. The data controller may therefore not be able to accurately monitor data processing
operations, particularly if data is retained outside domestic borders. Such is the case, for example,
with cloud computing systems. Use of outsourcing outside the domestic borders calls for an
“increased level of mutual assistance and cooperation in order to allow access to data and exercise of
necessary enforcement powers.” (Report, p. 17) DPAs should analyze this issue in depth, and
“contractual clauses (…) should envisage specific, appropriate security measures.” (Report, p. 18).

IV. Further Actions and Recommendations

Self-regulation alone is not enough because of the uneven balance of power between providers and
LEAs. Cost-related issues and competition issues may prevent a self-regulatory approach ensuring
high security standards.

Retention periods

The maximum retention period should be reduced, and all EU providers should comply with a single,
shorter term. (Report, p. 19)

Technical and Organisational Security Measures (Report, p.20)

1. Providers should regularly and objectively assess the risks associated with traffic data in order to
detect risk factors. Special attention should be paid to access control and data availability. Regular
external audits could contribute to an independent and objective risk assessment.

2. Additional security measures are suggested :

- strong access control to retained data, by defining user responsibilities and using profiles with
different user privileges;

- strong authentication for system access, using dual authentication mechanisms (password +
biometrics, or password + token)

- detailed tracking of accesses and processing operations using logs recording at least user identity,
access time, and file acceded;

- log integrity using encryption technology;

- separations of processing traffic data for commercial purposes from other systems;

- additional measures as necessary to ensure confidentiality of data.

3. The roles and functions of systems administrators should be detailed in policies, and all the systems
maintenance should be controlled in depth.

4. In house policies and strictu sensu technological measures should be incorporated in a security
certification programme run regularly, preferably by a third party. DPAs may carry out audits or such
audits should be made available to DPAs.

5. Accessed data should be deleted in order to respect the provisions of both the D.P. Directive and
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international instruments, including Council of Europe’s Recommendation R(87)15 regulating the use
of data in the police sector.

Marie-Andrée Weiss & Cédric Laurant
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