Business Fraud Alert

A Newsletter Covering Developments in Criminal and Civil Enforcement of Anti-Fraud Statutes

May 26, 2011

The Dodd-Frank Whistleblower Provisions:
Considerations for Effectively Preparing for and
Responding to Whistleblowers

As part of the Dodd-Frank Act (‘Dodd-Frank” or the “Act”), Congress created powerful
incentives to encourage persons to report (i) potential violations of the federal securi-
ties laws to the Securities and Exchange Commission (“SEC”)! and (ii) potential viola-
tions of the Commodity Exchange Act (the “CEA") to the Commaodity Futures Trading
Commission (the “CFTC").2 While the Sarbanes-Oxley Act (*SOX") encouraged up-
the-ladder reporting by employees and allowed for self-policing and self-reporting by
companies of potential violations, the Dodd-Frank Act's whistleblower provisions will
incentivize external reporting to the regulators that may hamper a company’s ability to
self-police and self-report. The SEC's rules to implement those provisions of the Act
within the SEC's authority, approved yesterday on May 25, 2011,3 raise serious chal-
lenges for public corporations, broker-dealers, investment advisers, hedge funds, credit
rating agencies, and other companies that are subject to the federal securities laws.

Companies may expect an increase in the number of complaints that circumvent
internal reporting mechanisms and instead go directly, or through plaintiffs’ lawyers, to
the government. Indeed, “[tlhe Commission estimates that it will receive approximately
30,000 tips, complaints and referrals submissions each year” pursuant to the Dodd-
Frank whistleblower provisions.# Put bluntly, there is now a material risk that individu-
als will disdain internal reporting in favor of a potential bounty from the government.
Accordingly, affected companies are faced with increased regulatory and law enforce-
ment scrutiny and a threat of more and more rapid derivative and private securities class
actions as plaintiffs’ firms offer enticing promises to whistleblowers. Tellingly, typing
in the phrase “whistleblower” into an internet search engine results in a number of law
firms trying to recruit corporate employees to profit by becoming whistleblowers. An
examination of these profit-oriented sites shows that they are in the business of selling to
employees the notion of making money by becoming whistleblowers.

Without a critical evaluation and modification of internal policies, procedures, and
training, a company may lose the benefit of itself conducting a considered examination of
the validity of claims, addressing and correcting any problems, and, where appropriate,
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self-reporting the conduct to the appropriate

governmental authorities.

With these new rules, there is little doubt
that whistleblowers who elect to go to the
government, rather than attempt to prevent or
correct problems internally, will cause compa-
nies considerable expense, even where their
allegations are unfounded or relate to immate-
rial violations. That said, the manner in which a
company responds to a whistleblower will ulti-
mately have a tremendous impact on the com-
pany's legal and financial exposure. Although a
company is prohibited from retaliating against a
whistleblower, companies can and should take
steps to encourage internal reporting, prevent
the unauthorized flow of information to non-
parties, and reduce the likelihood that other
employees and non-parties become external
whistleblowers. When a complaint is received,
companies now must decide even more
promptly whether to investigate, self-report,
and cooperate with the government. Obtaining
“credit” from the government for cooperat-
ing becomes more challenging, although not
impossible, when there is a whistleblower.

This memorandum describes the mechanics
of the whistleblower rules and discusses some
of the proactive steps companies should con-
sider to encourage individuals to use internal
reporting systems before, or instead of, con-
tacting the SEC. It also highlights some of the
issues companies should consider in order to
reduce potential financial and legal liability once
whistleblowers have gone to the government.

Dodd-Frank Whistleblower
Provisions Explained

Numerous websites, including those spon-
sored by plaintiffs’ lawyers, are designed to
entice employees to become whistleblow-
ers and to turn against their companies in the

hope of big bounties. When faced with such
ubiquitous marketing, there is no doubt that
employees may misunderstand exactly what is
required under the Dodd-Frank whistleblower
provisions and related SEC rules. Educating
employees concerning a company's established
compliance programs as well as on the SEC
whistleblower provisions may be the best way
to encourage employees to report any problems
internally and allow a company to self-correct
any real problems.

The Dodd-Frank Act adds Section 21F to
the Securities Exchange Act of 1934. Section
21F requires the SEC to award eligible whistle-
blowers a bounty of 10 to 30% of the monetary
sanctions recovered in eligible SEC or related
actions stemming from the whistleblower’s
information. The Dodd-Frank whistleblower
provisions were immediately effective as of
June 22, 2010, and arguably cover miscon-
duct reported on or after that date, even if the
conduct itself occurred prior to the passage
of Dodd-Frank. Even though the provisions
became effective on adoption of Dodd-Frank,
Congress dictated that the SEC pass rules reg-
ulating how those provisions would be imple-
mented in practice. Those rules, proposed on
November 3, 2010,5 were finalized yesterday,
May 25, 2011.

The SEC rules state that eligible individu-
als who voluntarily provide the SEC “original
information” (as defined in the rules) about
any violation of the federal securities laws, that
leads to a successful SEC enforcement action
of $1 million or more, are entitled to a size-
able percentage of the aggregate recovery by
the government in that or any related action.
Importantly, the SEC rules do not require an
employee-whistleblower to report complaints
internally first or at all. However, the rules are
intended to provide certain incentives for indi-
viduals to utilize internal compliance resources.



As explained below, however, the whistleblower

rules still pose a significant threat to the efficacy

of internal compliance programs by incentivizing
individuals, including even those employees
with compliance responsibilities, to bypass
internal compliance measures.

Who Can Be A Whistleblower? Except

for legal entities and the other exclusions dis-
cussed below, almost any individual may be
eligible to receive a whistleblower bounty.
Employees, former employees, vendors, agents,
contractors, clients, customers, and competi-
tors are all potential sources of tips and com-
plaints that could justify a whistleblower award.
Perhaps somewhat remarkably, even individuals
involved in securities violations may be eligible
whistleblowers under Dodd-Frank.

Exclusions. With some significant exceptions,
the following categories of individuals are gen-
erally excluded from obtaining a whistleblower
award under Dodd-Frank.

= Officers, directors, trustees, or partners of
an entity, who are informed of allegations of
misconduct.®

= Individuals with compliance or audit respon-
sibilities at an entity, who receive information
about potential violations.

= Attorneys cannot be whistleblowers on their
own behalf in connection with information
they obtained in the course of their repre-
sentation of a client. This prohibition applies
both to in-house lawyers and outside coun-
sel representing a company.”

= Accountants are ineligible for awards when
providing information about a client or its
directors or officers if obtained in the context
of providing outside auditing services to that
company.

= Foreign government officials.

= Individuals with a pre-existing legal obliga-
tion to report information about potential
violations to the SEC or to other authorities
(e.g., government contracting officers).

Significant Exceptions to the Excluded
Persons. Notwithstanding these limitations,
officers, directors, trustees, partners, and indi-
viduals responsible for, or involved in, internal
compliance or audit at an entity, may take
advantage of potentially broad exceptions and
be eligible as whistleblowers. First, these indi-
viduals may report directly to the SEC as whis-
tleblowers to the extent they have a “reasonable
basis to believe that disclosure of the informa-
tion to the Commission is necessary to prevent
... conduct that is likely to cause substantial
injury to the financial interest or property of the
entity or investors.”® Second, these individuals
may report directly to the SEC 120 days after
the individual has reported the information inter-
nally to appropriate internal resources (such as,
for example, a supervisor, the chief legal officer,
or the audit committee).? These exceptions
alone threaten to swallow the rule.

Culpable Individuals Not Excluded. The
SEC rules do not exclude individuals who may
be responsible or complicit in a violation from
receiving a whistleblower award unless and
until they are convicted of a crime related to
the information reported.’© The SEC, however,
will consider the conduct of a whistleblower in
determining the amount of any eligible award,
and will subtract the amount of a fine paid by
the whistleblower, or attributable to the whistle-
blower's conduct, in assessing whether the $1
million recovery threshold has been reached.

“Original Information” Must Be Derived
from “Independent Knowledge.” Under the



SEC rules, “original information” is information
that is (1) not already known to the SEC, (2)
derived from an individual's independent knowl-
edge or analysis, and (3) not exclusively derived
from an allegation in a judicial or administrative
hearing, or similar action. “/ndependent knowl-
edge,” meanwhile, is defined as information that
is not obtained from public sources,!! although
a whistleblower need not have direct, first-hand
knowledge of potential violations. Independent
knowledge can include information from expe-
rience, observation, or even communications
with other employees, clients, vendors or non-
parties.

Submission Must Be Voluntary. An indi-
vidual is eligible for a whistleblower award if he
or she provides information to the SEC prior to
the SEC (or any other enumerated regulator)!2
making any formal or informal request, inquiry
or demand directly to the whistleblower for that
information.13

Information Must “Lead to” a Successful
Enforcement Action. The SEC has made
clear that it will not award a whistleblower
bounty for every tip and complaint. Rather, a
bounty only will be awarded to a whistleblower
who provides information that “leads to” a suc-
cessful SEC enforcement action. The SEC
rules contemplate that only information of high
quality, reliability, and specificity will merit an
award. The SEC will look to both the signifi-
cance of the information provided in opening an
investigation as well as the role the information
plays in the success of a related enforcement
action.

With respect to situations where the SEC
is not already looking into the precise conduct
raised by the potential whistleblower, informa-
tion will be considered to have led to success-
ful enforcement when it is “sufficiently specific,

credible, and timely to cause the staff to com-
mence an examination, open an investigation,
reopen an investigation that the Commission
had closed, or to inquire concerning different
conduct as part of a current examination or
investigation, and the Commission brings a suc-
cessful judicial or administrative action based

in whole or in part on the conduct identified in
[the] original information.”14 A whistleblower
award should be rare in connection with con-
duct that is already under investigation. In those
situations, only information that has “significantly
contributed” to the success of an SEC enforce-
ment action, will be considered eligible to merit
a whistleblower award.

Internal Reporting Still Permitted But
Not Required. In an attempt to recognize the
importance of a company's internal compliance
function, the SEC rules are intended to provide
some incentive to whistleblowers to first report
the possible violation through internal company
channels. First, the SEC rules provide that an
internal whistleblower may be eligible for an
award in those circumstances where the com-
pany reports to the SEC information received
from the whistleblower, or the results of an
investigation initiated in response to the whistle-
blower's information. In those circumstances,
all the information reported by the company will
be deemed attributable to the internal whistle-
blower. Second, the rules grant a 120-day
grace period to an internal whistleblower. An
individual would be deemed to have reported
directly to the SEC at the same time they have
reported internally, so long as he or she vol-
untarily reports original, independent informa-
tion to the SEC within 120 days of having first
reported the information internally to the com-
pany. Finally, when considering the amount of
an award to grant a whistleblower, the SEC will
consider whether and to what extent an indi-



vidual made use of (or, alternatively, interfered

with) internal compliance procedures.

Recovery and Rewards. Dodd-Frank and
the SEC rules provide that where the SEC
recovers at least $1 million, a reward to eligible
whistleblowers must be between 10 and 30%
of the aggregate monetary sanctions obtained
by the SEC and other U.S. governmental enti-
ties in any related actions. The calculation of the
monetary sanctions includes penalties, civil and
criminal fines, and disgorgement, in addition to
interest. The SEC retains broad discretion to
determine the precise amount awarded to an
eligible whistleblower, vetted through a new
Claims Review Staff.1> The SEC will consider
the following factors in determining the amount
of an award: the significance of the information
provided; the degree of assistance provided;
the SEC's “programmatic interest”; and various
other factors, including, as observed above,
whether the whistleblower made use of (or
alternatively impeded) a company’s internal
compliance function, whether the individual put
himself or herself in danger, whether the whis-
tleblower encouraged others to assist the SEC,
and the culpability of the whistleblower.

Reward and Anonymity Is Not Guaranteed.
Although the whistleblower provisions are
designed specifically to encourage individuals
to come forward, there are important substan-
tive and procedural steps that the SEC requires
before issuing an award. In addition to the eli-
gibility requirements described above, potential
whistleblowers must: (i) submit information,
under the penalty of perjury, on a designated
federal form; (i) agree to provide testimony if
requested; (i) enter into a confidentiality agree-
ment with the government if requested; and/

or (iv) provide other assistance and coopera-

tion with the Commission’s investigation or
related actions. As a result, whistleblowers may
be faced with years of ongoing cooperation
obligations, including the time, difficulty and
out-of-pocket expense associated with such
cooperation. And, at the end of the process, if
the SEC has not recovered over $1 million from
the alleged violation, or if the SEC determines
that the individual is ineligible, the whistleblower
will not receive any bounty.

Even assuming there is an eligible recovery
from a final judgment, a whistleblower also must
file a claim for award, which is reviewed and
evaluated by the SEC staff. If history guides,
the time from initiation of investigation to the
SEC's recovery of a monetary sanction could
run anywhere from two to eight years, and a
whistleblower's bounty will be paid only after
the SEC actually collects eligible funds.'6
Moreover, although initial whistleblower reports
can be filed anonymously via an attorney, a
whistleblower must identify himself or herself to
the SEC prior to collecting any reward.

Potential whistleblowers will have no control
over the scope or length of an SEC investiga-
tion they instigate through a whistleblower com-
plaint. Once a formal order of investigation is
opened by the SEC, the SEC Enforcement staff
may decide to investigate whether the whistle-
blower had a role in the alleged violation or
should have done more to prevent any wrong-
doing, and could pursue any potential violations,
even those involving the whistleblower.1?

Expanded Protection for Whistleblowers.
The Dodd-Frank Act enhances existing protec-
tions for employees who report possible viola-
tions of the securities laws either internally or to
the SEC or other federal authorities. As a result,
companies must have strict anti-retaliation poli-
cies and procedures and must be prepared to



clearly document those practices in order to
limit exposure to employment-related claims
that could add further liability beyond the
reported offense.

Dodd-Frank makes it unlawful for any
employer to “discharge, demote, suspend,
threaten, harass, directly or indirectly, or in any
other manner discriminate against, a whistle-
blower in the terms and conditions of employ-
ment because of any lawful act done by the
whistleblower.”'8 Protected conduct includes
(1) providing information under the whistleblow-
er provisions, (2) participating in an investiga-
tion or action of the SEC relating to information
provided under the provisions, or (3) otherwise
making disclosure required or protected under
any law or regulation within the SEC's purview.
Employee-whistleblowers under Dodd-Frank
can sue their employers civilly for up to six years
after any alleged retaliatory conduct, and can
recover up to twice their back pay, with inter-
est. They need not seek administrative relief
first, unlike whistleblower protections under the
Sarbanes-Oxley Act (“SOX”). In addition, the
SEC has indicated that it has “enforcement
authority” against employers who violate the
Dodd-Frank whistleblower protections.®

Dodd-Frank also extends protections under
the pre-existing SOX whistleblower protections
that have been in place since 2003. Pursuant
to SOX Section 806, employee-whistleblowers
may continue to file discrimination claims if they
face adverse employment actions on the basis
of providing information regarding potential vio-
lations of the federal mail, wire, bank or securi-
ties fraud statutes (or for assisting in related
investigations), either internally within a compa-
ny, or externally to a federal law enforcement or
regulatory agency. Dodd-Frank expands those
protections in four significant respects.

First, Dodd-Frank extends the time period
for employee-whistleblowers to file SOX dis-

crimination claims with OSHA from 90 days to
180 days. Second, the Act expressly provides

for jury trials for discrimination claims brought
under SOX. Third, the Act prohibits the use

of predispute arbitration agreements for SOX
discrimination claims. Fourth and finally, the
Act expands SOX coverage to include not only
employees of issuers, but also to all employees
(including those abroad) of subsidiaries of pub-
licly traded companies whose financial informa-
tion is included in the consolidated financial
statements of the publicly traded company and
financial service employees and employees of
nationally recognized statistical rating organiza-
tions.

Proactively Reassessing Compliance
Controls, Training, and Response

Plans

The new whistleblower provisions create a
host of concerns even for careful companies.
Entities with exposure to federal securities laws
should consider a critical assessment of their
company’s existing compliance regime and
response plans as a step in preparing for the
new world of Dodd-Frank whistleblowers.

Encouraging Internal Reporting
Procedures. Even without a whistleblower
bounty, entities should not expect internal
reporting procedures to be used unless the
company has established a clear tone of com-
pliance, published unambiguous policies and
procedures, and trained adequately employees
regarding those internal rules. The internal rules
must be clear and easy for employees to under-
stand, and enforcement of the rules must be
consistent. Companies should consider imple-
menting an overall risk system that integrates
compliance, legal, internal audit, and external
audit to create a risk-based approach to pre-
venting, detecting, and responding promptly to



potential violations. As part of such a system,

user-friendly internal reporting mechanisms are
essential to encourage employees, agents, and
others to bring any potential wrongdoing to the
attention of the company.

Moreover, an effective compliance program,
which delineates clear guidelines for the detec-
tion and reporting of corporate misconduct,
is critically important to how Department of
Justice prosecutors evaluate an organization's
compliance controls. The Principles of Federal
Prosecution for Organizations, which gov-
ern how prosecutors investigate and present
charges against corporations, emphasize the
existence of a meaningful compliance program
in determining the just resolution of corporate
investigation.20 The principles instruct prosecu-
tors to consider the comprehensiveness of the
compliance program and to specifically evalu-
ate whether the corporation has established
corporate governance mechanisms that can
effectively detect and prevent misconduct. The
critical factors in evaluating any program are
whether the program is adequately designed
for maximum effectiveness in preventing and
detecting wrongdoing by employees and
whether corporate management is enforcing the
program or is tacitly encouraging or pressuring
employees to engage in misconduct to achieve
business objectives. Accordingly, companies
should consider steps to encourage internal
reporting, while alerting employees to the real-
ity of the SEC’s whistleblower bounty program.
For example, companies should consider:

= Hotlines. Anonymous hotlines for employ-
ees, contractors, vendors and clients to
report potential securities law violations, and
a process that prioritizes such tips and com-
plaints based on risk factors.

= Audit. Anindependent internal audit func-
tion with designees in the business lines,

and an audit committee with active oversight
and involvement in the audit function.

Prioritization. Processes and procedures
that ensure that internal complaints are prior-
itized and evaluated quickly and thoroughly,
and that results and trends from complaints
are integrated into the company's assess-
ment of its compliance risks and financial
reporting controls.

Internal Reporting Requirements. Employing
or strengthening internal rules that require
employees to report any suspected wrong-
doing to legal or compliance personnel, and
that expressly prohibit employees from shar-
ing information with certain non-government
entities, such as the media.

Internal Reporting Incentives. Whether to
provide rewards or other incentives — either
financial or otherwise — for reporting poten-
tial violations internally. For example, prompt
reporting of potential violations could form
the basis of positive employment evaluations
or promotion considerations.

= Such a program, however, may raise its
own problems of fair and effective admin-
istration.

= In addition, companies should con-
sider how internal incentives may affect
employees’ views of their existing obli-
gations to prevent, detect, and report
potential violations.

Training. Establishing training programs that
credibly reiterate an institutional commitment
to integrity and fair dealing and clearly set
out internal complaint procedures.

= Effective training programs may incorpo-
rate a discussion of the SEC's whistle-
blower provision, including the burdens
individuals face when they become



whistleblowers and the ramifications for

reporting false information.

= Training should highlight for employees
their obligation to report suspected
wrongdoing to appropriate channels
within the company, and, where appli-
cable, remind relevant employees of their
periodic certification and sub-certification
responsibilities, and of potential adverse
employment consequences of non-com-
pliance.?1

= Employees also should understand that
the company will not restrict their abil-
ity to report matters directly to the SEC.
On the other hand, employees should be
reminded of their confidentiality obliga-
tions to the company and the ramifica-
tions of disclosing information to non-
parties with whom they lack an attorney-
client relationship.

= Companies should explain to employees
that they will not forgo their opportunity
to receive a bounty from the SEC if they
report the allegations first to the compa-
ny, and in fact, stand to receive a greater
award if they utilize internal reporting
channels.22

= Exit Interviews. Establishing a compre-
hensive exit-interview process designed to
identify both potential substantive issues and
potential disgruntled employees, before a
former employee becomes a future whistle-
blower.

Responding to Internal Complaints. The
best way to effectively encourage internal com-
plaint reporting is to foster trust in the internal
system. This is best accomplished by effectively
responding in a timely fashion to any credible
tips or complaints. Employees who believe that

the company is unresponsive to complaints are
more likely to go outside when they perceive
problems. Moreover, because of the incentives
for both whistleblowers and companies to be
the first to report a violation to the SEC, the
whistleblower provisions greatly increase the
importance for a company to quickly, yet suf-
ficiently, assess complaints in order to be in a
position to self-report a violation to the SEC.23

A key element in the successful defense
or mitigation of any federal investigation is the
company's ability to stay ahead of the investiga-
tion. A company’s ability to reduce the breadth,
depth, and length of governmental investiga-
tions by proactively self-investigating potential
violations, remedying problems, and ultimately
receiving credit for cooperation, can provide
substantial benefit to a company, including
reducing fines and penalties, preventing debar-
ment, and avoiding some or all civil and criminal
charges. But a company must act promptly to
receive cooperation credit after a whistleblow-
er's tip or complaint has been received.

Under the SEC'’s Seaboard 21(a) Report,
the SEC adopted a policy of crediting compa-
nies for “self-report[ing]” violations. The SEC
release relating to the whistleblower provisions
makes clear that the SEC'’s cooperation policy
is not altered by the whistleblower rules:

[W]hen considering whether and to what
extent to grant leniency to entities for coop-
erating in our investigations and related
enforcement actions, the promptness with
which entities voluntarily self-report their
misconduct to the public, to regulatory
agencies, and to self-regulatory organiza-
tions is an important factor. At the same
time, it is important to note that this rule is
not intended to, and does not, create any
new or special duties of disclosure on enti-
ties to report violations or possible viola-



tions of law to the Commission or to other

authorities.24

Even well-prepared companies may find
it difficult to conduct a thorough review of
an internal complaint in a timeframe that per-
mits the company to get to the SEC before a
whistleblower does. Companies may decide to
self-report certain allegations received through
internal reporting channels before the company
has had an opportunity to fully investigate if
the allegation is serious and has some indi-
cia of credibility. However, the SEC appears
to acknowledge these potential issues and
invites companies to conduct internal investiga-
tions and self-report findings, in lieu of merely
responding to an SEC-driven investigation.

Nor do we intend to suggest that an internal
investigation should in all cases be com-
pleted before an entity elects to self-report
violations, or that 120 days is intended as
an implicit “deadline” for such an investiga-
tion. Companies frequently elect to contact
the staff in the early stages of an internal
investigation in order to self-report violations
that have been identified. Depending on
the facts and circumstances of the particu-
lar case, and in the exercise of its discretion,
the staff may receive such information and
agree to await further results of the internal
investigation before deciding its own inves-
tigative course. This rule is not intended to
alter this practice in the future.25

Companies, particularly large and multi-
national companies, should consider reassess-
ing their response plans related to internal com-
plaints. Companies should be able to identify
quickly serious complaints, make appropriate
internal reports and assessments, investigate,
and determine whether and when to self-report
to the authorities. In order to do so, companies

should consider the following factors, among

others:

= The initial indicia of credibility associated
with the complaint, including where appli-
cable, the source of the complaint, the per-
sons alleged to have been involved in the
violation, the nature of the violation, and the
likelihood that a violation may have occurred.

= The reasonable prospect that the whistle-
blower will (or has already) contacted the
authorities.

= The initial assessment of the size and rela-
tive importance of the alleged violation (i.e.,
materiality, including but not limited to SAB
99 criteria).

=  Whether the violation is ongoing and/or
relates to a current period.

= The possible legal ramifications if the allega-
tions prove to be credible.

Companies also should consider identifying,
in advance, a pool of potential outside counsel
who could later be selected on short notice to
conduct investigations with the speed and thor-
oughness required, so that critical time is not
wasted vetting external counsel candidates after
a significant complaint is received.

Self-Reporting When Dealing with a
Whistleblower. The consideration of whether
and when to self-report an actual or potential
violation will not be new for corporations with
U.S. legal exposure. The whistleblower rules
add a new dynamic in those decisions. Where
it is clear that the internal whistleblower intends
to report allegations to the SEC, a company
should carefully consider whether to make a
pre-emptive report to the SEC of the exis-
tence of a complaint, even where the company
believes the complaint is untrue, immaterial, or
otherwise defensible. A company’s reporting



of those allegations to the SEC first, or at least

reporting them voluntarily, and explaining why
those allegations are unfounded or unimportant,
may avoid or truncate what otherwise could be
a long and expensive government investigation.
Self-reporting to the SEC may avoid or delay
the institution of an SEC investigation.

There may be times when a whistleblower
complaint to the SEC reveals such potentially
serious misconduct that a company also must
consider reporting the whistleblower complaint
to the Department of Justice as well. This is
necessary because the Department of Justice
has its own criteria for rewarding cooperation
and mitigating penalties for companies whose
compliance polices comport with the principles
enunciated in Chapter 8 of the United States
Sentencing Guidelines. If a company is aware
of a complaint regarding potential criminal
misconduct, it must self-report in the face of a
potential whistleblower complaint in order to
obtain leniency from the Department of Justice
in any potential criminal action the Department
may bring. In particular, in order for a company
to obtain the most leniency in a criminal pros-
ecution, the Sentencing Guidelines and related
commentary provides that a company must
have, “(A) prior to an imminent threat of disclo-
sure or government investigation; and (B) within
a reasonably prompt time after becoming aware
of the offense, reported the offense to appropri-
ate governmental authorities, fully cooperated in
the investigation, and clearly demonstrated rec-
ognition and affirmative acceptance of responsi-
bility for its criminal conduct.”26

Reducing the Likelihood that an Employee
Notifies the SEC after a Company

Receives an Internal Complaint. Once a
complaint is received internally, a company will
have a particularly keen interest in minimizing
the chance that a whistleblower will also report

that information to the SEC. By doing so, a
company will remain better positioned to control
the scope and length of the investigation, reme-
diate, and, where necessary, self-report miscon-
duct to receive cooperation credit. Companies
can take several steps to reduce the likelihood
that an internal whistleblower will turn also to
the SEC.

First, if the whistleblower's identity is known,
the company should consider providing comfort
to the whistleblower that the company is taking
adequate steps to respond. A swift, objective
investigation conducted by outside legal coun-
sel will demonstrate to the whistleblower that
the company is serious and responsible. While
the company should not usually involve a whis-
tleblower in the actual internal investigation, the
company should consider providing procedural
updates to the whistleblower, including face-
to-face meetings with in-house and/or external
legal counsel, in order to address any concerns
with the investigation. In some instances, the
company may want to share limited substan-
tive information with the whistleblower and may
want to inform the whistleblower, where appli-
cable and as appropriate,2? that the conduct
has been reported to the SEC in order to dis-
suade the employee from going separately to
the SEC.

Second, the company should take immediate
remedial actions where necessary. Where there
are legitimate problems, the company should
act immediately to rectify them, including, where
local law permits, suspending potential wrong-
doers during the pendency of an investigation
and ultimately disciplining responsible parties.28
Remediation is an important step towards earn-
ing cooperation credit from the government and
fulfilling officers’ and directors’ fiduciary duties,
in addition to reducing the likelihood that the
whistleblower will go directly to the SEC.



Finally, by the same token, where the com-
pany concludes that there has been no viola-
tion, or that any breaches are immaterial, the
company should consider explaining its findings
to the whistleblower. While it is not always
possible or advisable to inform an individual
employee of the specific results or conclusions
of an internal investigation, where appropriate
the whistleblower should be provided with infor-
mation sufficient to convince him or her of the
thoroughness of the company’s response and
the reasonableness of the company’s ultimate
decisions.

Responding Once a Whistleblower Has
Gone to the SEC. Even despite best prac-
tices, some companies can expect that they will
have an employee, former employee, vendor,
client, or customer who will become an SEC
whistleblower. When a company learns that an
individual has gone to the SEC to report poten-
tial wrongdoing, the company must take appro-
priate steps to reduce subsequent liability by
aggressively investigating the substantive issues
and affirmatively interacting with the SEC.
Companies should recognize the process
by which the SEC evaluates whistleblower
complaints. The SEC’s Whistleblower Office,
in conjunction with the Office of Market
Intelligence in the Division of Enforcement, is
responsible for prioritizing tips and complaints.
The SEC's priority system looks to the serious-
ness of the allegation, the quality of the informa-
tion, the level of persons involved in the alleged
wrongdoing (e.g., CFO), and whether harm to
investors is ongoing or expected. From there,
the Division of Enforcement will determine, on a
case-by-case basis, whether and to what extent
to devote resources to further investigative
steps. This is not unlike what companies them-
selves must do, and it will pose the same time
and resources constraints for the SEC.

In the year prior to the whistleblower regula-
tions, the SEC’s Division of Enforcement, which
has 1,100 employees, received hundreds of

thousands of tips and complaints. The num-
ber of complaints is expected to rise with the
advent of Dodd-Frank; the Commission esti-
mates it will receive at least 30,000 tips and
complaints annually under the Dodd-Frank
whistleblower provisions alone. Given this vol-
ume, the SEC’s own budgetary restrictions,
and the necessary lag between the receipt
and investigation of those tips and complaints,
the SEC may find it challenging to investigate
all the tips and complaints from whistleblow-
ers. Consequently, the SEC has made clear
that, under appropriate circumstances, the
Enforcement staff will allow (and in some
instances may prefer) companies to conduct
their own internal investigations of whistle-
blower complaints received by the SEC using
outside counsel, prior to instituting or pursuing
an SEC investigation.

[W]e expect that in appropriate cases . . .
our staff will, upon receiving a whistleblower
complaint, contact a company, describe
the nature of the allegations, and give the
company an opportunity to investigate the
matter and report back. The company’s
actions in these circumstances will be con-
sidered in accordance with [the Seaboard
21(a) Report] and Commission Statement
on the Relationship of Cooperation to
Agency Enforcement Decisions. This has
been the approach of the Enforcement staff
in the past, and the Commission expects
that it will continue in the future. Thus, in
this respect, we do not expect our receipt
of whistleblower complaints to minimize the
importance of effective company processes
for addressing allegations of wrongful con-
duct.29



Companies have found that the opportunity

to conduct a proactive internal investigation
with experienced outside counsel is preferred
over merely reacting to an SEC investigation.
Companies that do so may be able to negotiate
the scope of the investigation, reduce intrusion
on employees and interference with day-to-day
business, and resolve potential issues more
favorably with the regulator by receiving credit
for cooperation.

Handling an SEC Whistleblower. Once a
company is aware of an SEC whistleblower,
the company not only needs to handle the
substance of the complaint itself, as described
above, but also needs to evaluate how to deal
with the individual source of the complaint.

First, in light of the enhanced protections
and private rights of action available to employ-
ees under Dodd-Frank and SOX Section 8086,
companies should consider proactively reas-
sessing their employment policies and proce-
dures, rather than attempting to adapt only after
a whistleblower has appeared. To limit exposure
to future employment-related claims, companies
must have well-defined policies and procedures
that appropriately protect individuals from whis-
tleblower discrimination, and must train employ-
ees to follow them.

Second, where the identity of the whistle-
blower is unknown, the company in consul-
tation with outside counsel should carefully
consider legitimate, non-discriminatory ways
to quickly identify the source of the complaint.
Understanding the source is an important part
of evaluating the veracity of the complaint and
appropriately focusing resources on how to
investigate allegations. Moreover, identifying
the source of the complaint gives the company
the opportunity to protect itself from future
employment claims. The company can ensure
that a current employee identified as a whistle-

blower is treated appropriately, rather than risk
the chance of an otherwise normal and justifi-
able employment action being misperceived or
alleged as discriminatory. Identifying the source
of a complaint also can be invaluable in suc-
cessfully limiting and defending against expo-
sure of the underlying allegations. Even before
the Dodd-Frank whistleblower rules, experi-
enced practitioners in both government and pri-
vate practice realized that some whistleblowers
may have less than altruistic objectives and less
than perfect information. Understanding those
limitations may provide tremendous assistance
to a company in its dealings with regulators by
permitting complaints from such individuals to
be placed in the correct context.

Nevertheless, companies must be careful
not to allow the appropriate identification of a
whistleblower to become, or be perceived as, a
witch hunt designed to pressure the individual
who made the complaint or to have a chilling
effect over potential future whistleblowers or
cooperators. Mere allegations of such pressure
could be devastating to a company'’s credibility
before a regulator, and in the worst cases could
give rise to stand-alone claims and criminal
charges of obstruction of justice. The risks and
rewards regarding the steps taken to identify a
whistleblower must be weighed carefully and
such steps must be executed with discretion
and skill.

Finally, in those instances where an indi-
vidual is identified as a whistleblower, the com-
pany should reevaluate whether and to what
extent to share information about the company’s
internal investigative steps or conclusions with
that individual.30 In those circumstances, there
will no longer be a need to mitigate the risk
of an individual reporting directly to the SEC,
but there still may be compelling reasons to
ensure a whistleblower believes the company
is responding appropriately. Companies may



find that establishing and maintaining an open
line of communication with the whistleblower
provides the best opportunity to limit future
additional complaints from the same individual,
become aware of what information the whistle-
blower is continuing to share with regulators
or others, and enhance and positively project
the company’s commitment to compliance.
With that said, companies must assume that

a whistleblower will continue to act as a direct
conduit of information to the SEC and perhaps
to plaintiffs’ attorneys.

On the other hand, companies also may
want to carefully consider whether to discipline
a current employee who failed to adequately
report potential fraud internally, despite having
gone to the SEC directly. Companies should
protect the integrity of their own internal compli-
ance regime and internal control over financial
reporting, by expecting employees to do their
job to detect, prevent, and report potential fraud
or other violations. Companies are not required
to ignore a whistleblower’s own transgressions
of internal policies and procedures. As with
steps taken to identify whistleblowers, however,
disciplining a known whistleblower is likely to
result in severe criticism, and may garner claims
of discrimination or obstruction. Those potential
results should be weighed carefully in consulta-
tion with experienced counsel.

Interplay of Whistleblower Reporting to
SEC and Impact on Criminal Cases. The
regulations published today do not address
directly the consequences of a whistleblower
reporting to the SEC in a case that warrants
criminal, rather than only civil or administrative,
enforcement. While the rules under Dodd-
Frank may require significant proactive coop-
eration, including testimony, before a bounty is
paid, it is not clear whether the whistleblower
is similarly obligated to cooperate in a criminal

prosecution with the Department of Justice.

Moreover, while the rules contemplate the
payment of a bounty in the case of “related
actions” such as an investigation conducted

by the Attorney General or his designees, it is
usually anathema to federal prosecutors to rely
on cooperating witnesses with a huge financial
stake in the outcome of a case — particularly
those who might have participated in the mis-
conduct. It thus remains to be seen whether
the Department of Justice will rely on the SEC's
paid whistleblowers to the extent contemplated
by Dodd-Frank, and consequently whether
there will be a large number of million dollar
plus recoveries in these types of cases.

Conclusion

The Dodd-Frank whistleblower provisions have
the potential to alter the landscape of internal
compliance for issuers, financial institutions, and
other organizations with exposure to the federal
securities laws. Companies can reduce their
liability by taking proactive steps now to reeval-
uate their policies, procedures, and controls
relating to internal reporting and whistleblowers.
When whistleblowers emerge, companies must
act promptly to investigate the allegations and
determine the appropriate response.

Business Fraud partners Bradley J. Bondi and
Jodi Avergun, and Business Fraud Special
Counsel Thomas Kuczajda contributed to this
article, as did Steven D. Lofchie, Co-Chair of
the Financial Services Department.

Endnotes

1 Dodd Frank Act, § 922, et seq.

2 Dodd-Frank Act § 748 et seq. Although the CFTC's proposed
rules have not been finalized, these proposed rules tracked the
SEC's originally proposed rules. Companies that have exposure
to both securities and commodities regulations should be aware
of the overlap of, and potential interaction between, the SEC
and CFTC whistleblower rules. This article is not intended as an
analysis of the CFTC whistleblower rules.
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of the Securities Exchange Act of 1934,” SEC Release No.
34-64545 (May 25, 2011) (“SEC Rules Release”). See
http://sec.gov/rules/final/2011/34-64545.pdf.

SEC Rules Release at 209.

“Proposed Rules for Implementing the Whistleblower Provisions
of Section 21F of the Securities Exchange Act of 1934,” SEC
Release No. 34-63237 (Nov. 3, 2010).

Officers, directors, trustees, and partners still may be eligible
whistleblowers relating to possible violations that the individual
observes or discovers.

Other laws and regulations may impose distinct obligations on
individuals relating to the reporting of potential violations. For
example, SOX Section 307 requires, in most cases, attorneys
appearing and practicing before the SEC to report credible evi-
dence of potential violations of the securities laws “up the chain”
within a company.

SEC Rule 21F-4(b)(4)(v)(A).

SEC Rule 21F-4(b)(4)(v)(C). Where an officer, director, partner,
trustee, or compliance or audit personnel have received informa-
tion under circumstances indicating that appropriate internal
resources are already aware of the information, the 120 days
begins running immediately, without any further internal reporting
by the individual. Those same otherwise excluded individuals
also may report directly to the SEC and be eligible as an SEC
whistleblower if they “have a reasonable basis to believe that the
relevant entity is engaging in conduct that will impede an investi-
gation of the misconduct.” /d. at 21-F-4(b)(4)(v)(B).

Thus, an individual who enters into a non-prosecution or
deferred prosecution agreement with the Department of Justice
or another criminal authority would not be precluded from
receiving a whistleblower award.

According to the comments in the SEC rules release, “publicly
available sources may include both sources that are widely dis-
seminated (such as corporate press releases and filings, media
reports, and information on the internet), and sources that,
though not widely disseminated, are generally available to the
public (such as court filings and documents obtained through
Freedom of Information Act requests).”

Information provided subsequent to a request from “[the SEC],
Congress, any other federal, state, or local authority, any self-
regulatory organization, or the Public Company Accounting
Oversight Board,” would not be deemed voluntary.

The commentary to the SEC rules notes that “individuals who
wait to make their submission until after a request is directed

to their employer will not face an easy path to an award. We
expect to scrutinize all of the attendant circumstances carefully
in determining whether such submissions ‘significantly contrib-
uted’ to a successful enforcement action under Rule 21F-4(c)(2)
in view of the previous request to the employer on the same or
related subject matter.” SEC Rules Release at 31 n. 73.

SEC Rule 21F-4(c)(1).

As noted below, the SEC rules provide a purported whistleblow-
er with the right to appeal the denial of an award, but no right to
appeal the amount of an award that is within the statutory range.

An individual has a right to appeal an SEC decision as to
whether he or she is an eligible whistleblower. However, there
is no right to appeal the SEC’s determination of the amount

of a whistleblower award that is within the statutory range of
10-30% of the aggregate monetary recovery. Nor is there any
obvious right for a whistleblower to challenge the amount of an
SEC (or other regulatory) settlement, even though the amount
of any settlement will dictate their eligibility to receive an award
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and the amount of any such reward. Nevertheless, it is not far-
fetched to imagine instances where an aggressive whistleblower
(or a whistleblower with aggressive legal counsel) could seek to
intervene as an interested party during the federal court review
of an SEC settlement of a federal court action.

An individual's status as a whistleblower will not provide
amnesty from SEC charges or criminal prosecution. SEC Rule
21F-15. For this reason, a whistleblower that has potential legal
exposure also may seek to enter into a cooperation agreement
with the SEC (and other authorities), to best ensure leniency.
SEC cooperation agreements are relatively new (first announced
in January 2010), and it remains to be seen how the SEC’s new
cooperation agreements and the new whistleblower provisions
will interact.

Dodd-Frank Act, § 922(h)(1)(A).

SEC Rules Release at 18. A judge in the Southern District of
New York already has interpreted the Dodd-Frank whistleblower
protections. In Egan v. TradingScreen, 10 Civ. 8202 (LBS)
(S.D.N.Y. May 4, 2011), the district court ruled that an employee
must do more than report a complaint internally at a privately
held company to state a retaliation claim under Dodd-Frank’s
SEC whistleblower protections.

See U.S. Attorney's Manual available at http://www.justice.gov/
opa/documents/corp-charging-guidelines.pdf.

Although Dodd-Frank prohibits a company from stopping an
employee from reporting to the SEC, nothing prohibits a com-
pany from establishing and enforcing its own internal report-

ing requirements. Indeed, the Securities and Exchange Act's
internal control provisions arguably require public companies

to rigorously enforce employees’ duties to report suspected
wrongdoing within the company. Securities Exchange Act of
1934, § 13(b)(2)(B) (requiring issuers to “devise and maintain a
system of internal accounting controls sufficient to provide rea-
sonable assurances” that transactions and assets are recorded
appropriately).

As discussed above, an employee who makes use of inter-

nal compliance reporting mechanisms may be eligible for an
increased award in the SEC's discretion, and, to the extent the
company reports to the SEC the whistleblower’s information or
the results of an investigation initiated based on that information,
may receive an award as if they reported the information directly
to the SEC.

Entities subject to FINRA regulations may have regulatory obli-
gations to report violations pursuant to FINRA Rule 4530.

SEC Rules Release at 76 (internal footnotes omitted). See also,
infra discussing a company's response to a known SEC whistle-
blower.

SEC Rules Release at 77.

See U.S. Sentencing Guidelines, 8C2.5(g).

External and in-house legal counsel should remain cognizant of
applicable local ethics rules that may restrict direct contact with
whistleblowers who have legal representation.

Multi-national companies may face substantial hurdles in effec-
tively disciplining employees in light of local labor laws, but
those hurdles should not impede the ability of the company to
draw credible conclusions about individuals based on its internal
review and taking appropriate and justified employment actions
permitted by law.

SEC Rules Release at 92.

As noted above, local ethics rules may restrict company coun-

sel's direct access to whistleblowers who are represented by
counsel.
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Understanding and Dealing with the Dodd-Frank Whistleblower Provisions
May 26, 2011
Webinar

The program will focus on the new Dodd-Frank whistleblower provisions and will address the SEC's recently
adopted rules regarding the controversial whistleblower bounty program and what firms need to consider now
and in the future.

Partner Brad Bondi and Special Counsel Thomas Kuczajda will be speaking at this event. For more
information or to register for the program, please visit: www.complianceli.com/resources/webinars.html.

Challenges Facing Boards in Defending Against Government Investigations
June 1, 2011
The Harvard Club, New York, NY

This program will focus on increasing board responsibilities under Dodd-Frank, including: issues currently
of interest to the government; significance of initial decisions when confronted with a government inquiry
or evidence of a possible securities law violation; strategies to minimize liability and market disruption; and
disclosure and compliance issues.

Partners Brad Bondi and Bruce Hiler will be speaking at this event. For more information or to register for
the program, please visit: www.directorsroundtable.com.

World Recognition of Distinguished General Counsel: Michael Bailey of Bechtel
June 2, 2011
The University Club, Washington, D.C.

The event recognizes the accomplishments of Michael Bailey, General Counsel of Bechtel. His address
will focus on challenges facing corporate general counsel with operations throughout the world, each with
different economies, technological development, infrastructure, and regulations. The panelists’ additional
topics include successful international compliance; selected tax issues for international M&A; and international
governmental policies such as FCPA.

Partner Ray Banoun will be speaking at this event. For more information or to register for the program,
please visit: www.directorsroundtable.com.
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