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Introduction 

The recent data breach at Global Payments Inc., which has contracts to handle the processing of credit 

and debit card transactions, has again focused attention on the significant risk associated with storing or 

transmitting confidential data.2  That breach potentially has compromised the accounts of hundreds of thousands 

of cardholders, and at least one lawsuit regarding the breach already has been filed.3  Further, between 2005 and 

2011, there were over 2,300 data breaches, exposing over 535 million records, at an average cost to the affected 

firms of $234 per compromised record.4  The surge in data breaches last year alone caused some commentators 

to label 2011 “The Year of the Breach.”5 

Moreover, data security is no longer a concern only of large companies.6  According to a study released 

last fall, “[t]he vast majority of risk management professionals believe information security and other cyber-

related exposures pose a threat to their organization.”7  The problem has become pronounced enough that, in 

October 2011, the SEC directed publicly-traded companies to disclose the risk of cyber-security breaches if it is 

reasonably likely that such breaches would have a material financial impact.8 
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 Although the first step in avoiding financial harm from a data breach is to ensure that your company has 

established, and is adhering to, industry best practices for data security, an additional and important means of 

protection exists in the form of commercial insurance policies.  Indeed, in directing publicly-traded companies 

to disclose cyber-security risks, the SEC noted that it would be prudent to include a “[d]escription of relevant 

insurance coverage.”9  At least some coverage may be available under policies that many companies already 

have in place, namely general liability policies, professional liability (errors and omissions) policies, property 

damage/business interruption policies, and directors and officers policies.  Moreover, specialty policies 

designed to cover cyber-security risks have become increasingly available.  These policies may help avoid some 

of the disputes that have arisen under traditional coverage lines like general liability.  Companies should review 

carefully, with the help of an insurance professional if necessary, the specifics of their insurance policies and 

how those policies may respond to losses arising from a data breach.10 

Types of Losses 

A company that suffers a data breach that compromises confidential consumer, client, or employee 

information faces a variety of potential losses.  These losses can include the costs of complying with consumer 

notification laws, and the costs of providing credit monitoring for affected individuals.  The potential losses also 

can include the costs of responding to any government investigations and any resulting fines.  Companies also 

may suffer loss of intellectual property, and damage to, or suspensions of, their online systems and resulting 

business interruptions.  And, companies can face substantial litigation costs, as well as potential judgments or 

settlements, in connection with third-party lawsuits brought by persons whose data has been compromised.  

Insurance policies can help offset at least some of these losses. 
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Coverage Issues Arising Under Traditional Policies 

Insurers often dispute whether there is coverage under traditional commercial policies like general 

liability policies, which are designed to respond to third-party lawsuits brought against the policyholder.  For 

example, insurers often assert that lawsuits brought by individuals whose data has been compromised do not 

constitute claims for “personal and advertising injury” within the meaning of standard-form general liability 

policies.  The standard “personal and advertising injury” provision typically covers the “[o]ral or written 

publication, in any manner, of material that violates a person’s right of privacy.”11  Insurers may argue, 

however, that the term “publication” requires a disclosure that is widespread, and that a data breach claim often 

does not qualify because the data is not disseminated to the general public. 

Insurers have likewise disputed whether property damage/business interruption policies cover so-called 

“first-party” losses arising from data breaches, such as damage to, or interruptions of, an insured company’s 

online systems, and expenses such as the costs of credit monitoring and mandatory consumer notifications.  The 

issue in these disputes typically is whether the insured has suffered “property damage,” which is necessary to 

trigger coverage under the policy, including coverage for business interruption losses and coverage for 

mitigation expenses such as credit monitoring costs.  Such disputes also can arise under liability policies when 

consumers or other affected third-parties allege that the loss of their credit card information, for example, 

constituted damage to their property. 

Courts have reached different results in these disputes, with policyholders prevailing in several of 

them.12  Thus, companies that suffer data breaches should not assume that they do not have coverage under their 

traditional commercial policies, and they should not accept coverage denials from their insurers at face value.  
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Instead, companies carefully should review their policies, applicable case law, and the individual circumstances 

of their data breach, and consult with coverage experts if necessary. 

The disputes over these issues are only now proliferating, and additional court decisions are likely.  In 

the past several months, insurers for two large companies have filed lawsuits seeking rulings that there is no 

coverage for losses arising out of recent data breaches suffered by those companies.  Zurich sued Sony seeking 

a declaration that there is no coverage under Sony’s general liability policies for losses resulting from the April 

2011 breach involving Sony’s PlayStation and Qriocity services, one of the largest data breaches ever.13  And, 

Michaels Stores was sued by one of its insurers, which asserts that its general liability policies do not cover 

losses arising from thefts of customers’ credit and debit card numbers.14 

Further, insurers, in response to pro-policyholder decisions, have begun to constrict their policy 

language in an effort to preclude coverage for losses arising from data breaches.  Some insurers have inserted 

provisions expressly providing that electronic data is not tangible property for purposes of the “property 

damage” provisions of their policies, and some insurers have inserted exclusions for claims based on various 

privacy statutes.  However, the scope of privacy statute exclusions remains largely untested, and companies 

have strong arguments that such exclusions do not bar coverage, at least for litigation costs incurred in 

defending claims, when the claims allege both statutory and common law privacy liability.15 

Standalone Coverage for Cyber Risk 

Because of the continued uncertainty surrounding the scope of coverage provided by traditional 

commercial policies, companies increasingly are looking to cyber-security insurance policies to provide 

protection from the potential losses associated with data breaches.16  Such specialty coverage is becoming 

increasingly available.17 
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The coverage provided by these cyber policies tends to vary more than the coverage available under 

traditional commercial policies, which are generally based on forms promulgated by organizations like 

Insurance Services Office, Inc. (“ISO”).  For example, some cyber-security insurance policies cover only third-

party claims, e.g., ones brought by affected consumers, while others cover the cost of responding to government 

investigations and any resulting fines, as well as mitigation costs, such as those associated with providing notice 

to, and credit monitoring for, affected consumers.  Other policies may also cover damage to a company’s own 

systems and resulting business interruption losses, and even expenses incurred to deal with public relations 

issues arising from a breach. 

However, companies should examine proposed policy terms carefully to make sure that they understand 

the true scope of coverage and to avoid potential pitfalls.  For example, some cyber policies may preclude 

coverage where there is evidence, or even allegations, that the company was not sufficiently diligent in 

protecting against cyber attacks – vague language that could lead to a company simultaneously having to fight 

both with its insurers, and with third parties who bring claims, about its cyber-security measures.  There are also 

policy forms that purport to preclude coverage for data breaches arising from a computer or other device that 

was not connected to a network at the time of the breach, such as a laptop or notebook computer, or a mobile 

device – not uncommon sources of data breaches in recent years.  Indeed, both of these types of provisions may 

be particularly problematic for companies that use cloud computing to store sensitive information, unless that 

practice is addressed as part of the underwriting process and the policy language is crafted carefully to allow 

coverage for losses arising out of that practice.  Thus, the due diligence involved in purchasing cyber coverage 

is an area in which it would be particularly valuable to consult with insurance coverage professionals. 
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Some Important Reminders for Preserving Coverage Rights 

Regardless of whether a company has suffered a data breach and any corresponding losses, there are 

steps that all companies can take now to put themselves in the best possible position to potentially secure 

insurance coverage if and when the need arises.  First, collect and safeguard all of the company’s insurance 

policies, including policies from prior policy periods.  Second, consider involving outside coverage counsel to 

review the organization’s current insurance portfolio to confirm that the company has the most complete and 

cost-effective coverage available.  Third, the company should give notice promptly to all of its insurers of any 

data breach, absent any relatively rare, case-specific circumstances that may justify refraining from giving such 

notice.  Fourth, the company should set up protocols for communicating both internally and externally about 

any breaches.  Because data breaches often involve fluid situations, and because of the nuances in the coverage 

issues involved, such protocols are important to help protect against inadvertent characterizations regarding the 

nature or cause of losses, for example, that insurers might use later if a coverage dispute arises. Thus, 

companies should consider involving their in-house and/or outside counsel in such communications. 

Conclusion 

The coverage provided by commercial insurance policies can be an extremely valuable corporate asset 

to companies dealing with cyber-security issues.  Companies can maximize the benefits of this asset by acting 

proactively to analyze their insurance portfolio now, and by being willing to question, and challenge where 

appropriate, coverage denials from their insurers. 
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