A RIPAA PRIMER

By Michael W. Drumke

he Health Insurance
Portability and
Accountability Act of
1996' (HIPAA) estab-
lished new regulations for
the health care industry and cre-
ated a national framework for pri-
vacy protection, thereby changing
the treatment of personal medical
information. In the years preceding
the implementation of HIPAA,
newly elected President William J.
Clinton pursued legislation to pro-
vide universal health care coverage
to all Americans.? With critics of
the Clinton administration’s plan
prevailing, Congress subsequently
enacted HIPAA through amend-
ments to the Internal Revenue
Code of 1986 and the addition of
Part C to Title XI of the Social
Security Act, 42 U.S.C. §§ 1320d
et seq.” According to the preamble,
HIPAA was introduced “to
improve portability and continuity
of health insurance coverage in the
group and individual markets, to
combat waste, fraud, and abuse in
health insurance and health care
delivery, to promote the use of
medical savings accounts, to
improve access to long-term care
services and coverage, to simplify
the administration of health insur-
ance, and for other purposes.™
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During the legislative process,
observers expressed concerns that
the proposed increased use of infor-
mation technology would endanger
the ability to protect health infor-
mation; hence, Congress added cer-
tain privacy and security rules.’
Prior to the promulgation of
HIPAA, state common law and lim-
ited statutory law governed privacy
and confidentiality in health care,
which, unsurprisingly, produced
inconsistent outcomes.® HIPAA,
however, does not specify how to
protect privacy or how to transmit
health records efficiently and effec-
tively. Instead, Congress delegated
the responsibility for developing pri-
vacy standards to the Department of
Health and Human Services (HHS)
and mandated that HHS provide
“detailed recommendations on stan-
dards with respect to the privacy of
individually identifiable health
information” within 12 months of
HIPAA’s enactment.” HIPAA fur-
ther provided that if Congress failed
to act on HHS’s recommendations
within 36 months of HIPAA’s pas-
sage, the Secretary of HHS
(Secretary) would administratively
issue the final privacy regulations.®

With Congress unresponsive to
its self-imposed deadline, HHS took
up rulemaking and, after a period of

public comment and modification,
promulgated the HIPAA privacy’
(privacy rules) and security™ rules
(collectively, the rules). The rules
created, for the first time, minimum
federal standards to address how
health information may be used and
safeguarded, and enumerated
administrative patient privacy
rights related to the information."
To safeguard individually identifi-
able health information (IIHI), the
rules provide standards that explain
the rights of individuals, procedures
for the exercise of these rights, and
the proper uses and disclosures of
such information."” Significantly,
the standards included an expanded
range of disclosures that would be
permissible without express patient
authorization.” Thus, the HIPAA
regulations that most observers
have focused on, and the ones that
most heavily impact staff counsel,
are the privacy rules and their prob-
lematic and conditional preemption
of state law." Further discussion of
the privacy rules will follow a brief
overview of HIPAA.

Overview of HIPAA
Health care portability. Title I of
HIPAA addresses health care
access, portability, and renewabil-
ity. This section creates a number
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of limits on health care plans,”
including restrictions on preexist-
ing condition exclusions.’® A
health insurance issuer or group
health plan may only impose this
exclusion if the individual received
(or was recommended to receive)
medical advice, diagnosis, care, or
treatment for the condition in
question within six months of the
enrollment date.'” Also, this exclu-
sion cannot extend for more than
12 months after this date, and
must be reduced if the individual
had creditable coverage under
another health plan.

HIPAA also prohibits discrimi-
nation against individuals based on
health status.” It states that an
insurance provider may not estab-
lish eligibility rules for its plan
based on an individual’s health sta-
tus, medical condition(s), claims
experience, disability, or genetic
information, among other things.?
Other important features under
this section are guaranteed cover-
age for small and large employers
and the renewability of health cov-
erage for employers and individu-
als.! All of these provisions help to
increase health insurance availabil-
ity and portability, and thus elimi-
nate gaps in coverage.

Health care fraud and adminis-
trative simplification. The second
title of HIPAA deals with reducing
health care fraud and simplifying
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health care administration.”? The
section on health care fraud provides
extensive guidelines for the exclu-
sion of entities from participation in
Medicare and state health programs.
In most cases, the regulations also
exclude entities previously convicted
of health care fraud or found guilty
of misconduct (e.g., losing one’s
license).? Administrative simplifica-
tion appears under Subtitle F of Title
11, from which the most far-reaching
changes have grown. According to
HIPAA, the purpose of this subtitle,
in addition to improving Medicare
and Medicaid, is to improve “the
efficiency and effectiveness of the
health care system by encouraging
the development of a health infor-
mation system through the establish-
ment of standards and requirements
for the electronic transmission of
certain health information.” In
other words, the Act was promul-
gated to reduce administrative costs
and create standards for the protec-
tion of certain kinds of personal
health information.

The reference to “certain kinds
of health information” refers to indi-
vidually identifiable health informa-
tion or IIHL.? To qualify as IIHI,
information must (1) be created or
received by a health care provider,
health plan, employer, or health
care clearinghouse; and (2) relate to
(a) the past, present, or future
health or condition of an individual,
(b) the provision of health care to
the individual, or (c) the past, pres-
ent, or future payment for health
care provided to the individual .
This information must also identify
the individual or provide enough
information to reasonably believe
that it could be used to identify the
individual.”” According to HIPAA,
three types of entities must follow
the standards: health plans, health
care clearinghouses, and health care
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providers.” These entities are
defined as follows: A health plan is
any individual or group plan that
either pays for or provides medical
care; a health care clearinghouse is
an entity that processes health infor-
mation from nonstandard to stan-
dard data elements; and a health
care provider is any provider of med-
ical or health services, such as a hos-
pital.” These entities are referred to
as “covered entities.”®

Standards for electronic
exchange of health information.
The administrative simplification
provision of HIPAA calls for the
Secretary to create standards that
improve the electronic transmission
of health information and eliminate
administrative waste. HIPAA
requires the Secretary to produce
regulations that create a uniform
standard for electronic transactions;
assemble unique health identifiers
for each individual, employer,
health care plan, and health care
provider; and establish code sets for
certain data elements (e.g., codes for
each disease).”* Additionally, the
Secretary is to establish standards for
maintaining proper security and pri-
vacy of individually identifiable
health information.” At present,
the above regulations are all in
effect. However, the unique health
identifier standards, known as the
National Provider Identifier (NPI)
Standard, only required compliance
as of May 23, 2007. Small plans
were given additional time and must
be in compliance by May 23, 2008.»

Title II of HIPAA also outlines
administrative, civil, and criminal
penalties for violations of its stan-
dards, which are enforced by the
Office for Civil Rights (OCR) of
HHS.** The OCR handles admin-
istrative penalties, while the
Department of Justice investigates
criminal matters.” Although



HIPAA does not provide for a pri-
vate cause of action,” its regula-
tions have been used to provide
evidence of standards of care in
state tort actions.”

Regarding administrative penal-
ties, the Secretary may impose a
civil fine of up to $100 for each
violation, although the total fine
amount for violations of the same
regulation cannot exceed $25,000
per year.”® These penalties, how-
ever, may not be imposed if the
covered entity is not aware of the
violation and could not have
known about the violation by exer-
cising reasonable diligence.” If a
violation is due to reasonable cause
and not willful neglect, the covered
entity can fix the problem within
30 days to avoid any penalty.®

Criminal penalties may be
imposed for violations of HIPAA
when a person does any of the fol-
lowing three things: (1) use or
cause to be used a unique health
identifier, (2) obtain IIHI relating
to an individual, or (3) disclose
[THI to another person.” The
penalty for a violation pursuant to
the act can be up to $50,000
and/or up to one year in prison. If
the violation is committed under
false pretenses, the person can be
fined up to $100,000, receive a
prison sentence of up to five years,
or both. Finally, if the violation is
committed with the intent to sell,
transfer, or use IIHI for commercial
gain, malicious harm, or personal
gain, the person can be fined up to
$250,000, sentenced up to ten
years in prison, or both.*

Although the defined actions
that constitute a violation of
HIPAA seem straightforward,
some confusion has arisen over
whether the penalties can be
applied to individuals or whether
they only apply to covered entities.

of the American Bar Association.

The Act uses “person” to describe
who is subject to criminal penal-
ties, and the Department of Justice
has only prosecuted individuals for
criminal offenses under HIPAA .#
Attempting to elucidate the scope
of criminal enforcement, the
Office of Legal Counsel of the
Department of Justice (OLC)
issued a Memorandum Opinion*
that discussed who can receive
criminal penalties, but little clarity
has been provided by the memo-
randum’s interpretation, the
Department of Justice’s pursuits,
and HIPA A’s statutory language.®
The privacy rules. The privacy
rules are codified at 45 C.ER. §§
160 and 164. Section 160 focuses
on compliance and state law pre-
emption and provides guidelines to
covered entities, explaining the
entity’s responsibilities and the
government’s investigative proce-
dures. The OCR can either con-
duct compliance reviews on its
own initiative or respond to com-
plaints.* Individuals who believe
that a HIPAA violation has
occurred can file a complaint
within 180 days from the date they
first knew of the violation, which
the Secretary then investigates to
determine if a violation has
occurred.”” The privacy rules state
that the Secretary must pursue
informal means of resolution
whenever possible.* Thus far, the
enforcement system has focused on
responding to complaints rather
than conducting compliance
reviews to seek violations.*
Section 160 also addresses the
important issue of conditional state
law preemption. Unless state law
relates to the privacy of IIHI and is
more stringent than HIPAA and
the privacy rules, state laws are
expressly preempted.” The regula-
tions state that “a state law is more

stringent than HIPAA if it pro-
vides greater privacy protection for
the individual who is the subject of
the individually identifiable health
information.”! Expounding on this
generality, the regulations explain
that a state law is more stringent
where (1) the state law prohibits or
restricts a use or a disclosure of
information while HIPAA would
allow it; (2) the state law provides
an individual with “greater rights
of access or amendment” to med-
ical information than provided
under HIPAA; (3) the state law
provides an individual with a
“greater amount of information”
about “a use, a disclosure, rights,
and remedies” than provided under
HIPAA; (4) the state law provides
for retaining information for a
longer duration or reporting more
detailed information than provided
under HIPAA; or (5) the state law
otherwise “provides greater privacy
protection for the individual who
is the subject of the individually
identifiable health information.”
Thus, covered entities must remain
attentive to both HIPAA and state
regulations to determine whether
to disclose protected health infor-
mation (PHI). PHI is individually
identifiable health information
transmitted or maintained in elec-
tronic form that is specifically tar-
geted by HIPAA and its security
and privacy rules.”

Section 164 addresses both the
security and privacy rules regarding
PHI. The security rules generally
obligate covered entities with cer-
tain responsibilities of risk manage-
ment, such as restriction require-
ments for PHI access, physical and
electronic safeguards, and contrac-
tual requisites for “business associ-
ates.”* Section 160.103 defines a
business associate as a person or
company that works on behalf of a
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covered entity to perform activities
that involve the use or disclosure
of PHI.” The rule specifically
names service-defined companies
such as actuarial, data aggregation,
and legal services.”

The second part of section 164
addresses the privacy rules,” which
permit a covered entity to disclose
PHI only to the individual to whom
the information pertains for treat-
ment, payment, or health care oper-
ations, or in response to a valid
authorization.” Beyond these main
exceptions, the privacy rules list a
number of other situations where
disclosure may be allowable, such as
health care treatment of minors.

HIPAA also requires covered
entities to follow a “minimum nec-
essary” standard.” That is, when-
ever a covered entity uses or
discloses PHI, it limits the disclosed
information to the minimum neces-
sary for accomplishing the stated
purpose. This standard need not be
applied in certain circumstances,
including when the information is
used for treatment, when the indi-
vidual requests it, and when the dis-
closure is required by law.® For any
other disclosure of PHI that does
not fall under these exceptions, the
covered entity must receive a writ-
ten authorization from the individ-
ual in question.®!

In addition, the privacy rules
require covered entities to provide
notice to their health care recipi-
ents of the entities’ privacy prac-
tices so recipients are aware of their
rights regarding PHI and how med-
ical information may be used, dis-
closed, or amended.®* About half of
the people who sign the form do
not read it, however, and of those
who say they understand it, about
one-third are unable to correctly
answer questions about its terms.”
The privacy rules also give individ-

uals several important rights to help
protect their PHL.* Individuals, for
example, have the right to request
that a covered entity restrict disclo-
sures of their PHI, receive a copy of
their PHI for inspection upon
request, amend false information,
and receive an accounting of all dis-
closures of their PHI.®

Business associate contracts.
HIPAA allows covered entities to
share information with business
associates provided they receive
“satisfactory assurances” that the
business associates will safeguard the
privacy of any PHI they receive.®
These satisfactory assurances must
be documented through written
contract, referred to as a “business
associate contract.”” The business
associate contract generally assigns
the business associate with the same
privacy rules duties as the covered
entity, except the business associate
would not be liable for HIPAA vio-
lations. However, violations involv-
ing PHI can lead to the cancellation
of the business associate contract
and, depending on the wording of
the contract, liability for any losses
the covered entity incurs as a result
of the associate’s conduct.®

A covered entity will not be in
compliance with HIPAA if it
knows of a violation by a business
associate and fails to notify the
business associate; it will also not
be in compliance if it fails to take
reasonable steps to cure the viola-
tion, terminate the contract, or
report the violation to HHS when
termination is not feasible.*

If a law firm or law department
is working with a covered entity
and requires the use of PHI, the
firm or department will probably
require a business associate con-
tract with the covered entity. For
example, although HIPAA

includes “legal services” under its
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definition of health care opera-
tions, the vagueness of the term
means that most health care
providers may require business
associate contracts to ensure that
they comply with HIPAA.™

Thus, attorneys who use or dis-
close PHI must ensure compliance
with HIPAA, such as restricting
disclosures and, when disclosure is
necessary, using the “minimum
necessary” standard. One possible
stumbling block for law firms or
law departments acting as business
associates under HIPAA is that
any PHI should be returned to the
covered entity or destroyed, if fea-
sible, once the contract is ended.™
Due to most law firms’ policies of
file maintenance, compliance
requirements could prove problem-
atic, but such considerations may
declare these terms “unfeasible”
under attorney-client privilege.”

Constitutional

Challenges to HIPAA
In South Carolina Medical Association
v. Thompson,” the plaintiffs pursued
a tripartite challenge to the consti-
tutionality of HIPAA. First, the
plaintiffs asserted that enactment of
HIPAA violated the nondelegation
doctrine because Congress failed to
provide an intelligible principle to
guide HHS.™ Second, the privacy
rules, as plaintiffs alleged, exceeded
the scope of authority granted by
Congress to HHS because they
attempt to regulate medical records
other than those transmitted elec-
tronically.” Finally, the plaintiffs
postulated that the nonpreemption
of “more stringent” state privacy
laws was unconstitutionally vague,
in violation of the Due Process
Clause of the Fifth Amendment.”
The U.S. District Court for the
District of South Carolina dismissed
the suit, and the plaintiffs appealed.



The Fourth Circuit rejected all
three arguments and affirmed the
district court’s decision. With
respect to the nondelegation doc-
trine, the Fourth Circuit found
that HIPAA contained the requi-
site intelligible principle to guide
HHS (notably, by requiring HHS
to focus on three particular sub-
jects).” Addressing the second
claim, the court noted that
restricting HIPAA to the regula-
tion of only electronic information
was not stated in the act and, had
HIPAA stated this restriction, it
would prevent HIPAA from
accomplishing its privacy protec-
tion aim.™ Finally, the court con-
cluded that the standards set forth
by HHS for determining whether
or not a state law is preempted are
“sufficiently definite to give fair
warning as to what will be consid-
ered” preempted and that no more
is required.”

The Impact of HIPAA on
Litigation and State Regulations
Subpoenas and protective orders.
Because of HIPA A’s privacy rules,
attorneys cannot simply issue tradi-
tional subpoenas or discovery
requests to obtain PHI; HIPAA
maintains explicit allowances for
disclosures of PHI pursuant to judi-
cial and administrative proceed-
ings.*® Covered health care
entities, however, may request a
statement to ensure that the attor-
ney has made a good faith effort to
either notify the individual who is
the subject of the PHI or secure a
qualified protective order.® The
protective order must prohibit the
use of the PHI for any purpose
other than the litigation in ques-
tion, and must provide for the
return or destruction of the PHI at
the end of the litigation.
Acknowledging the complexity of
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HIPAA and the tendency for cov-
ered entities to err on the side of
caution, attorneys wishing to
acquire PHI should obtain either a
court order or a qualified protec-
tive order.”

National Abortion Federation, et
al. v. Ashcroft® addressed whether
[llinois law provided for more
restrictive medical information dis-
closure and therefore superseded
the application of HIPAA. This
case stemmed from another matter
in New York, where the National
Abortion Federation brought a civil
action against the U.S. attorney
general. The action challenged the
constitutionality of the Partial Birth
Abortion Ban based on the fact
that it did not have an exception
for cases in which a woman’s health
was in danger. Dr. Cassing
Hammond, a plaintiff in the suit,
asserted that he had performed
abortions banned under the con-
tested act to protect his patients’
health. Shortly thereafter, the U.S.
attorney general served Hammond
with requests for the medical
records of the women who had
received those abortions. When
told that Northwestern Memorial
Hospital in Chicago, Illinois, had
the records, the government served
the hospital with a subpoena for the
records accompanied with a court
order. The New York judge, who
presided over the New York case,
issued a protective order allowing
the hospital to redact certain iden-
tifying information to safeguard pri-
vacy. Northwestern Memorial
Hospital then moved to quash the
subpoena under both HIPAA and
Illinois law, and the U.S. District
Court for the Northern District of
[llinois granted its request.*

The court’s decision to quash
the subpoena referred to the
Illinois Code of Civil Procedure,

which contains the “physician-
patient privilege.”” This privilege
provides that a physician may not
disclose any information gathered
while attending a patient unless
one of eleven conditions exists. If
these conditions do not exist, the
records cannot be disclosed with-
out the patient’s written consent.®
The court found that Illinois pri-
vacy law is more stringent than
HIPAA, because it generally
requires written consent from the
patient in order to release informa-
tion, with provisions for civil suits
against entities that disclose PHI
in violation of Illinois law.*” The
government appealed the decision
to quash the subpoena.

The Seventh Circuit upheld the
order quashing the subpoena, but
on the grounds that the subpoena
imposed an undue burden on
Northwestern Memorial Hospital
under Federal Rule of Evidence
501. The Seventh Circuit dis-
agreed with the lower court’s rea-
soning, claiming that the HIPAA
regulations do not allow state evi-
dentiary privileges to govern fed-
eral question lawsuits.® It seems,
therefore, that Illinois law is not
preempted by HIPAA, but the
issue is not completely clear.

The New York courts, however,
sharply diverged from the decision
of the Seventh Circuit.* The dis-
trict court stated that “Congress
has spoken on the privacy of med-
ical records through HIPAA.”®
The court reasoned that the pro-
tective order issued by the lower
court constituted a “qualified pro-
tective order,” as defined by
HIPAA ** Therefore, the hospital
records were disclosed because the
HIPAA regulations permitted the
release of information after a pro-
tective order was obtained.

Ex parte communications
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under HIPAA. While federal
jurisprudence grows on the issue of
ex parte communications under
HIPAA, the existing case law sup-
ports a finding that such contact
should be allowed when a court
order grants the communication.”
For example, in Bayne v. Provost,
the federal district court surveyed
the sparse jurisprudential landscape
to determine that HIPAA created
no bright line rule barring all ex
parte discussions.” In Bayne, a civil
rights and false imprisonment
action, the court evaluated
whether the defendants may con-
duct an interview of a nurse practi-
tioner who had visited and
engaged in telephone conversa-
tions as part of a home treatment
program with the plaintiff prior to
his hospital transport and deten-
tion.” The Bayne court found that
state privileges do not apply in fed-
eral question cases, but then pro-
ceeded to analyze whether New
York law was more stringent than
the protections provided by
HIPAA.» Granting a qualified pro-
tective order and authorization to
interview the nurse practitioner,
the court found that New York law
did not offer more protections and
was thus preempted by HIPAA,
while implying that if it had found
the reverse the court would have
applied New York confidentiality
law to the federal question case.”®
Since Bayne, the jurisprudential
landscape remains uncertain with
no bright line rule. In an unpub-
lished opinion, the federal court in
Kansas determined that a court
order clearly allows the production
of medical information and ex
parte contact when all the require-
ments of HIPAA are met.” In
Vioxx MDL, the court found the
just option was to protect the rela-
tionship between a doctor and

patient by restricting the defen-
dants from conducting ex parte
communications with plaintiffs’
treating physicians while allowing
plaintiffs’ counsel to engage in ex
parte interviews with those doctors
who had not been named as defen-
dants.”® Most recently, the Supreme
Court of Oklahoma found HIPAA
does not expressly bar ex parte
communications, but requires any
court order to contain clearly per-
missive and specific language that
does not contravene HIPAA’s con-
fidentiality requirements.”

The “minimum necessary”
standard. Recent HIPAA litigation
provides some guidance and clarifi-
cation with respect to the Act’s
“minimum necessary” standard.'® In
Acosta v. Byrum, the plaintiff cited
HIPAA as the determinant for the
appropriate level of care in relation
to the privacy of medical informa-
tion.”®" Acosta sued both Dr. Faber,
his psychiatrist, and Robin Byrum,
an office assistant, alleging that
Faber allowed Byrum to use his
access code to view Acosta’s psychi-
atric records and that Byrum dis-
closed this information to third
parties. The negligence action
arose, in part, from Byrum’s use of
the access code in a way that vio-
lated the HIPAA standard of pri-
vacy. The trial court dismissed
Acosta’s action.'”

The appeals court reversed the
trial court’s dismissal, finding that
the action was not a medical mal-
practice claim but was based on
the administrative conduct of the
psychiatrist in permitting a staff
member to view a patient’s record
by use of the physician’s access
code. The court acknowledged
that HIPAA provided no private
right of action; however, HIPAA
may be used to establish an appro-
priate standard for the protection
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of health care information.'® Thus
begins what may likely be a line of
civil cases using HIPAA as a stan-
dard for measuring the duty to
maintain health care privacy.
Enforcement of HIPAA.
Although the criminal enforce-
ment provisions related to HIPAA
set the stage for criminal prosecu-
tions against violators, the
Department of Justice had prose-
cuted only four criminal HIPAA
violations as of February 13,
2007."* During that four-year
period over 350 complaints were
considered by the Department of
Justice, with the Office of Civil
Rights referring a total of 366 com-
plaints to the Department of
Justice for investigation of poten-
tial criminal violations. None of
the prosecuted cases, however,
originated from OCR referrals, and
none of the 24,500 complaints
received by OCR through its pri-
vacy complaint system resulted in
the imposition of civil penalties.'®
In November 2004, the first
prosecution for violations of
HIPAA concluded with the con-
viction of Richard Gibson, who
stole a patient’s personal informa-
tion and then used it to obtain
credit cards in the patient’s name.
With these cards, Gibson illegally
charged some $9,000. Gibson then
entered into a plea agreement with
the government, which required
him to pay for the patient’s credit
card debt and expenses and to serve
10 to 16 months in prison.'”” The
second conviction was Liz Ramirez
in Texas, who worked in the office
of a physician who provided physi-
cal examinations and medical
treatment to FBI agents.'® An
undercover investigator posed as a
drug trafficker to buy PHI on a par-
ticular FBI agent for a $500 pay-
ment to Ramirez. Officers then

106



arrested and charged her with vio-
lating HIPAA.®

More recently, a widely publi-
cized south Florida case involved Isis
Machado, a former employee of
Cleveland Clinic Hospital, who
printed out the PHI of over 1,100
patients and passed them to her
cousin, Fernando Ferrer, who hap-
pened to own a claims company.'®
Through that company, Ferrer filed
over $2.5 million in fraudulent
Medicare claims. With testimony
against Ferrer negotiated, Machado
pled guilty to conspiracy and
received a reduced sentence of three
years’ probation, including six
months of home confinement.
Ferrer pled not guilty but was found
guilty and sentenced to seven years
and three months in prison. The
defendants were ordered to make
restitution of a combined $2.51 mil-
lion to the government.'"!

Recommendations for

Sound HIPAA Policy
HIPAA and its provisions signifi-
cantly affect covered entities, busi-
ness associates, law firms and
departments, hospital employees,
and patients. To date, the govern-
ment has permitted violations to
go unpenalized."” However, with
privacy advocates criticizing the
relative lack of enforcement and
health care receiving increased
political attention, prosecutions
and fines will likely increase.
Impacted institutions must ensure
sufficient security measures, proper
training methods, and appropriate
authorization forms and contracts.
As interpretations of HIPAA’s pro-
visions evolve, they must also
remain current on new develop-
ments, from both state and federal
regulators, and adjust their proce-
dures accordingly. Institutions with
clear policies and effective training
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programs will minimize the risk of
HIPAA violations.

For law firms or law depart-
ments, individual attorneys and
their staff need to follow proper
procedures for obtaining and con-
trolling PHI. When obtaining a
court order or a qualified protective
order, attorneys should draft clearly
permissive language to ensure effec-
tive, jural discovery. A law firm or
law department that handles PHI
for a covered entity will probably
require a business associate con-
tract, but subrogation provisions in
the contract should be avoided.
When handling PHI, attorneys and
their staff must use and disclose
only the necessary information, and
should investigate possible unau-
thorized disclosures. In sum, those
who deal with PHI should be aware
of HIPAA, its regulations, and the
forms and actions required to
ensure compliance. B

Notes

1. Health Insurance Portability and
Accountability Act of 1996, Pub. L. No.
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