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One of the unintended consequences of the information age is the availability of Personally Identifiable
Information (PIl). The combination of name, date of birth, and social security number are the keys to the
kingdom for the purposes of establishing false identity and fraud. Lost laptops, network break-ins, and
phishing expeditions have led governmental entities to establish a patchwork quilt of laws requiring cus-
todians of personal information to provide safeguards and assurance that Pll is secure.

WHAT Is PII?

Personally identifiable information is any data about an individual that could, potentially identify that person, such
as a name, fingerprints or other biometric data, email address, street address, telephone number or social security
number.

A study done at MIT by Latanya Sweeney, now a professor at Carnegie Mellon University, found that 87% of the
population in the United States could be uniquely identified by just 3 pieces of PIl: their 5-digit zip code, gender
and date of birth. This demonstrates that social security numbers, while valuable, is not necessary to identify
unique individuals.

Now California agrees as well. On February 10, 2011, the California Supreme Court released its decision in Pineda
v. Williams-Sonoma Stores, Inc., holding that zip code information is personal identification information (“PII”)
under the Song-Beverly Credit Card Act (the “Song-Beverly Act”). The court’s decision restricts businesses in Cali-
fornia from requesting and recording a person’s zip code as part of a credit card transaction.

Under the Song-Beverly Act, a business is prohibited from requesting, or requiring as a condition to accepting a
credit card payment, the cardholder’s personal information, which the business records. The California Court of
Appeal had previously held that a zip code, without additional information, was not Pll in Party City Corp. v. Supe-
rior Court. However, in Pineda, the California Supreme Court clarified California’s broad interpretation of PIl. An
excellent legal recap of the California Supreme Court’s ruling is available from Arent Fox.

WHO REGULATES PII?

Government Regulators

PIl is coming at organizations from all angles — internal compliance requirements, federal and state requirements
and, individuals suing over violation of their PII.

Regulatory agencies are concerned with PIl. HIPPA was primarily created to protect patient PIl. The Social Security
agency has enacted regulations to protect Social Security numbers. States are enacting laws to protect data and
the National Institute of Standards and Technology put out a Guide to Protecting the Confidentiality of Pll in April
of 2010.

Health Net had a data breach. They lost a hard drive with 27.7 million scanned pages of over 120 different types
of documents such as insurance claims forms, membership forms, appeals and grievances, correspondence and

Copyright ©2011 eTERA Consulting


http://books.google.com/books?id=Y7DOltmSGjgC&pg=PA34&lpg=PA34&dq=Carnegie+Mellon+Latanya+Sweeney+zip+code+gender+birth+date&source=bl&ots=p3n_eUNQ7R&sig=lCLhyyGzJFkXivJXTBqh99BXh_0&hl=en&ei=TAlgTceQFYu4tgffv732Cw&sa=X&oi=book_result&ct=result&resnum=7&ved
http://www.arentfox.com/publications/index.cfm?fa=legalUpdateDisp&content_id=2985

Is Personally Identifiable Information (PIl) Pervasive on Your Company’s Computers?

medical records. Health Net was fined $250,000, was ordered to put in an onerous plan of Correction in their
offices by the Court. Additionally, Health Net spent more than $7 million to investigate the circumstances of the
missing portable hard drive, to notify all the Health Net members of the breach and to offer credit monitoring
services and identify theft insurance to anyone whose data has been breached.

Lawsuits have been filed for failure to protect PIl. In Claridge v. ROCKYOU, ROCKYOU allegedly kept the email and
passwords for its users in an unprotected plaintext file on the server which was hacked. Individuals sued ROCKYOU
over failure to protect their PII.

THE NEED FOR A DATA TOPOLOGY MAP

Breaches involving Pl are hazardous to both individuals and organizations. Individual harms may include identity
theft, embarrassment, or blackmail. Organizational harms may include a loss of public trust, legal liability, or re-
mediation costs.

Fear of the unknown can keep you up at night — so it is best if you know what minefields your data might hold.
While IT organizations excel at saving data, they are dependent upon other stakeholders, including legal and busi-
ness units, to determine “what” should be saved. This process begins when the IT organization is able to commu-
nicate the various data types and locations where they reside.
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As this diagram shows, there are lots of places where Pll can reside within the organization. While many locations
are areas the organization has control over — servers, printers, laptops, Pll is often uncontrolled on employee home
laptops, smart phones and USB drives.
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A CASE STUDY: MANAGING PII

In 2010, one of the largest utility companies in the U.S. completed an internal information audit at one of their
sites and found some instances of employees storing personal information, particularly social security numbers,
on email and file servers. The corporate IT organization selected eTERA Consulting to perform an analysis to de-
termine the extent of the problem.

For this project, eTERA brought a leading information management system configured in a seven (7) server cluster
that executed as a single system. In order to implement this system at the client location, all that was required was
power, a single Ethernet cable connection and a temporary user account created with backup system rights on the
network.

Once this was done, we preformed a quick crawl of all active servers on the network in order to identify locations
and file types. Instead of fully indexing all of the files, the system created a thin index of file metadata resulting
in a data topology map. This information allowed us to work with our client’s IT group to specifically target areas
of interest or ignore particular locations or file types that wouldn’t apply to this project. For example, areas we
excluded included a secured HR directory that contained employee records and any audio or video files that were
on the servers.

Once our data targeting was complete, we completed full-text indexing. This process is scalable depending on the
size of the servers and time frame of the project. For this particular project, our seven (7) server cluster indexed
approximately 30 million items totaling about 17 TB in 5 days.

After the index was completed, we started running our queries. We started with a few predefined queries like
social security numbers and vital records, which match words against a library of over 65,000 medical terms. We
then wrote several custom queries to identify corporate credit card numbers, passport ID numbers, checking and
savings account numbers, driver license number, employee ID’s and passwords. Some of these required several
revisions to improve their accuracy until they met with our client’s satisfaction.

We then moved into the analysis of the results. Based on the internal audit our client ran previously, they only
expected eTERA to find a few thousand files. What we found was far more than anticipated. A total of 76,100 files
were found containing PIIl. This first graph shows that while there were more files with PIl than originally esti-
mated, these files were only a very small percentage of the total number of files on their servers and therefore a
very manageable volume.
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Of the 76,100 records that contained Pll, 96% of those records contained Social Security Numbers.

M Social Security Number
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M Parent's Legal Surname

| Vital Records

m Bank Routing

B Employer Identification Number
m Checking Account Number

m Savings Account Number

1 Passport Number

M Corporate Credit Card Number
m Credit Card Number

I Health Insurance Information

1 Passwords

When we take a closer look at the remaining 4%, another surprising result was the type of personal information
that employees stored on the company’s servers including personal banking information like checking and savings
account numbers and even personal credit card information.
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Number of Files With PII By Year

2010
2009
2008 |

2007  —
2006
2005
2004
2003
2002
2001
2000
1999
1998
1997
1996 |EE———

1995  —
1994  p—
1993 m
1992
1991
1990
0 2,000 4,000 6,000 8,000 10,000 12,000
| 1990 | 1991 | 1992 | 1993 | 1994 | 1995 | 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 |
[mFilesRemediated | 8 | 13 43 | 120 | 466 | s62 | 1,143 | 3075 | 5819 | 6378 | 9,024 | 7,066 | 6,051 | 6,003 | 7,051 | 9,768 | 4637 | 2,307 | 1438 | 3,503 | 2,783

Another interesting discovery was the age of some of these files. In this chart we organized the data by year and
you can see that our client had records dating as far back as 1990 that contain PII.

Proiect Ove
Total Number of Files Indexed on all 4 27,834,911 Total number of files identified 76,100
servers from Pll searches
Files Remediated From PIl Searches
Data Element Server01 Server02 Server03 Server04 TOTAL
Social Security Number 16,045 13,020 25,922 17,334 72,321
Driver's License 34 70 87 53 244
Parent's Legal Surname 33 132 112 211 543
Vital Records 87 467 190 184 928
Bank Routing 24 37 34 78 173
Employer Identification Number 139 258 616 54 1,067
Checking Account Number 12 7 13 6 38
Savings Account Number 6 4 4 6 20
Passport Number 3 12 22 9 46
Corporate Credit Card Number 19 8 9 94 130
Credit Card Number 41 50 9 33 133
Health Insurance Information 21 23 4 23 71
Passwords 74 87 180 45 386

The final step in this project was remediation. For this project, our client decided to preserve the data before
deleting. We copied all of the targeted records containing Pll to a secure location while maintaining the directory
structure. Once that effort was completed, we deleted the records from their original locations. We also provided
a defensible audit report for every phase of this project.

Pll AND INFORMATION MANAGEMENT

It is critical to remember that having Pll is not really the issue. It is how it is managed and controlled that deter-
mines whether or not you have a problem.

Pl is also a fairly narrow topic, and it really needs to be considered in the context of your overall information
management and governance program. Most of you are familiar with the Electronic Discovery Reference Model
(EDRM). There is more recent initiative, the Information Management Reference Model (IMRM) depicted here
that focuses attention on the far left of the EDRM model.

The IMRM model considers the key information management stakeholders in an organization — Business, Infor-
mation Technology, Risk Management and Legal — and the context in which each has a responsibility in managing
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Information Management Reference Model (IMRM) and governing organizational data assets. There
Linking duty + value to information asset = efficient, effective management are Business requirements for how information

is created and used and the value it brings; there
are technical considerations associated with how
data is managed, stored and secured; and there
are Risk Management and Legal considerations for
how data is used, or misused. All of which has a
cost associated with it. Certainly the cost for not
managing it well is significantly higher.

UNIFIED GO\/ERNANCE

VALUE

In addition, there a many policies, procedures and

-l v 5! processes that may already be taking place that

el - (L] - S can be useful in looking further at the PII risk.

There is often cross-over with other information

IT governance and security measures such as Data
Efficiency

Loss Prevention and Intellectual Property Man-
agement, or Human Resources programs and con-
trols.

2 @
055 panse Rt

The key take away from this is that your initial

focus may be PlI, but that there may already be
Duty: Legal Obligation Value: Utility or Asset: Specific container  things in place that you can leverage — although if
for specific information business purpose of of information there aren’t, then you should also make sure you

specific information . ) . .

at least consider the bigger picture and include

the key stakeholders when embarking on a Pll in-

formation governance initiative.

GETTING STARTED

You’ve now read the results from one of our PIl projects. Now let’s walk through the high level approach we took
and also provide you with some key points to consider in getting started.

Our engagement began with an analysis with our unique Early Information Assessment*™ (EIA) methodology. EIA
is a methodology that integrates people, planning, resources and innovation to help legal, IT and business stake-
holders improve the overall management of information management and E-Discovery operations while achieving
cost-savings. Two of the key EIA program components include:

7/12 Analysis — eTERA’s EIA team evaluates “7” basic corporate requirements and integrates a combination of
“12” critical innovative solutions to achieve desired outcomes.

BOE Analysis — The EIA team assesses the client’s “BOE” or Business Operating Environment. The BOE encom-
passes technology, staffing, training and education, project management, resources, tools, workflow, processes,
reporting, communications, stakeholders, vendors, security and budget. A total legal department management
assessment is conducted by the EIA team.

If you are doing this yourself, you really need to define the problem — for example, is this a proactive or reactive
effort? Are you looking for Pll because you know it exists where it shouldn’t or was there an event that is trig-
gering the evaluation? As you read in our example, the initial problem definition was only partially correct and
understood. That’s OK, because in going through the process the potential issues and risks were further refined
and adjusted. But again, in looking at any potential Pll issues, it is always good to bring in the key experts and stake-
holders who can assist — if those people are available internally and know the right questions to ask, then that’s
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he Approach

Define the problem

e Use knowledgeable experts
in technology, legal and regu-
latory

Define the scope
e Narrow target / Short term
e Broad search / Long term

Leverage existing libraries and
known data structures

e SSNs, credit cards, healthcare
info, etc.

great. If you don’t have the expertise in-house, then you can look outside
your organization for people that can assist — as was the case with our client.

Next, you need to think about how Narrow or Broad the effort needs to be
and whether or not this a one-time, short-term initiative; or is it a long-term
process that will be integrated into your overall information governance and
control structure?

You could start simply with a single server that you’ve identified; or there
may be specific a specific Business Unit that is an area that has the highest
likelihood of harboring PIl; or you could decide there is enough risk to war-
rant an Enterprise-wide search. This decision has an impact on how you will
end up moving forward, as well as the best technology to use, and ultimately
the costs.

Lastly, in an effort to make the process as efficient as possible, you need to
leverage existing information and criteria. As in our example, that could be
existing libraries or known data structures of Pll; or developing those specific

examples that may be unique to your or-

ganization.

When we look at a Pll initiative in this con-
text we like to work through the following

process:

Identify

We start by using sampling methodologies
to quickly rule-in or rule-out the need for
further indexing and testing. We also use
pre-formulated queries and libraries that

speed the process.

Classify

Once we’ve identified potential Pll, we
need to Classify the data. In many instanc-
es, this can be automated through the use
of technology and the libraries. In other in-
stances it may require human intervention
(e.g. a review process) to further classify

the data as being PIl or not.
Isolation

Identify Classify

Remediate Isolate

If we do identify Pll, we look to Isolate that data. In some cases this is done in place, where the data is currently
stored. In other cases it involves moving of the data to another location for further analysis.

Remediation

The last stage is Remediation. During this stage we consider the ultimate disposition, or what we want to do with
Pl that we've identified. This could entail implementation of additional security measures to prevent unauthorized
access. Or it could involve securely deleting the data...or any combination the above.

10
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CONCLUSION

In looking at the ultimate benefits achieved by the client using the EIA approach and a Managed Services model,
here’s how they were able to measure the value:

e First, and most importantly,
they found the PII they were
looking for and were able to
successfully remediate it, elim-
inating their risk and potential
issues in the future.

People

10 for 2

e In terms of human resources Multi-disciplinary team

and capital, they ultimately got
the value of having 10 experts
for the cost of 2. Since the ex-
perts included various techni-
cal, risk management and legal
disciplines, the value was even
greater.

Managed
Services

e From the Process standpoint,
the problem and potential so-
lutions were quickly identified.
We then went through an it-
erative process to fine tune the
solution and achieve the re-
sults. We also provided a sort
of “Neighborhood Watch” in
monitoring things as they pro-
gressed and were able to inter-
vene quickly as needed.

e And from the Technology standpoint, we were able to offer several different options from several different
solution providers and then recommend the best solution based on performance and cost benefits. This pro-
vided more options to the client and lower risk as they didn’t have to make a long-term decision to get things
started.
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ABOUT eTERA CONSULTING

eTERA Consulting specializes in helping organizations improve information governance, compliance and discovery
management. We are a technology independent consultancy with a broad range of services from strategic infor-
mation consulting to project-based engagements. Because we are not locked into a particular vendor’s technology,
our clients benefit from flexible service delivery and pricing options.

A unique differentiator for eTERA Consulting is our Early Information Assessment™ (EIA) methodology which we
use to help clients implement a proactive approach to integrating the management of corporate information as it
relates to risk management, regulatory compliance, electronic discovery, litigation hold, records management and
IT storage.

Headquartered in Washington, DC, eTERA has served the legal industry since 2004. The company also maintains
additional offices across the United States. eTERA was named to The Inc. 500 list of fastest-growing private U.S.
companies in 2010.

DISCLAIMER: Legal Information Is Not Legal Advice

eTERA Consulting is not a law firm. This bulletin provides information to help professionals better understand the
intersection between technology and legal processes. But legal information is not the same as legal advice -the
application of law to an individual’s specific circumstances. Although we go to great lengths to make sure our in-
formation is accurate and useful, we recommend you consult a lawyer if you want professional assurance that our
information, and your interpretation of it, is appropriate to your particular situation.

eTERA Consulting

1100 17th Street, NW
Suite 605

Washington, DC 20036
Direct: 315-566-9330
info@eteraconsulting.com
www.eteraconsulting.com
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