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PHI On Photocopier Hard Drives... Is Your Organization At Risk?

Last week, the U.S. Department of Health and Human Services (HHS) announced yet
another HIPAA settlement for more than $1 million. Affinity Health Plan must pay
$1,215,780 for returning multiple photocopiers to its leasing agents without erasing
the data on the hard drives. The hard drives contained protected health information
(PHI). Affinity reported the data breach to HHS in April 2010 and estimated that up to
344,579 individuals were affected by the breach.

The government’s investigation revealed that Affinity failed to incorporate the
electronic PHI stored on photocopier hard drives in its risk analysis, as required by the
Security Rule, and failed to implement policies and procedures when returning
photocopiers to leasing agents.

This settlement demonstrates how PHI may be electronically stored in locations that
are easily overlooked. Has your organization considered PHI stored on photocopier
hard drives in its risk analysis? Do you have policies and procedures regarding the
return of photocopiers to leasing agents? Performing a complete inventory of the
location of all PHI is an essential step to comply with the HIPAA Security Rule.

With the compliance date for the new HIPAA rules approaching on September 23,
2013, in addition to updating your HIPAA program to comply with these rules, you
may want to perform an updated risk analysis and ensure you have considered easily
overlooked storage locations of PHI like photocopier hard drives.

If you have any questions regarding the HIPAA Security Rule, performing a risk
analysis, or compliance with the new HIPAA regulations, please contact your
Thompson Coburn attorney or any of the attorneys in our Health Care or Employee
Benefits practices.




Health Care

Allen D. Allred

Don L. Daniel

James L. Fogle

Evan Raskas Goldfarb
A. Jay Goldstein
Milada R. Goturi
James F. Gunn

Joyce Harris Hennessy
Nicole K. Jobe

Robert N. Kamensky
Richard J. Lang

Joan M. Lebow

Jan Paul Miller
Suzanne E. Ritzler
Claire M. Schenk

Employee Benefits
Cathryn A. Conrad

Paul G. Griesemer
Lori W. Jones
Michael D. Lane
Ruth A. Streit
Patricia A. Winchell

314-552-6001
314-552-6379
314-552-6035
314-552-6198
312-580-2207
202-585-6951
314-552-6189
314-552-6165
314-552-6592
312-580-2247
312-580-2220
312-580-2212
314-552-6365
312-580-2227
314-552-6462

314-552-6021
314-552-6400
314-552-6568
314-552-6522
314-552-6381
314-552-6217

aallred@thompsoncoburn.com
ddaniel@thompsoncoburn.com
jfogle@thompsoncoburn.com
egoldfarb@thompsoncoburn.com
agoldstein@thompsoncoburn.com
mgoturi@thompsoncoburn.com
jgunn@thompsoncoburn.com
jhennessy@thompsoncoburn.com
njobe@thompsoncoburn.com
rkamensky@thompsoncoburn.com
rlang@thompsoncoburn.com
jlebow@thompsoncoburn.com
jmiller@thompsoncoburn.com
sritzler@thompsoncoburn.com
cschenk@thompsoncoburn.com

cconrad@thompsoncoburn.com
pgriesemer@thompsoncoburn.com
ljones@thompsoncoburn.com
mlane@thompsoncoburn.com
rstreit@thompsoncoburn.com
pwinchell@thompsoncoburn.com

Thompson Coburn LLP
Chicago | St. Louis | Southern Illinois | Washington, D.C.
www.thompsoncoburn.com

This newsletter is intended for information only and should not be considered legal advice. If you desire legal advice for
a particular situation you should consult an attorney. The ethical rules of some states require us to identify this as
attorney advertising material. The choice of a lawyer is an important decision and should not be based solely upon
advertisements.




