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The U.S. Department of Health and Human Services (HHS) has recently imposed significant penalties against two entities
for violation of the Health Insurance Portability and Accountability Act of 1996 (HIPAA), signaling the government's intent
to seriously enforce the HIPAA privacy requirements. In one case, Cignet Health (Maryland) was fined $4.3 million dollars
for failing to comply with the HIPAA requirement to provide patients with access to their medical records (actually, $1.3
million for failing to provide the records, and $3 million for not cooperating wit the government's investigation). The
allegations involved the alleged failure of Cignet to provide 41 individuals access to their records between September
2008 and October 2009. During the course of the investigation, Office for Civil Rights (OCR) of the HHS (the office of
enforcement of the HHS for HIPAA privacy issues) determined that Cignet willfully neglected the obligation to cooperate
with OCR and did not attempt to resolve the patient issues. The penalty, which was significant in amount, is the first such
assessment by HHS for failure to comply with the HIPAA requirements.

Continuing its enforcement of HIPAA, two days after the Cignet penalty was imposed, HHS agreed to resolve an issue
with General Hospital Corporation and Massachusetts General Physicians Organization, Inc. (Mass General) regarding
loss of patient records by an employee of an outpatient practice. The employee left documentation containing protected
health information of 192 patients (including diagnosis, such as HIV/AIDS) on a subway train. The resolution agreement
requires Mass General to pay a $1 million dollar penalty, develop/implement detailed policies and procedures, and
conduct training for HIPAA privacy compliance. Unannounced site visits by and reporting to OCR is also required as part
of the resolution agreement.

Considering the clear message that HHS fully intends to enforce the HIPAA privacy requirements and the significant
penalties imposed, covered entities (i.e., health care providers, health plans, and clearinghouses) should review and
update HIPAA privacy policies and HIPAA training. It is important to have frequent reviews/updates to show good faith in
attempting to fully comply with the HIPAA requirements, particularly as changes occur (e.g., changes in vendors,
employee turnover, changes in technology, etc.).
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