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The basic rule for maintaining a trade secret is a follows: Take all 
reasonable steps to keep it secret. If not, the trade secret status 
of the secret may be lost.

While such steps are relatively inexpensive, businesses commonly 
fail to take them. However, the same businesses will often expend 
large amounts of money in seeking patents, even if the resulting 
patents are less valuable than their trade secrets. This typically 
occurs because businesses do not understand (1) what a trade 
secret is, and accordingly are not aware they own valuable trade 
secrets, (2) the enormous value of their trade secrets, or (3) the 
appropriate steps which should be taken to protect their trade 
secrets. While briefly touching on the first two points, the focus 
of this article is the reasonable steps which should be taken to 
protect trade secrets.

While the definition varies between states, a trade secret is 
generally any secret information which gives a business a 
commercial advantage over competitors. Under the Uniform 
Trade Secrets Act (“UTSA”) adopted by most states, trade secret 
information may include “a formula, pattern, compilation, 
program, device, method, technique, or process.”1 For example, 
as defined in Comment b of the Restatement of Torts, a trade 
secret may be “a formula for a chemical compound, a process of 
manufacturing, treating or preserving materials, a pattern for a 
machine or other device, or a list of customers.”2 In fact, a trade 
secret can be a compilation of information which is otherwise 
publicly available, but which took time, effort and expense to 
compile.3 One well-known example of a trade secret is the Coca-
Cola formula.

Beyond the obvious competitive advantages trade secrets can 
offer if utilized in secrecy, trade secrets can be enormously 
valuable if they are misappropriated―whether by a departing 
employee disclosing trade secret information to a competitor or 
through corporate espionage. Such enormous value can include 
(1) a large damage award against the misappropriating party, and 
(2) an injunction or exclusion order against the misappropriating 
party. As an example of the former, in September of 2011 
jurors awarded $919.9 million in damages to DuPont Co., after 
finding that Kolon Industries Inc. misappropriated trade secret 
information relating to the manufacture of Kevlar.4 As an example 
of the latter, the Federal Circuit recently upheld the authority 
of the United States International Trade Commission to exclude 
from importation goods made in China using a misappropriated 
trade secret manufacturing process.5

As to the focus of this article, many businesses are not aware of 
the appropriate steps which must be taken to protect a trade 
secret. Under the UTSA, the information must “[be] the subject of 
efforts that are reasonable under the circumstances to maintain 
its secrecy.”6 If reasonable steps are not taken, a trade secret can 
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be lost. For example, in one lawsuit customer list information kept 
in a drawer was held not to be a trade secret because the drawer 
had been kept unlocked.7 Accordingly, when an employee stole 
customer information from the list to start a competing company, 
the business had no recourse. Similarly, in another case boxed 
confidential materials kept within a locked company vehicle were 
deemed to have lost their trade secret status because employees 
had “potential” access to the vehicle and the box was unmarked.8

The following are some basic steps a business should take to 
protect its trade secrets.

Accessing trade secret information should be restricted to only 
those employees and other persons who have a need to know the 
information. One obvious way to do this is to keep trade secrets 
in a “locked” location, if possible. Such “locking” cannot be 
overdone. For example, in one case, a court held that a former 
employee had misappropriated trade secret manufacturing and 
pricing information because the employee had to bypass locked 
offices, locked file cabinets, and computer passwords in order 
to obtain the information.9

Similarly, any documentary records of a trade secret should 
be kept to a minimum, and unnecessary copies should be 
destroyed.10 As to trade secrets kept in the form of an electronic 
database, firewalls, cryptography, unique user names and 
passwords should be used to protect such information.11

Preventing or restricting access to trade secret information should 
be extended to visitors, such as by requiring visitors to log in at 
the front desk and to be accompanied by an escort while in the 
building. Visitors, even family members, should never have access 
to any areas where trade secrets are kept or where protected 
processes occur.12 If access is necessary, trade secrets should be 
concealed if practicable.13

If possible, it is also advisable to take steps to maintain the 
confidentiality of any separate elements of a single trade secret. 
For example, labels on the ingredients to a trade secret formula 
or recipe can be coded to prevent employees or visitors from 
learning the ingredients.14 At one time, for example, Coca-Cola 
ingredients were simply referred to as ingredients 1 through 9, 
and suppliers were required to use only the ingredient numbers 
on invoices.

It is also advisable to divide the elements of a single trade secret 
between various employees, contractors, or suppliers if possible. 
For example, Kentucky Fried Chicken uses different suppliers 
to supply each ingredient of its “secret recipe” seasoning, thus 
preventing any one supplier from knowing the entire recipe.15 As 
another example, in building or assembling a trade secret device 
or structure, the work can be divided between contractors such 
that no one contractor has knowledge of the entire trade secret.16 
As yet another example, trade secrets divisible by geographic 
area, such as customer lists, need only be given to employees 
who work in those geographic areas.17

Furthermore, all employees, contractors, customers, suppliers, 
or others who must have access to trade secret information 

should be required to sign an appropriate agreement beforehand 
restricting any use or disclosure of such trade secrets.18 Such 
agreements are especially enforceable if the trade secrets are 
identified in the agreement.19 The absence of such an agreement 
can be a factor in a later court determination that reasonable 
precautions were not taken,20 and additional consideration is 
sometimes required for such an obligation to be enforceable.21 
While employees usually have an implied duty not to use or 
disclose the trade secrets of their employer, the aforementioned 
agreements are useful to clarify, and provide notice of, the trade 
secret status of certain information. As discussed below, such 
notice is often useful in later establishing misappropriation of the 
trade secret information at issue. Such agreements—often referred 
to as confidentiality or nondisclosure agreements—typically 
restrict an employee from using or disclosing an employer’s trade 
secrets. It is also recommended that employees be reminded of 
such obligations (1) through training or instructions,22 (2) materials 
such as employee handbooks,23 preferably signed to acknowledge 
that the material was read and understood, and (3) on a periodic 
basis, such as during employee performance reviews.

Trade secrets may additionally be protected through non-
compete agreements, which restrict a former employee from 
engaging in competitive activities for a reasonable period of time 
within a reasonable territory. The appropriateness of such non-
compete restrictions will vary from state to state.

In addition to restricting access, steps should be taken to provide 
notice to others that the information in question is indeed a trade 
secret. This is advisable because trade secret misappropriation 
typically is deemed to have occurred when (1) a person acquires 
the information knowing or having reason to know it was acquired 
by improper means, or (2) there is a disclosure or use of a trade 
secret, without the owner’s consent, by a person who knew or had 
reason to know that his or her knowledge of the trade secret was 
derived from or through a person who had used improper means 
to acquire it or who had acquired it under circumstances giving 
rise to a duty to maintain its secrecy. In other words, the thief of 
a trade secret must generally know or have reason to know that it 
was a trade secret to be liable for misappropriation. Accordingly, 
companies should take all reasonable steps to designate trade 
secrets as trade secrets and to remind their employees and others 
of their trade secret obligations.

For example, all documents and materials including trade 
secret information should be marked as such, with appropriate 
confidentiality legends.24 Similarly, entry signs or legends should 
be used to warn that trade secret information is contained within 
rooms, files, drawers, computer files, or other areas where trade 
secret information is kept and that access to such information 
is restricted.

Another precaution that should be employed, but often is not, 
is the exit interview trade secret reminder. Such reminders can 
be a factor in a later dispute whether reasonable secrecy steps 
were taken.25 More specifically, a departing employee should be 
(1) reminded of his or her confidentiality obligations regarding 
trade secrets of the company, even if the employee never signed a 
confidentiality agreement, and (2) asked to return all confidential 
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materials belonging to the business. The departing employee 
could also be asked to sign a document acknowledging his or 
her trade secret obligations.

The exit interview should be documented and a follow-up letter 
should be sent to the departing employee to again confirm all 
trade secret obligations. It is recommended that all such verbal 
and written reminders include a general description of the trade 
secret information which the departing employee has knowledge 
of or has been exposed to―without disclosing the actual trade 
secrets. This will prevent the employee from later claiming 
ignorance of the status of certain information as being a trade 
secret or any corresponding trade secret obligations.26

The departing employee should also be asked to disclose their 
next employer. An obligation to do so should be addressed in 
the initial hiring agreement and could include a continuing 
obligation to do so for a certain number of years following the 
employee’s departure. This information is necessary in order to 
warn the next employer or employers, preferably in writing, that 
the departing employee has trade secret obligations regarding 
certain types of information which can be identified in general 
terms. This prevents the next employer from claiming that it was 
not aware that particular information was a trade secret and that 
the employee was restricted from disclosing or using it at the new 
job. In fact the departing employee can sometimes be enjoined 
from assuming the new position if there is a substantial likelihood 
that trade secret information will be disclosed or used.27

In summary, a business should take all reasonable precautions 
available to protect its trade secrets. Given the variety of 
business practices and trade secret information which can be 
at issue, and the varying laws between states, an attorney should 
always be consulted in developing and instituting a trade secret 
protection program.
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