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Chairman Rockefeller Requests
Cybersecurity Input From Fortune
500 Companies

By D. Reed Freeman, Jr. and Nicholas Datlowe

On September 19, Senator John D. (Jay) Rockefeller IV (D-WV), chairman of the
Senate Committee on Commerce, Science and Transportation, sent a letter to the
CEOs of all Fortune 500 companies seeking their input on the nation’s
cybersecurity needs. Responses are due by Friday, October 19. Sen.
Rockefeller intends to use the letter to continue his drive towards the passage of
cybersecurity legislation, which faltered in the Senate last month.

Senator Rockefeller’s letter states his strong belief that the Senate’s failure to
pass cybersecurity legislation last month leaves the country increasingly
vulnerable to cyber threats. He places the blame for the filibuster that blocked the
bill largely on the United States Chamber of Commerce. The purpose of the
letter, he says, is to seek the unfiltered views of the nation’s biggest companies on
issues associated with the legislation.

In sending the letter to the CEOs, Senator Rockefeller is essentially performing an
end run around the Chamber of Commerce. He states that he would be
“surprised to learn” that American companies, realizing that what’s good for
national security is good for their bottom line, would be as “intransigently opposed”
to cybersecurity legislation as the Chamber of Commerce. It is clear that the
Chairman is interested in discovering the kinds of cybersecurity measures that the
private sector can support in the interests of developing a comprehensive
legislative solution to national cybersecurity threats.

The letter seeks responses to eight sets of questions, relating not only to
corporate cybersecurity practices, but also the concerns that companies may have
with the role of the federal government in establishing various cybersecurity
programs. The questions are:

1. Has your company adopted cybersecurity best practices?
2. If so, how were they developed?

3. Were they developed solely within the company, or outside?
If outside, by whom?
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4. When were they developed? How frequently are they updated? Are your directors or audit committee kept
informed about the adoption and implementation of them?

5. Has the federal government played any role in the development of these practices?

6. What are your concerns with a voluntary program that enables the federal government and private sector to
develop cybersecurity best practices?

7. What are your concerns with the federal government conducting, in conjunction with the private sector, a risk
assessment to determine the nation’s cybersecurity vulnerabilities?

8. What are your concerns with the federal government determining, in conjunction with the private sector, the
nation’s most critical cyber infrastructure?

The chairman requests responses by Friday, October 19, 2012. A copy of the letter, addressed to the CEO of IBM, can
be found here. The press release accompanying the letter, including a list of all the companies to whom the letter was
addressed, can be found here.
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