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Data Privacy Update

Massachusetts regulations to protect consumer personal information
contain March 1, 2012 deadline.

February 17, 2012

The strict Massachusetts data privacy and security regulations (201 C.M.R. 17) that took effect March 1,
2010 are designed to protect personal information of Massachusetts residents (including the combination
of an individual’s name with financial, bank or credit card account, driver’s license, or social security
numbers). The regulations require companies handling this type of information to adopt a
Comprehensive Written Information Security Program and to encrypt personal information on laptops
and other portable devices (as well as data transmitted across public networks or wirelessly), among
other administrative, technical, and physical safeguards. Please see our LawFlash, “Massachusetts
Regulations Governing Protection of Consumer Information to Take Effect March 1, 2010” (Aug. 27,
2009), available at www.morganlewis.com/pubs/MAConsumerinfoProtection_27aug09, for a summary
of these regulations.

Companies subject to these regulations must also take reasonable steps to ensure that their third-party
service providers that will have access to this data will protect it in the same way. Regulators understood
that companies might need time to obligate by contract certain vendors (those with whom they did
business prior to March 1, 2010) to meet this standard, and gave them a period of time to amend those
agreements. This compliance grace period ends March 1, 2012. By that date, companies should have
contractual obligations with all existing vendors that handle such personal information requiring the
vendors to protect the information as set out in the regulations.

Companies that rely on third-party service providers to receive, store, maintain, or process the personal
information of Massachusetts residents should consider whether their agreements with those vendors
sufficiently commit them to maintain relevant security measures. If the third-party service providers
process this type of data for other companies, they likely have been meeting this standard since March 1,
2010, or shortly thereafter, but some older contracts may not technically obligate them to do so.

As the end of the grace period approaches, companies should check relevant contracts to see if they
sufficiently address this issue. If not, such contracts should be amended this month. In many cases,
amendments can be handled by a short, countersigned letter, but it is important that such a letter have the
effect of a formal amendment to an existing agreement. In general, all contracts with vendors handling
this kind of data should have appropriate data protection language. It is also good practice for companies


http://www.morganlewis.com/pubs/MAConsumerInfoProtection_27aug09

to ensure that such contracts provide the right to audit the service provider’s compliance with the
Massachusetts regulations (including the right to receive a copy of the service provider’s comprehensive
written information security program), require that the service provider return or destroy all personal
information that may have been provided to it upon the termination of the contract, and mandate that the
service provider provide prompt notification in the event of a security breach.

Morgan Lewis has experience guiding businesses through new policies and programs to address the
Massachusetts regulations, including the third-party service provider contractual language requirement
and security concerns generally. We have also developed breach notification plans and assisted
businesses in coping with the consequences of a data breach. For more information about the issues
discussed in this LawFlash, please contact one of the following Morgan Lewis attorneys:

Boston

Todd S. Holbrook 617.341.7888 tholbrook@morganlewis.com
Philadelphia

Barbara Murphy Melby 215.963.5053 bmelby@morganlewis.com
Gregory T. Parks 215.963.5170 gparks@morganlewis.com
Michael L. Pillion 215.963.5554 mpilion@morganlewis.com
Washington, D.C.

Ron N. Dreben 202.739.5213 rdreben@morganlewis.com
Joseph E. Washington 202.739.5965 jwashington@morganlewis.com

About Morgan Lewis’s Advertising, Consumer Protection, and Privacy Practice

Morgan Lewis’s Advertising, Consumer Protection, and Privacy Practice consists of more than 40
lawyers and legal professionals serving clients in a broad range of industries. Our team has experience
litigating federal and state false advertising and unfair competition claims brought by competitors,
federal and state government agencies, and consumer classes. We regularly advise on U.S. and global
advertising and marketing regulations and clearance requirements, and analyze contests, sweepstakes,
and promotions in social media, the Internet, and more traditional media to ensure compliance with the
myriad rules and regulations involved. Our comprehensive array of privacy and data security experience
includes advising clients on compliance with U.S. (federal and state) and EU data security requirements.
We also draft and negotiate a full range of agreements in connection with innovative marketing and
promotional activities. For more information about the Advertising, Consumer Protection, and Privacy
Practice, please visit us online at www.morganlewis.com/acpp.

About Morgan, Lewis & Bockius LLp

With 22 offices in the United States, Europe, and Asia, Morgan Lewis provides comprehensive
transactional, litigation, labor and employment, regulatory, and intellectual property legal services to
clients of all sizes—from global Fortune 100 companies to just-conceived startups—across all major
industries. Our international team of attorneys, patent agents, employee benefits advisors, regulatory
scientists, and other specialists—nearly 3,000 professionals total—serves clients from locations in
Beijing, Boston, Brussels, Chicago, Dallas, Frankfurt, Harrisburg, Houston, Irvine, London, Los
Angeles, Miami, New York, Palo Alto, Paris, Philadelphia, Pittsburgh, Princeton, San Francisco, Tokyo,
Washington, D.C., and Wilmington. For more information about Morgan Lewis or its practices, please
visit us online at www.morganlewis.com.
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specific matter, nor does this message create an attorney-client relationship. These materials may be considered Attorney Advertising in some states.
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