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As you will recall from our prior alerts, the Health Information Technology for Economic and
Clinical Health Act of 2009 ("HITECH Act”) made several significant changes to HIPAA
related to the privacy and security of protected health information (*"PHI"”). Among the more
significant changes to HIPAA under the HITECH Act are: strengthened enforcement
mechanisms and penalties for HIPAA violations; new PHI breach notification requirements;
new requirements that business associates comply with HIPAA security requirements and
certain HIPAA privacy requirements; imposition of sanctions on business associates for
HIPAA violations; expansion of certain rights of patients regarding their PHI; and additional
restrictions on certain uses and disclosures of PHI. Some of these changes, such as the PHI
breach notification requirements and strengthened enforcement and penalties, are already
in effect. A number of additional changes will take effect on February 17, 2010 and we
want to be sure you are aware of these upcoming changes.

The primary changes taking effect February 17, 2010 include the following:

. The Department of Health and Human Services will start conducting periodic audits of
covered entities and business associates to ensure compliance with HIPAA
requirements;

. Business Associates will be required to comply with HIPAA Security requirements and
certain HIPAA Privacy requirements and will be subject to sanctions for failure to do
SO;

. Patients will have the right to restrict the disclosure of their PHI to insurance
companies in certain situations;

. Patients will have the right to request a copy of their electronic health record if a
covered entity uses electronic health records;

. Additional restrictions are imposed on the use of PHI for marketing purposes; and

. Individual employees may be held liable for improperly using or disclosing PHI
without a HIPAA compliant authorization.

These new requirements will require updates to current HIPAA policies and procedures to
ensure continued compliance with HIPAA and the HITECH Act. Importantly, the changes
affecting Business Associates will likely require amendment of all existing
Business Associate agreements by February 17, 2010. Please contact one of the
attorneys in our Health Care Practice Group if you have any questions regarding these
requirements or would like our assistance in updating your organization’s existing HIPAA
policies or Business Associate agreements.
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For a print version of this Client Alert, click here.

If you would like to discontinue receiving future promotional e-mail from Thompson Coburn
LLP, click here to unsubscribe.

This e-mail was sent by Thompson Coburn LLP, located at One US Bank Plaza, St. Louis,
MO 63101 in the USA. The choice of a lawyer is an important decision and should not be
based solely upon advertisements. The ethical rules of some states require us to identify
this as attorney advertising material.

This newsletter is intended for information only and should not be considered legal advice.
If you desire legal advice for a particular situation you should consult an attorney.
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