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SEC ADOPTS FINAL RULES TO ESTABLISH WHISTLEBLOWER PROGRAM

The Dodd-Frank Wall Street Reform and
Consumer Protection Act (the “Act”), adopted
in July 2010, added a new Section 21F to the
Securities Exchange Act of 1934, entitled
“Securities Whistleblower Incentives and
Protection.” On May 25, 2011, the Securities
and Exchange Commission (“SEC” or
“Commission”) adopted final rules
implementing the provisions of Section 21F.
The final rules go into effect August 12, 201 1.!

The SEC whistleblower program, modeled
after the provision of the federal False Claims
Act,? is intended to encourage individuals to
expose securities law violations by providing
qualifying whistleblowers with a monetary
award. Specifically, the rule provides that an
individual will be considered for an award of
between 10% and 30% of total monetary
sanctions collected if the SEC (or certain other
agencies) brings an action or group of related
actions based on the whistleblower’s original
information and if the aggregate amount

" Pub. L. No. 111-203, § 922(a), 124 Stat 1841 (2010);
“Implementation of the Whistleblower Provisions of
Section 21F of the Securities Exchange Act of 1934,”
SEC Release No. 34-64545 (May 25, 2011) available at:
http://sec.gov/rules/final/2011/34-64545.pdf; “SEC
Adopts Rules to Establish Whistleblower Program,” SEC
Press Release (May 25, 2011) available at:
http://www.sec.gov/news/press/2011/2011-116.htm.

231 U.S.C. §§ 3729-33. The False Claim Act only
applies to financial fraud against the government. In
contrast, the Dodd-Frank Act is much broader and
applies to fraud committed by any company that falls
within the jurisdiction of the SEC or the CFTC.

collected from these actions exceeds

$1,000,000.

A number of commentators expressed concern
when the SEC’s proposed whistleblower rules
were first proposed that the rules would
eviscerate internal compliance programs which
companies had been required to adopt by the
Sarbanes-Oxley Act of 2002 (Sarbanes-Oxley).
Because of the financial incentives offered by
the whistleblower rules, an employee with
knowledge of a violation could be encouraged
to bypass the employer’s compliance process
and go to the SEC directly. If this became
accepted practice, critics said, it would render
internal compliance procedures meaningless,
leaving the employer to learn of the violation
first from the SEC investigator responding to
the employee’s information. Some went so far
as to suggest that exhaustion of the internal
compliance process should be a prerequisite to
qualification for an award.

As a result of these comments (which
continued to be expressed by the dissenting
commissioners in the 3-2 vote adopting the
final rules), the SEC made a number of
adjustments designed to encourage (but not
require) employees to take advantage of
internal compliance mechanisms. However,
despite the changes in the final rules, discussed
below, it seems likely that the incentive
program as finally adopted will have a negative
effect on participation in  employers’
compliance programs. For some suggestions as
to how to minimize this negative effect, see
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“Potential Impact and Recommendations”
below.

QUALIFYING FOR AN AWARD
Whistleblower

Only persons who fit within the specific
definition of a whistleblower and have a
“reasonable belief” that a securities violation
has occurred will qualify to receive an award
under the Act. Furthermore, only a qualifying
whistleblower will be entitled to the protection
of certain anti-retaliation provisions adopted as
part of the Act and the SEC’s rules.

A whistleblower is defined as an individual or a
group of individuals (but not an entity) who
provides the SEC with information that pertains
to a “possible” violation of federal securities
law (or a rule or regulation promulgated by the
Commission) that “has occurred, is ongoing, or
is about to occur.” The submission must be in
accordance with SEC procedures.

Voluntary Production of Information

The whistleblower must “voluntarily” disclose
the information. A disclosure will be
considered voluntary if the whistleblower
makes his or her submission to the SEC before
a request or demand is received which seeks
information related to the subject matter of the
whistleblower’s submission. The
whistleblower’s  disclosure will still be
considered voluntary unless the previously-
issued request or demand was specifically
directed to the whistleblower or a

? The Commission adopted the term “possible” violation
over “potential” or “likely” violation because it felt the
latter term would make it difficult to assess promptly
whether to accord an individual whistleblower status.
Information regarding “possible” violations would
qualify if it indicates “a facially plausible relationship to
some securities law violation.” See SEC Release No. 34-
64545 at 13.

representative of  the whistleblower.
Furthermore, the voluntariness of the
submission will only be affected by previously-
received requests emanating from particular
agencies.

Thus, broad demands previously delivered to
the whistleblower’s employer (as opposed to
the individual whistleblower) would not
preclude a subsequent submission from the
individual from qualifying as voluntary. Even a
demand specifically directed to the individual
must come from the SEC, a state securities
authority, the Public Company Accounting
Oversight Board, a self-regulatory organization
(such as FINRA or a stock exchange),
Congress, a federal agency, or a state attorney
general. Thus, a prior demand directed to the
individual that is issued by state regulators
other than securities regulators would not make
the individual’s disclosure to the SEC
involuntary.

Original Information

The whistleblower must provide the SEC with
“original” information. Information will be
considered original if it is based on the
whistleblower’s independent knowledge or
independent analysis. It is not required,
however, that the information be based on the
individual’s first-hand observations. Also, the
information disclosed by the whistleblower
must not be known already to the SEC and it
must not have been procured entirely from
governmental or judicial proceedings or from
the news media — unless the whistleblower was
the original source of the information detailed
in governmental or judicial proceedings or the
news media. In the latter case, the published
information would still be considered
“original” and the whistleblower may still
qualify for an award.
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Successful SEC Enforcement

The information provided to the SEC must
ultimately “lead to” a successful enforcement
action. Information will be considered to have
led to successful enforcement under three
situations: (1) If the SEC opens a new
investigation, reopens a closed investigation, or
opens a new line of inquiry in an existing
investigation due to the highly specific and
credible nature of information provided; (2) if
the information provided significantly aids the
SEC in achieving success in an investigation
already underway; or (3) if the whistleblower
supplies information to his/her employer
through its internal compliance program before
or at the same time he/she provides information
to the SEC, the employer subsequently
provides the information to the SEC, and the
information provided to the SEC by the
employer satisfies prong (1) or (2) described
above.

Monetary Sanctions Exceeding $1 Million

Finally, in order for an award to be payable, the
enforcement action (or actions) commenced by
the SEC (or other specified “related” agencies)
must result in the recovery of monetary
sanctions in excess of $1,000,000.

FURTHER LIMITATIONS ON WHO CAN
QUALIFY

The final rules provide that certain individuals
are excluded from award consideration.
Generally, officers, directors, trustees, and
partners cannot qualify for an award. Nor can
compliance personnel, internal audit personnel,
or individuals specifically retained to conduct
inquiries into potential violations of law. Such
individuals are presumed to have obtained
knowledge of the purported violation as a result
of their positions or special relationships with
the company. However, one of these
individuals may still qualify as a whistleblower
if he or she possesses a reasonable basis to

believe that disclosure is necessary to prevent
conduct that is likely to cause substantial
financial injury to the company or its investors.

In addition, information acquired by an
attorney that is subject to the attorney-client
privilege cannot be used to qualify for an award
unless an exception to the ethical rules
applicable to the attorney permits disclosure.

ANTI-RETALIATORY PROVISIONS

To further encourage disclosure of relevant
information, the final rules provide
whistleblowers ~ with  protection  against
retaliation by the alleged offender. The rules
specifically prohibit the company from taking
retaliatory measures in response to a disclosure
and provide whistleblowers with a private
cause of action in the event they suffer
discrimination or termination. In addition, the
SEC retains the power to enforce the anti-
retaliation provisions itself.

INTERNAL REPORTING NOT REQUIRED

As noted above, one of the most controversial
features of the new SEC rules is that internal
reporting of potential violations continues to be
voluntary. It is not a pre-condition to qualifying
for an award. Instead, the final rules permit
whistleblowers to bypass internal reporting
obligations and report suspected violations
directly to the SEC. According to the adopting
release, the SEC believed a greater number of
credible tips could be generated by not
mandating internal reporting." However, the
SEC has tried to address concerns about
undercutting internal compliance efforts by
providing several incentives to encourage
internal reporting.

First, if the whistleblower initially reports the
violation internally and the company then
commences its own investigation, all

* See SEC Release No. 34-64545 at 5.
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information a company subsequently reports to
the SEC will be attributed to the initial
whistleblower. Thus, even if the original tip
from an employee might not have “led to” a
successful proceeding, the employee can point
to the entire company disclosure as the basis
for the investigation’s success and therefore as
justification for an award. Second, internal
reporting is specifically cited among the factors
to be considered by the SEC in determining
whether to make a larger award, while
interference ~ with  internal ~ compliance
procedures would be considered as a factor
favoring a smaller award.

Despite these incentives, however, the final
rules leave open the door to the possibility that
whistleblowers could choose to bypass internal
reporting.

POTENTIAL IMPACT AND RECOMMENDATIONS

The SEC anticipates that the impact of the new
rules will prove substantial. It predicts it will
receive upwards of 30,000 tips in the coming

year.”

For companies who have already invested
heavily in implementing compliance programs,
the new whistleblower rules increase the
pressure to ensure that these programs are
robust, transparent and user-friendly. Of
course, there will always be employees who
only act because of the prospect of cash.
However, companies can take advantage of the
fact that a whistleblower will be given the
benefit of any additional information which the
company may uncover and report as a result of
his or her tip. If the company is able to
convince most of its employees that senior
executives will deal with reports of potential
violations quickly and effectively and without
retaliation, the prospect of this additional
benefit, plus the possibility of a higher award,
may in fact encourage internal reporting. And if

5 See SEC Release No. 34-64545 at 209.

the company can successfully elicit such
reports, it will gain a distinct advantage in
terms of having an opportunity to ascertain
relevant facts before the SEC gets involved
and, if reporting to the SEC is deemed
necessary, being able to position itself more
effectively in its dealings with the agency.

Without strong and frequently communicated
support for internal compliance from the top,
however, the ordinary employee may be
tempted to conclude that the company’s
compliance program exists only on paper. If he
or she believes that reports of violations will go
nowhere or will get bogged down in internal
procedures—or that subtle (or not so subtle)
penalties may result from internal reporting—
the likelihood is that the incentives in the rules
designed to encourage internal disclosures will
be ignored. In that case, the employee will
more likely bypass internal reporting and go
directly to the SEC. It is thus in the company’s
interest to do all it can to support internal
disclosure.

ek

The foregoing is intended to summarize the SEC’s
proposed new rules regarding whistleblowers who report
possible SEC violations. If you would like to learn more
about this topic or how Pryor Cashman LLP can serve your
legal needs, please contact Stephen M. Goodman at (212)
326-0146 or Robert W. Ray at (212) 326-0832.
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