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IMO Interim Guidelines: Recent Developments
in Maritime Cyber Risk Management

By Kate B. Belmont

The author of this article discusses the International Maritime Organization Interim
Guidelines on Maritime Cyber Risk Management, which is a call to action for the
maritime industry.

Cyber risk management continues to be one of the most significant challenges
currently facing the maritime industry. With an overreliance on information tech-
nology (“IT”) and operational technology (“OT”), the shipping industry is vulnerable
to cyber risks, cyber threats, and cyber attacks that could result in significant damages
and loss, including loss of business and damage to reputation and property. While the
maritime industry has yet to be regulated, various stakeholders have recognized the
need for the industry to address cyber risk. As the U.S. Coast Guard continues to assess
and evaluate cyber risk throughout the marine transportation system, the International
Maritime Organization (IMQO?) and various industry organizations have issued guide-
lines on cyber risk management this past year. Most notably, the IMO approved
Interim Guidelines on Maritime Cyber Risk Management (IMO Interim Guide-
lines”).

THE SIGNIFICANCE OF THE IMO INTERIM GUIDELINES

The IMO Interim Guidelines are high-level recommendations for maritime cyber
risk management, and are intended for all organizations in the shipping industry. This
is a significant development as “The Guidelines on Cyber Safety and Security Onboard
Ships” (“Industry Guidelines for Onboard Ships”), which was produced by BIMCO,
CLIA, ICS, INTERCARGO, and INTERANKO and released in January of 2016, is
limited in its recommendations to cyber risk management for onboard ship operations.
In contrast, the IMO Interim Guidelines provide recommendations for safety and
secure management practices for all stakeholders in the shipping industry. How does
the release of these guidelines affect the maritime industry? While no regulations have
been established yet, both sets of guidelines have created a greater level of care and can
now be considered best practices for owners and operators, and should be carefully
considered and incorporated into current safety and security risk management
processes.

Kate B. Belmont is an associate at Blank Rome LLP concentrating her practice in the areas of
admiralty and maritime law, commercial litigation, and arbitration. She may be contacted at kbelmont@
blankrome.com.
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IMO INTERIM GUIDELINES & MARITIME CYBER RiSKk MANAGEMENT

ADDRESSING CYBER RISK MANAGEMENT

In addressing cyber risk management, the IMO Interim Guidelines outline various
systems used throughout the marine environment that are susceptible to cyber risk.
Vulnerable systems include:

¢ bridge systems;

e cargo handling and management systems;

e passenger servicing and management systems;
e access control systems; and

e communication systems.

Accessing or interconnecting these systems leads to cyber risk, and as cyber tech-
nologies have become essential to the maritime industry, these systems must be
protected. Significantly, the IMO Interim Guidelines make the distinction between
IT and OT systems, which is critical in the greater understanding of cyber risk. IT
systems focus on the use of data as information and are commonly identified as
transaction systems, including business systems and information systems. OT
systems focus more on the use of data to control or monitor physical processes or
equipment. As the maritime industry is reliant on both IT and OT systems, it is
important to understand that cyber risk extends to all systems that are reliant on
information communication technology—for example, systems operated by finance
and administrative departments and those operated by engineers, technicians, and
crew.

The IMO Interim Guidelines state that vulnerabilities in these systems can be
exploited intentionally or unintentionally. The threats facing these systems range
from intentional, malicious actions, including hacking or introduction of malware,
to unintentional consequences of poor cyber risk management, including outdated
software, ineffective firewalls, the absence of network segregation, and procedural
lapses. While the IMO Interim Guidelines do not address every possible cyber
threat and vulnerability, these guidelines make clear that effective cyber risk manage-
ment should consider all kinds of threats. The IMO also correctly notes that these
technologies and threats are constantly changing, therefore effective cyber risk manage-
ment must be holistic and flexible and evolve as a natural extension of existing safety
and security management practices.

The IMO Interim Guidelines address the elements of effective cyber risk manage-
ment, which is defined as “the process of identifying, analyzing, assessing, and
communication cyber-related risk and accepting, avoiding, transferring, or mitigating
. . . . »
it to an acceptable level considering costs and benefits of actions taken to stakeholders.
Both the IMO Interim Guidelines and the Industry Guidelines for Onboard Ships
state that effective risk management should start at the senior management level. To
best achieve effective cyber risk management, a culture of cyber risk awareness must be
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incorporated into all levels of an organization. Cyber risk policies and procedures can
be unique to each organization and must be constantly evaluated and evolving.

A CALL TO ACTION FOR THE MARITIME INDUSTRY

Owners and operators must take heed of the Interim Guidelines on Maritime Cyber
Risk Management. Although “recommendatory,” along with the Guidelines on Cyber
Safety and Security Onboard Ships, a new standard of care and best practices have been
established in the maritime industry. Owners and operators will be held to a higher
standard when dealing with loss and damages resulting from a cyber attack or breach.
Cyber threats, vulnerabilities, and loss have plagued the maritime industry for years,
but effective cyber risk management has only recently become a priority. That said,
owners and operators can no longer claim ignorance to dangers posed by cyber threats
and must take the appropriate steps to mitigate cyber risk and avoid potential liability
for any loss or damages resulting from a cyber breach or attack.

Ports continue to be targets for cyber attacks from malicious actors, mainland 1T
systems at major shipping companies continue to be besieged with malware and spear-
phishing campaigns, and onboard ship systems continue to be vulnerable to inten-
tional and unintentional cyber threats. With its overreliance on I'T and OT systems, its
reliance on outdated software, and its failure to develop current and effective cyberse-
curity practices, the maritime industry is faced with the unique challenge of mitigating
cyber risk on many different levels. While the IMO Interim Guidelines are not
mandatory, they serve as a baseline for better understanding and mitigating cyber
risk, and should be referenced in developing sound cyber risk management policies
and procedures. Failure to actively engage in cyber risk management will result in
increased liability for owners and operators.

For additional guidance on the implementation of cyber risk management proce-
dures and practices, the IMO also recommends referring to the Guidelines on
Cyber Safety and Security Onboard Ships; ISO/IEC 27001 standard on Information
technology — Security techniques — Information security management systems—
Requirements; and the United States National Institute of Standards and Technol-
ogy’s Framework for Improving Critical Infrastructure Security (the NIST
Framework).
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