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French Court Of Appeals Ruling Upholding
Competition Authority’s Search And Seizure Of
Company Employees’ Emails
By Olivier Proust, of Hunton & Williams, Brussels.

Introduction

On February 19, 2010, the Court of Appeals of Ver-
sailles (the ‘‘Court’’) upheld the unlimited search and
seizure of a company’s emails by several agents (‘‘Com-
petition Authority agents’’) of the French Competition
Authority (‘‘Autorité de la Concurrence’’).1 These
agents had been authorized by a French ‘‘freedoms
and custody judge’’2 to inspect the emails of several
employees for the purposes of an investigation into an
alleged abuse of a dominant position in the pharma-
ceutical market.

Under French law, Competition Authority agents may
conduct on-site investigations on a company’s premises
if the company is suspected of anti-competitive prac-
tices (e.g., being involved in a cartel or abusing its
dominant position).3 During their investigation, they
may access and obtain copies of any books, invoices
and other company documents, and any information
that is relevant to their investigation, and may seize any
documents or information support to this end.4

In the Janssen-Cilag case, the company under investiga-

tion and several of its employees challenged the valid-
ity of the search, on the grounds that the Competition
Authority had seized all employee emails without se-
lecting those relevant to the investigation, and that pri-
vate documents belonging to employees and third par-
ties were included in the search, in alleged violation of
those individuals’ privacy rights, of the right to the se-
crecy of correspondence and of the right to the protec-
tion of personal data. The Court ruled that the seizure
of certain personal documents belonging to employees
or documents that may be irrelevant to the investiga-
tion does not invalidate the entire search (which was
pre-approved by a judge). The Competition Authority
is required, however, to return the copies of these
documents to their owners. The Court also ruled that,
in this context, seizing computer files does not consti-
tute a data processing activity and, therefore, the
French Data Protection Act5 does not apply.

The Janssen-Cilag case illustrates how the investigative
powers of the Competition Authority may conflict with
employees’ right to privacy, and shows that there is a
possible conflict of laws between data protection and
competition law. In particular, this case raises the ques-
tion as to whether the French Data Protection Act ap-
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plies to the Competition Authority and whether a public
investigation should be conducted within the limits and
boundaries of data protection law.

1. Application of the French Data Protection
Act to Public Investigations

1.1 The French Data Protection Act Applies to
Public Authorities

When enacted in 1978, the purpose of the French Data
Protection Act was to create an independent administra-
tive authority (i.e., the CNIL)6 that would counterbal-
ance certain activities of the State that were perceived as
dangerous.7 Since then, the Act has been amended,8

but continues to regulate all data processing activities,
both private and public. Indeed, the scope of the Act is
broadly defined, so that it applies ‘‘to automatic process-
ing of personal data as well as non-automatic processing
of personal data that is or may be contained in a per-
sonal data filing system’’.9

Public authorities are clearly identified in the French
Data Protection Act as a type of data controller.10 Al-
though there is no legal definition of a ‘‘public author-
ity’’ under French law, this concept is commonly under-
stood to mean governmental and administrative bodies,
such as ministries, law enforcement authorities, judicial
and administrative authorities, and local or regional
councils. Independent administrative authorities, such
as the Competition Authority,11 may also qualify as pub-
lic authorities, even though there is no clear definition
of an ‘‘independent administrative authority’’ under
French law.12 The better view is, therefore, that the
Competition Authority is a data controller, insofar as a
public investigation is considered to be a data process-
ing activity carried out in France.13

1.2 A Public Investigation May Constitute a Data
Processing Activity

The Janssen-Cilag case raises the question as to whether
a public investigation conducted by the Competition Au-
thority constitutes a data processing activity. The plain-
tiffs in this case claimed that the Competition Authority
agents had conducted their investigation in violation of
the French Data Protection Act. The Court, however,
ruled against the application of the French Data Protec-
tion Act in this case, on the grounds that the search and
seizure of computer files by the Competition Authority
did not constitute a data processing activity.14 If this rul-
ing were to be examined by the Court of Cassation, it is
not clear that it would be confirmed, because it appears
to ignore the legal definitions of ‘‘personal data’’ and
‘‘data processing’’.

The concepts of ‘‘personal data’’ and ‘‘data processing’’
are clearly defined in the French Data Protection Act.
‘‘Personal data’’ is defined as ‘‘any information relating
to a natural person who is identified, directly or indi-
rectly, by reference to an identification number or to
one or more factors specific to him’’.15 Whether or not
an individual is ‘‘identified or identifiable’’ from the in-
formation available usually depends on a number of fac-
tors, such as the physical, psychological, mental, eco-

nomic, cultural or social identity of the individual.16

Some of the information contained in electronic docu-
ments, such as emails, is likely to qualify as personal data
(i.e., name, email address, and contact details of the
sender and the recipient).17

The act of ‘‘processing’’ personal data is defined broadly
as ‘‘any operation or set of operations in relation to such
data, whatever the mechanism used, especially the ob-
taining, recording, organization, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making avail-
able, alignment or combination, blocking, deletion or
destruction’’.18 During their investigation, the Competi-
tion Authority agents accessed, retrieved and prepared
an inventory of computers files, which were then burned
onto a DVD for further analysis. Therefore, under data
protection law, these operations are considered to be au-
tomatic data processing activities.

Furthermore, the EU Article 29 Working Party (‘‘Work-
ing Party’’)19 considers that any collection, use or stor-
age of information about employees by electronic means
will most likely fall within the scope of data protection
legislation and that the monitoring of emails necessarily
involves the processing of personal data.20 In the pri-
vate sector, employee monitoring activities (e.g., moni-
toring of internet activities, whistleblowing procedures,
or corporate investigations) are recognized by privacy
practitioners21 and data protection authorities22 as data
processing activities, which strongly suggests that public
investigations may also fall within the scope of the
French Data Protection Act.

2. Legitimacy of Processing for the Purpose
of a Public Investigation

The protection of personal data is based on several prin-
ciples aimed at protecting the fundamental rights and
freedoms of individuals.23 Assuming that a public inves-
tigation constitutes a data processing activity, this would
mean that the Competition Authority agents must con-
duct their investigations in compliance with the data
protection rules and principles.

2.1 Legitimate Basis for Conducting an
Investigation

One of the fundamental principles for the processing of
personal data is ensuring that it is carried out fairly and
lawfully.24 Personal data must be obtained for ‘‘speci-
fied, explicit and legitimate purposes’’.25 In the context
of a public investigation, there are only three relevant
grounds on which personal data may be processed,
namely 1) consent of the data subject, 2) compliance
with a legal obligation to which the data controller is
subject, and 3) the pursuit of a legitimate interest by the
data controller.26

Consent

Article 2(h) of Directive 95/46/EC defines consent as
‘‘any freely given specific and informed indication of the
wishes by which the data subject signifies his agreement
to personal data relating to him being processed’’. In or-
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der to be valid, consent must meet several require-
ments,27 which are unlikely to be met in the context of
a public investigation. Indeed, in some circumstances,
consent is viewed as an inadequate legal basis for pro-
cessing personal data. In particular, the Working Party
considers that consent is not a valid legal basis in the em-
ployment context because employees must have an op-
portunity to withdraw their consent without being ex-
posed to any penalty. Employees also have the right to
withdraw their consent at any time if they change their
mind,28 which could potentially disrupt an ongoing in-
vestigation. It is also unlikely that the Competition Au-
thority is able to obtain prior consent from third parties
to whom personal data may relate (e.g., recipients of
emails, contractors, customers, business partners, etc.),
thus limiting the lawfulness of the investigation. In some
situations, however, the Working Party recognizes that
consent may exceptionally be relied upon where the in-
dividual is able to give free, informed and specific con-
sent.29

Necessary Compliance with a Legal Obligation

Compliance with a legal obligation is interpreted by the
Working Party as a national legal statute or regulation.30

In the context of a public investigation, the Competition
Authority could argue that the collection and processing
of personal data are necessary to enforce the competi-
tion rules in France and that its agents carry out on-site
inspections to establish evidence of unlawful practices,
in accordance with the provisions of the French Com-
mercial Code.31

Necessary for the Pursuit of a Legitimate Interest by
the Data Controller

An investigation carried out by the Competition Author-
ity may also be found to be necessary for the purposes
of maintaining free competition on the market. There-
fore, the pursuit of a legitimate interest may be a valid
legal basis to the extent that it does not override the in-
terests and fundamental rights and liberties of the data
subject.32 In other words, the processing of personal
data in the context of a public investigation must be bal-
anced against the fundamental rights of the individuals,
particularly the right to privacy (see Section 3 below).
This balance of interests is particularly important with
regard to third parties that may be involved in, but not
directly concerned by, the scope of the investigation
(e.g., contractors, service providers, business partners,
family members, etc.).

Sensitive Personal Data and Other Special Categories

Employee emails and computer files may also contain
pieces of information deemed to be sensitive. Under the
French Data Protection Act, additional restrictions apply
to the processing of any personal data that identifies an
individual’s racial or ethnic origin, political opinions, re-
ligious or philosophical beliefs, trade-union member-
ship, sexual orientation, or is health-related. As a gen-
eral rule, the processing of sensitive data is not permit-
ted, except under certain limited circumstances, such as
processing for which the data subject has given his ex-
press consent or processing that is necessary for the es-

tablishment, exercise or defence of a legal claim.33 The
latter condition could potentially apply to data collected
by Competition Authority agents if it is used as evidence
in a trial brought against the company undergoing the
investigation. According to data protection law, the
Competition Authority may have to demonstrate that
the collection of sensitive data is necessary and relevant
for the investigation.34

The processing of personal data relating to offences,
convictions and security measures is also subject to legal
restrictions, although public authorities are expressly au-
thorized to process such data within the scope of their
powers.35

2.2 Proportionality

In the Janssen-Cilag case, the plaintiffs argued that the
competition agents had used unnecessary and dispro-
portionate means to gather evidence, including global
and massive seizures, which disrupted the normal func-
tioning of the company. The plaintiffs claimed that the
Competition Authority agents should have selected the
messages that were relevant to their investigation instead
of seizing entire inboxes. The Court cancelled the sei-
zure of three computer files,36 but validated the investi-
gation on the grounds that there was no evidence that
these agents had not selected in advance the documents
seized, nor that the seizure was disproportionate. The
Court also validated the investigation on the grounds
that the Competition Authority agents had used the only
method enabling them to preserve the accuracy and re-
liability of the relevant documents.37

Proportionality is one of the key principles under data
protection law.38 It requires any data controller process-
ing personal data to maintain a balance between the
purpose of the processing and the fundamental rights of
the individuals concerned. Essentially, this means that a
data controller may only collect personal data that is ad-
equate, relevant and not excessive to achieve the pur-
pose of data collection,39 and necessary to achieve this
purpose.40 This may be viewed by investigators or
agents, whose role is to search for and obtain evidence,
as an obstacle to their investigation.

Recently, the Working Party issued guidelines on data
processing in the context of pre-trial discovery proce-
dures,41 which could apply in the context of a public in-
vestigation. In particular, the Working Party states that
‘‘there is a duty upon data controllers . . . to take such
steps as are appropriate . . . to limit the discovery of per-
sonal data to that which is objectively relevant to issues
being litigated.’’42 The CNIL also states, regarding
e-discovery procedures, that ‘‘it is fundamental to verify
the proportionality and quality of the data collected and
disclosed, and this must be carried out objectively so as
to guarantee that only legally authorized elements are
disclosed’’.43

Consequently, the Competition Authority agents may
need to implement specific measures to comply with the
proportionality principle. Some of the measures recom-
mended by the Working Party are already put in place
by the Competition Authority. For example, the Compe-
tition Authority agents must determine in advance the
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scope of their investigation and identify the information
relevant to their investigation. When conducting an in-
vestigation, the agents must filter the data collected, for
example, by using key words in their searches.44 They
may also identify in advance the individuals targeted by
an investigation so as to limit the search to a specific pe-
riod of time during which the facts have supposedly
taken place.45 Finally, when the identity of the individu-
als is not relevant to an investigation, it is recommended
to anonymize or pseudonymize the data collected.46

2.3 Transparency

Transparency is another major principle of data protec-
tion law47 and labor law,48 because it requires data con-
trollers to inform the data subjects prior to any process-
ing of personal data relating to them. This may be
viewed by investigators as counterproductive, since what
they are trying to achieve is to preserve the secrecy of an
investigation in order to avoid any destruction of evi-
dence. As a general rule, the transparency principle re-
quires data controllers to provide advance general no-
tice of the possibility of personal data being processed49

and a specific notice when the personal data is actually
being processed.50 The Working Party admits an excep-
tion to this rule when there is a substantial risk that such
notification would jeopardize the ability to conduct an
investigation properly or to gather the necessary evi-
dence.51 For example, in the context of internal whistle-
blowing schemes, the Working Party admits that the no-
tification to individuals may be delayed in order to pre-
serve evidence by preventing its destruction or
alteration.52

The transparency principle also requires data control-
lers to notify the data protection authority (i.e., CNIL)
about their data processing activities. In some situations,
which may apply to public investigations, a data control-
ler must obtain the prior authorization of the CNIL, for
example, for the processing of data relating to offences,
convictions or security measures.53 In addition, the pro-
cessing of personal data carried out on behalf of the
State and whose purpose is to prevent, investigate or ob-
tain evidence of criminal offences, prosecute offenders
or execute criminal sentences or security measures must
be authorized by an order issued by the competent Min-
ister or Ministers, after the release of an opinion by the
CNIL.54

2.4 Data Security

The data security principle requires data controllers ‘‘to
take all useful precautions, with regard to the nature of
the data and the risks of the processing, to preserve the
security of the data and, in particular, prevent their al-
teration and damage, or access by non-authorized third
parties’’.55 In practice, this means that the Competition
Authority agents must implement appropriate technical
and organizational measures during and after their in-
vestigation to preserve the security and confidentiality of
any personal data processed. This also requires the Com-
petition Authority to train its agents and to use software
that protects evidence from alteration or destruction.

3. The Exercise by Employees of Their
Privacy Rights in the Context of a Public
Investigation

Under privacy and data protection law, individuals are
granted fundamental rights that may conflict with the
confidential nature of an investigation.

3.1 The Right to Privacy

In France, the Civil Code states that ‘‘everyone has the
right to respect for his private life’’.56 Although the
right to privacy is not stated per se in the French Consti-
tution, the French Constitutional Court has ruled on
several occasions that privacy is a constitutional right.57

The plaintiffs in the Janssen-Cilag case argued that the
Competition Authority agents had seized entire inboxes
without selecting the emails that were relevant to their
investigation. As a consequence, private emails belong-
ing to employees and third parties may have been
seized, which constitutes a violation of those individuals’
right to privacy. The Court rejected this argument on
the grounds that the seizure of personal documents be-
longing to employees, or documents irrelevant to the in-
vestigation, does not invalidate the investigation, since
the latter had been authorized by a judge. Additionally,
the Court found that if only a fraction of the emails
seized pertains to the investigation, this justifies the glo-
bal seizure of emails.

The Court’s ruling raises the question as to whether em-
ployees have a right to privacy in the context of a public
investigation. In the employment context, the Court of
Cassation ruled in a landmark decision that ‘‘an em-
ployee has the right to the respect of his private life, in-
cluding on the work premises and during working
hours.’’58 Since then, the Court of Cassation has refined
its position and considers that emails and documents
stored on a computer owned by the company are pre-
sumed to be professional by nature, unless they are iden-
tified as being ‘‘personal’’.59 An employer who might in-
vestigate the activities of an employee suspected, for ex-
ample, of being involved in anti-competitive behaviour
cannot search that employee’s emails and computer files
marked ‘‘personal’’ in his absence, unless there is a par-
ticular threat or risk for the company.60 It is not clear
how these conditions apply in the context of a public in-
vestigation. The ruling in the Janssen-Cilag case seems to
imply that the employees’ right to privacy at the work-
place is limited due to the overriding powers of the
Competition Authority agents conducting the investiga-
tion.

3.2 The Right to the Secrecy of Correspondence

The right to the secrecy of correspondence results from
employees’ right to privacy.61 In an employment con-
text, electronic messages (i.e., emails) are presumed to
be professional by nature, unless they are marked ‘‘per-
sonal’’, in which case they are considered to be private
correspondence.62 The violation of the secrecy of corre-
spondence is also viewed as a felony under the French
Criminal Code,63 including when public servants are
acting while on duty.64
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In the Janssen-Cilag case, the plaintiffs argued that the
seizure of private emails violated their right to the se-
crecy of correspondence. According to the Court, how-
ever, the law authorizes competition agents to seize all
correspondence, including those that are private, as
long as they are relevant to their investigation. This
raises the question whether the Competition Authority
is authorized to search and seize private emails if there
is a reason to believe that they may be used to conceal
anti-competitive practices. Based on the rules of data
protection, the Competition Authority agents would
generally be required to single out correspondence that
is relevant to their investigation and to avoid any dispro-
portionate search of emails. According to the Janssen-
Cilag ruling, however, the powers of the Competition
Authority agents authorize them to override the rights
of employees if the investigation so requires.

3.3 The Right to Access and to Rectify Personal
Data

The Data Protection Act grants individuals the right to
obtain confirmation as to whether personal data relating
to them is processed and to obtain communication, in
an accessible form, of the personal data relating to
them.65 This right is not absolute and may be restricted,
for example, if it is necessary to safeguard the monitor-
ing, inspection or regulatory function connected with
the exercise of official authority in cases such as the pre-
vention, investigation, detection and prosecution of
criminal offences.66 According to the CNIL, the data
controller may, in certain circumstances, either post-
pone an individual’s access to his data,67 or ask a judge
to prohibit the disclosure or destruction of personal
data if it is necessary to preserve the confidential nature
of an investigation.68 There is, however, no general
waiver of the rights to access or amend personal data.69

Access to personal data entitles individuals to rectify,
complete, update, block, or delete personal data relat-
ing to them insofar as it is inaccurate, incomplete,
equivocal, expired, or if its collection, usage, disclosure
or storage is prohibited.70 This right must not, however,
affect or alter information that may be used as evidence
in court.71 It therefore seems that the right to rectify
personal data is limited to specific situations where an
individual may be involved in an investigation by mistake
or where information about an individual was errone-
ously recorded.72

3.4 The Right to Object to the Processing of
Personal Data

Individuals are also entitled to object, on legitimate
grounds, to the processing of any data relating to them.
This right, however, does not apply when the processing
satisfies a legal obligation or when it is explicitly ex-
cluded by a decision authorizing the processing (e.g., an
authorization by the CNIL or a court order).73 Conse-
quently, it seems unlikely that employees involved in a
public investigation may object to the seizure of their
emails if a judge or public authority has authorized the
investigation.

Conclusion

The Janssen-Cilag case reveals tensions between privacy
law and competition law. Although the Competition Au-
thority has strong investigative powers, it seems hard to
justify that these powers cannot be balanced with the
fundamental rights that are granted to citizens of the
European Union. A balance, therefore, should be struck
between the investigative powers of the Competition Au-
thority and the data protection principles (legitimacy,
proportionality, transparency, etc.), which may be
achieved, for example, by incorporating these principles
into the procedural rules applicable to public investiga-
tions.

In conclusion, the Janssen-Cilag case raises many ques-
tions that often do not have clear-cut answers, but in the
end the outcome of this case will depend on how the
Court of Cassation interprets the law.74
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e-discovery et la protection des données à caractère personnel’’, Revue
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