F.O.l.L. Request, the Privacy Act and the U.S. Gover nment

The Freedom of Information Act (FOIA), enacted in 1966, generally provides that any person
has the right to request access to federal agency
records or information. Federal agencies are
required to disclose records upon receiving a
written request for them, except for those
records that are protected from disclosure by
any of the nine exemptions or three exclusions
of the FOIA. This right of access is enforceable
in court.

The FOIA alsorequiresthat certain
information be made available to the public
on agency FOIA web siteson theinternet.
Agenciesalso routinely post a wide variety
of documentson their web sitesto inform
the public about the activities of that agency.
Theprimary source of FOIA-related
information on theinternet isthe Justice
Department’s FOIA web site (www.]ustice.gov/oip/index.html), which contains a wealth of
FOIA reference materialsand linksto the FOI A web sites of other federal agencies.

The FOIA also requiresthat certain information be made available to the public on agency
FOIA web siteson the internet. Agencies also routinely post a wide variety of documents on
their web sitesto inform the public about the activities of that agency. The primary source
of FOIA-related information on the internet is the Justice Department’s FOIA web site
(www.justice.gov/oip/index.html), which contains a wealth of FOIA reference materials and
linksto the FOIA web sites of other federal agencies.

The Privacy Act of 1974 isanother federal law regarding federal government records or
information about individuals. The Privacy Act establishes certain controls over how
executive branch agencies of the federal government gather, maintain, and disseminate
personal information.

The Privacy Act can also be used to obtain accessto information, but it pertainsonly to
recordsthat federal agencies maintain about individual U.S. citizens and lawfully admitted
permanent resident aliens. The FOIA, on the other hand, coversvirtually all recordsin the
possession and control of federal executive branch agencies.

This brochure provides basic guidance about the FOIA and the Privacy Act to assist people
in exercising their rights. It uses a question-and-answer format to present information
about these lawsin a clear, ssmple manner. The brochureisnot intended to bea
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comprehensive analysis of the complex issues associated with the FOI A and the Privacy
Act.

The questions answer ed here are those frequently asked by personswho contact the
Federal Citizen Information Center (FCIC) of the U.S. General Services Administration
for information on the FOIA and the Privacy Act. The answerswere compiled by the
FCIC, along with the Justice Department— the agency responsible for coordinating the
administration of the FOIA and encouraging agency compliance with it. The Office of
Management and Budget (OMB), which hasa similar responsibility for the Privacy Act,
reviewed the answersto questions on that law.

THE FREEDOM OF INFORMATION ACT

What information is available under the FOIA?

The Freedom of Information Act (FOIA) provides public accessto all federal agency

recor ds except for thoserecords (or portions of those records) that are protected from
disclosure by any of nine exemptions or three exclusions (reasonsfor which an agency may
withhold recordsfrom a requester).

The exemptions cover:

classified national defense and foreign relationsinfor mation,

internal agency rulesand practices,

information that is prohibited from disclosur e by another law,

trade secretsand other confidential businessinformation,

inter-agency or intra-agency communicationsthat are protected by legal privileges,
information involving matters of personal privacy,

certain information compiled for law enfor cement pur poses,

information relating to the supervision of financial institutions, and

geological information on wells.
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Thethree exclusions, which arerarely used, pertain to especially sensitive law enfor cement
and national security matters.

The FOIA does not apply to Congress, the courts, or the central offices of the White House,
nor doesit apply to recordsin the custody of state or local governments. However, all state
governments have their own FOI A-type statutes. You may request details about a state’s
records access law by writing to the office of the attorney general of that state.

The FOIA doesnot requirea state or local government or a private organization or
businessto release any information directly to the public, whether it has been submitted to
the federal government or not. However, infor mation submitted to the federal gover nment
by such organizations or companies may be available through a FOIA request if it isnot
protected by a FOIA exemption, such asthe one covering trade secrets and confidential
businessinformation.



Under the FOIA, you may request and generally receive by mail a copy of any record that
is in an agency’s files that is not protected from disclosure by one of the exemptions or
exclusions. For example, suppose you have heard that a certain toy has been recalled asa
safety hazard and you want to know the details. The Consumer Product Safety
Commission could help you by providing copies of therecall documents. Perhaps you want
to read the latest inspection report on conditions at a nursing home certified for Medicare.
Your local Social Security office keeps such recordson file. In each of these examples, you
could usethe FOIA to request information from the appropriate federal agency.

If the recordsyou seek are about yourself, you may request them under both the FOIA and
the Privacy Act of 1974 (see pages 10 - 15 for further information pertaining to the Privacy
Act). In such cases, records may bewithheld from you only if exempt from release under
both laws (see page 13 for a Sample Privacy Act Request L etter).

When you make a FOIA request, you must describetherecordsthat you seek asclearly
and specifically as possible and comply with the agency’s regulations for making requests.
If the agency cannot identify and locate recordsthat you have requested with a reasonable
amount of effort, it will not be ableto assist you. All federal agencies strive to handle all
FOIA requestsin a customer-friendly fashion, in accordance with the FOIA. For example,
for requeststhat will require morethan 10 daysfor the agency to process, the FOIA
requires agenciesto assign a tracking number to your request. Each agency must provide
atelephone number or web site by which arequester can use the assigned tracking number
to obtain information about the status of a pending request. Further, each agency is
required to provide a Public Liaison to assist in theresolution of disputes between the
requester and the agency. However, the FOI A does not require agenciesto do resear ch for
you, analyze data, answer written questions, or in any other way createrecordsin order to
respond to your request.

Can | find agency recordson theinternet?

Yes, and it can bevery useful to look at the infor mation that an agency makes available on
theinternet before making a FOI A request. Agencies place a wide variety of information
on their web sitesthat isvery useful to the general public and that describestheir various
programs and activities. Additionally, the FOI A requiresthat agencies make certain
records available on theinternet. For example, you will find certain agency opinions, staff
manuals, policy statements, and recor ds frequently requested under the FOIA that were
created by the agency after Nov. 1, 1996. You can find linksto the FOI A sites of federal
agencies on the internet by going to the Justice Department’s web site at
www.justice.gov/oip/index.html (click on “Other Federal Agencies’ FOIA web sites”).

Whom do | contact in the federal government with my request? How do | get theright
address?

Thereisno single office of the federal government that handlesall FOIA requests. Each
FOIA request must be made to the particular agency that hastherecordsthat you seek.
For example, if you want to know about an investigation of motor vehicle defects, writeto
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the Department of Transportation. If you want information about a work-related accident
at a nearby manufacturing plant, writeto the Department of Labor (at its officein the
region wherethe accident occurred). Most of the larger federal agencies have several FOIA
offices. Some have one for each major bureau or component; others have one for each
region of the country.

You may haveto do alittleresearch to find the proper agency office to handle your FOIA
request, but you will savetimein thelongrun if you send your request directly to the most
appropriate office. For assistance, you can contact the Federal Citizen Information Center
(FCIC) of the U.S. General Services Administration. The FCIC is specially prepared to
help you find the right agency, office, and address. See page 18, “Other Sources of

I nformation,” for information on how to contact the FCIC. On the internet, you can find
addresses of the FOIA offices of federal agencies by going to the Justice Department’s
FOIA web site at www.justice.gov/oip/index.html (click on “Principal FOIA Contacts at
Federal Agencies”).

The U.S. Government Manual, the official handbook of the federal gover nment, may also
be useful. It describesthe programswithin each federal agency and lists the names of top
personnel and agency addresses. The Manual is available at most public libraries and can
be purchased from the Superintendent of Documents (See page 18, “Other Sources of
Information,” for ordering instructions). In addition, each agency publishes FOIA
regulationsin the Code of Federal Regulations (CFR) that contain the mailing addr esses of
its FOIA offices. (For example, the Justice Department’s FOIA regulations can be found in
Volume 28 of the CFR, Part 16.) The CFR isavailable at most public librariesand on the
internet at www.gpoaccess.gov/cfr/. Also, agencies have placed their FOIA regulations on
their FOIA siteson theinternet.

How do | request information under the FOIA?

In order to make a FOIA request, simply write a letter to the appropriate agency. For the
quickest possible handling, mark both your letter and the envelope “Freedom of
Information Act Request.” You should identify the recordsthat you seek as specifically as
possiblein order toincreasethelikelihood that the agency will be ableto locate them. Any
factsthat you can furnish about thetime, place, authors, events, subjects, and other details
of the recordswill be helpful to the agency in deciding whereto search for therecordsthat
you seek. Please notethat some agencieswill allow you to make your request by fax, e-
mail, or other electronic means. You
should consult with the particular agency to
which your request will be directed for
further information.

Asageneral rule, FOIA requestersare not
required to state thereasonswhy they are

making their requests. You may do so if you FOIA requesters are not
hink it might help th I h -
think it might help the agency to locate the required to state the reasons

records. If you are not surewhether the
why they are making their
requests.
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recordsyou seek are exempt from disclosure, you may request them anyway. Agencies
often havethe legal discretion to disclose information even if it fallswithin a FOIA
exemption.

May | request recordsin a specific format?

Yes, but the records may not be available in the requested format. If you request records
that already exist in an electronic format, the FOIA requiresagenciesin almost all casesto
provide theserecordsto you in that same format, if that iswhat you prefer. However, if
you request recordsthat exist only in paper form, and you would like them in an electronic
format, the agency isobligated to providetherecordsin that electronic format only if it can
do so with a reasonable amount of effort. The sameistrueif you request that electronic
records be provided to you in an eectronic format in which they do not already exist.

What isthe cost for getting records under the FOIA?

The FOI A permits agenciesto charge feesto FOIA requesters. For noncommer cial
requesters, an agency may chargeonly for the actual cost of searching for recordsand the
cost of making copies. Sear ch fees usually range from about $15 to $40 per hour, depending
upon the salary levels of the personnel needed for the search, although such fees may vary
consider ably by agency. The chargefor copying documents can be aslittle asten centsor
less per page at some agencies, but may be consider ably mor e at other agencies.

For noncommercial requests, agencies will not chargefor thefirst two hours of search time
or for thefirst 100 pages of document copying. Agencies also will not chargeif the total cost
isminimal.

An agency should notify you before proceeding with arequest that will involve substantial
fees, unlessyour request letter already states your willingnessto pay fees aslarge asthat
amount. If feesare charged, you may request a waiver of those feesif you can show that the
records, when disclosed to you, will contribute significantly to the public’s understanding
of the operationsor activities of the government.

How long will it take to answer my request?

Under the FOIA, federal agenciesaregenerally required to respond to your request within
20 working days of receipt (excluding Saturdays, Sundays, and federal holidays). If you
have not received aresponse by the end of that time (allowing for mailing time), you may
contact the agency to ask about the status of your request. Agencies often need moretime
to find therecords, examine them, possibly consult with other agencies or components
within the same agency, decide whether to disclose all of the infor mation requested, and
preparetherecordsfor releaseto you. Agencies may extend this 20-day period for up to 10
mor e wor king days, with written notice to you. Some agencies, particularly law

enfor cement agencies, receive large number s of requests, many of which involve
voluminousrecords or require exceptional careto process. If an agency has a backlog of
requeststhat werereceived before yoursand has assigned a reasonable portion of its staff



towork on the backlog, it is permissible for the agency to handle requests on a fir st-come,
first-served basis even if the agency isunableto respond to all requests within the statutory
time period. However, the FOI A does allow an agency to set up processing categories so
that smplerequests do not haveto wait to be handled because a more complicated request
wasreceived by the agency first.

Isthereany way for meto speed up theresponse time?

If an agency isunableto respond to your request in time, it may ask you to modify your
request so that you can receive a response more quickly. Generally, it takes agencies|ess
timeto process simplerequestsinvolving a small number of records. Complex requests
involving a greater number of records can take consider ably moretimeto process.
Therefore, you and an agency FOIA Officer may want to discuss narrowing the scope of
your request to speed up theresponse time or to agree on an alternative time frame for
record processing.

Another means of obtaining a faster response is to ask the agency for “expedited
processing” of your request. However, you should know that the agency will grant this
request only under very specific circumstances. In order to qualify, you must certify that
thereisan imminent threat to thelife or physical safety of an individual or, if you area
person primarily engaged in disseminating infor mation to the public, you must
demonstrate that thereisan urgency to inform the public about certain federal
government activity. An agency must decide whether to grant a request for expedited
processing within 10 calendar days. Agencies may also establish other waysfor requesters
to obtain expedited processing. You should consult specific agency regulationsfor any
additional expedited processing standards.

Additionally, as noted above, each agency must now provide a telephone number or web
site that you can useto obtain information about the status of your pending FOIA request.
Further, if you wish to raise a concern about the service provided to you by an agency’s
FOIA office, you may contact a supervisory agency official known as a “FOIA Public
Liaison.” Contact information for each agency’s FOIA office(s) and Public Liaison(s) are
posted on each agency’s FOIA web site.

What happensif the agency deniesmy request?

If the agency locates records in responseto your request, it can withhold them (or any
portion of them) only if they are exempt from disclosure under the FOI A or are prohibited
from release by some other law. For recordsthat contain portions of information that is
withheld, the agency should clearly mark those portionswith the applicable FOI A
exemption(s). If an agency deniesyour request, in wholeor in part, it ordinarily must
provide an estimate of the amount of material withheld, state the reason(s) for the denial,
and inform you of your right to appeal to a higher decision-making level within the agency.

How do | appeal adenial?



In order to appeal a denial, promptly send aletter to the agency. Most agenciesrequire
that appeals be made within 30 to 60 days after the denial. The denial letter should tell you
the office to which your appeal letter should be addressed. For the quickest possible
handling, you should mark both your appeal letter and the envelope “Freedom of
Information Act Appeal.”

Simply ask the agency to review your FOIA request and itsdenial decision. It isa good idea
also to give your reason(s) for believing that the denial waswrong. Be sureto refer to any
pertinent communications you have had with the agency on therequest and include any
tracking number the agency may have assigned to your request. It can savetimein acting
on your appeal if you include copies of your FOIA request and the agency’s denial letter.
You do not need to enclose copies of any documentsreleased to you. Under the FOIA, the
agency has 20 wor king days (excluding Satur days, Sundays, and federal holidays) to decide
your appeal. Under certain circumstances, agencies may extend the deadline for
responding to your appeal by up to 10 working days. At some agencies, aswith initial
requests, some appeals may take longer to decide.

What can | doif my appeal isdenied?

If the agency deniesyour appeal, or does not respond within the statutory time period, you
may filealawsuit. You can filea FOIA lawsuit in the U.S. District Court whereyou live,
whereyou have your principal place of business, wherethe documents are kept, or in the
District of Columbia. In court, the agency will have to prove that any withheld information
iscovered by one of the exemptions or exclusionslisted in the FOIA or are prohibited from
release by some other law. If you win a substantial portion of your case, the court may
requirethe government to pay your court costs and reasonable attorney fees.

SAMPLE FREEDOM OF INFORMATION ACT REQUEST LETTER

A sample FOIA request letter is shown below. Keep a copy of your request.
You may need to refer toit in further correspondence with the agency.

Date
Agency FOIA Officer
Name of agency or agency component

Address (see discussion on page 3 on whom to contact)

Dear

Under the Freedom of Information Act, 5 U.S.C. subsections 552, | am
requesting accessto [identify therecordsas clearly and specifically as
possible].




If thereareany feesfor searching for or copying therecords, pleaselet me
know before you work on my request. [Or, please supply the records without
informing me of the cost if the fees do not exceed $ which |
agreeto pay.]

If you deny all or any part of thisrequest, please cite each specific exemption
you think justifiesyour refusal to release the information and notify me of
appeal procedures available under the law.

Optional: If you have any questions about handling thisrequest, you may
telephone me at (home phone) or at (office phone).

Sincerdly,

Name
Address
Enclosure (proof of identity)

THE PRIVACY ACT

What isthe Privacy Act?

Thefederal government compiles a wide range of information on individuals. For example,
if you were ever in the military or employed by a federal agency, there should be records of
your service. If you have ever applied for afederal benefit or received a student loan
guaranteed by the government, you are probably the subject of afile. Therearerecordson
every individual who has ever paid incometaxesor received a check from Social Security
or Medicare.

The Privacy Act, passed by Congressin 1974, establishes certain controls over what
personal information is collected by the federal government and how it isused. Thislaw
guaranteesthreeprimary rights:

1. the right to see records about oneself, subject to the Privacy Act’s exemptions;

2. theright to amend a nonexempt record if it isinaccurate, irrelevant, untimely, or
incomplete; and

3. theright to suethe government for violations of the statute, such as per mitting
unauthorized individualsto read your records.



ThePrivacy Act also providesfor
certain limitations on agency
information practices, such as
requiring that information about an
individual be collected from that
individual to the greatest extent

0 I L Lol e SR A Cla A e [s [ practicable; requiring agenciesto

tdoal who h idi ensurethat their recordsare
viaual wno nas ever paida income accurate,relevant,timely, and

taxes or received a check from complete; and prohibiting agencies

. ¢ : from maintaining infor mation
Social Security or Medicare. describing how a?] individual

exerciseshisor her First Amendment
rightsunlessthe individual consentsto it, a statute permitsit, or it iswithin the scope of an
authorized law enfor cement investigation.

What information can | request under the Privacy Act?

The Privacy Act appliesonly to records about individuals maintained by agenciesin the
executive branch of the federal government. It appliesto theserecordsonly if they arein a
“system of records,” which means they are retrieved by an individual’s name, Social
Security number, or some other personal identifier. In other words, the Privacy Act does
not apply to information about individualsin recordsthat arefiled under other subjects,
such asorganizationsor events, unless

the agency also indexes and retrieves
them by individual names or other
personal identifiers.

Thereare nine exemptionsto the
Privacy Act under which an agency
can withhold certain kinds of
information from you. Examples of
exempt recor ds are those containing
classified information on national
security and those concerning criminal
investigations. Another exemption : 8

often used by agenciesisthat which 77 L /i(‘

protectsinfor mation that would

identify a confidential source. For example, if an investigator questions a person about
your qualificationsfor federal employment and that person agreesto answer only if his
identity is protected, then hisname or any information that would identify him can be
withheld. The nine exemptions are set out in the law.
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If you areinterested in mor e details, you should read the Privacy Act in itsentirety.
Though thislaw istoo lengthy to publish as part of thisbrochure, it isreadily available. It
isprinted in the U.S. Code (Section 552a of Title 5), which can befound in many public and



school libraries. You may also order a copy of the Privacy Act of 1974, Public L aw 93-579,
from the Superintendent of Documents (ordering instructions are on page 21). Also, the full
text of the Privacy Act is available on the Justice Department’s FOIA site on the internet.
Go to the Justice Department’s web site at www.justice.gov/oip/index.html (click on
“Reference Materials,” and scroll down to “Text of the Privacy Act”).

Whom do | contact in the federal government with my request? How do | get theright
address?

Aswith the FOIA, no one office
handles all Privacy Act requests.
Tolocate the proper agency to
handle your request, follow the
same guidelinesasfor the
Freedom of Information Act.

Agencies are generally required to
inform you, upon request, whether VIR GIIAIETE:CCoRESE]

i ?
or not they have files on you. file on me

If you think a particular agency
has a file pertaining to you, you
may write to the Privacy Act Officer. Agencies are generally required to inform you, upon
request, whether or not they havefiles on you. In addition, agenciesarerequired to report
publicly the existence of all systems of recordsthey keep on individuals. The Office of the
Federal Register makes available on the internet a compilation of each agency’s systems of
records notices, including exemptions, aswell asits Privacy Act regulations. The Privacy
Act Issuances Compilation includes most systems, isupdated every two years, and can be
found at www.gpoaccess.qov/privacyact/index.html.

How do | request information under the Privacy Act?

Write a letter to the agency that you believe may have a file pertaining to you. Address
your request to the agency’s Privacy Act Officer. Be sure to write “Privacy Act Request”
clearly on both theletter and the envelope.

Most agenciesrequire some proof of identity beforethey will allow you accessto your
records. Therefore, it isa good idea to enclose proof of identity (such asa copy of your
driver’s license) with your full name and address. Do not send any original documents.
Remember to sign your request for information, since your signatureisaform of
identification. If an agency needs more proof of identity beforereleasing your files, it will
let you know.

Give as much information as possible asto why you believe the agency has recor ds about
you. Theagency should processyour request or contact you for additional information. Be
advised that agencies have varying policiesregarding the making of copies of recordsand
the fees charged.


http://www.justice.gov/oip/index.html
http://www.gpoaccess.gov/privacyact/index.html

A sample Privacy Act request letter isavailable on the previous page. Keep a copy of your
request. You may need torefer toit in further correspondence with the agency.

What isthe cost for getting recordsunder the
Privacy Act?

Under the Privacy Act, an agency can charge only
for the cost of copying records, not for time spent
locating them.

How long will it taketo answer my request?

Under the terms of the Privacy Act, the agency isnot
required toreply to arequest within a given period
of time. However, most agencies have adopted the
FOIA responsetimes. If you do not receive any
response within four weeksor so, you might wish to
write again, enclosing a copy of your original

request.

What if | find that a federal agency hasincorrect information about mein itsfiles?

ThePrivacy Act requires agencies maintaining per sonal information about individualsto
keep accurate, relevant, timely, and completefiles. If, after seeing your file, you believe that
it containsincorrect information and should be amended, write to the agency official who
released therecord to you. Include all pertinent documentation for each changeyou are
requesting. The agency will let you know if further proof is needed. The law requiresan
agency to notify you of thereceipt of such an amendment request within 10 working days
of receipt. If your request for amendment is granted, the agency will tell you precisely what
will bedoneto amend the record. Y ou may appeal any denial.

Even if an agency deniesyour appeal, you havetheright to submit a statement explaining
why you think the record iswrong and the agency must attach your statement to any
nonexempt recordsinvolved. The agency must also inform you of your right to go to court
and have a judge review the denial of your appeal.

What can | doif | am denied information requested under the Privacy Act?

Thereisno required procedurefor Privacy Act appeals, but an agency should advise you of
its own appeal procedurewhen it makesa denial. Should the agency deny your appeal, you
may takethe matter to court. If you win your case, you may be awarded court costs and
attorney fees.

A samplerequest is shown below. Keep a copy of your request. You may need torefer to it
in further correspondence with the agency.



SAMPLE PRIVACY ACT REQUEST LETTER

Date

Agency FOIA/Privacy Act Officer
Name of agency or agency component
Address (see discussion on

pages 3-4 on whom to contact)

Re: Privacy Act Request

Dear

Under the Freedom of Information Act, 5 U.S.C. subsection 552, and the
Privacy Act, 5 U.S.C. subsection 552a, | am requesting accessto [identify the
records as clearly and specifically as possible].

If thereareany feesfor searching for or copying therecords, please let me
know before you work on my request. [Or, please supply the records without
informing me of the cost if the fees do not exceed $ which |
agreeto pay.]

If you deny all or any part of thisrequest, please cite each specific exemption
you think justifiesyour refusal to release the information and notify me of
appeal procedures available under the law.

Optional: If you have any questions about handling thisrequest, you may
telephone me at (home phone) or at (office
phone).

Sincerely,
Name

Address
Enclosure (proof of identity)

A COMPARISON OF THE FREEDOM OF INFORMATION ACT AND THE PRIVACY
ACT




What istherelationship between the
FOIA and the Privacy Act?

Although the two laws wer e enacted
for different purposes, thereis some
similarity in their provisions. Both
the FOIA and the Privacy Act give

Both the FOIA and the Privacy Act BCRUSIE I R{eRE=e(VES ReTvec sy e

; : records held by agencies of the
give you the right to request access [, government. The FOIA’s

LGNl o R L M A L Rl 4 (- accessrights are generally given to
“any person,” but the Privacy Act’s

federal government. accessrights are given only to the
individual who isthe subject of the
records sought (if that individual isa U.S. citizen or a lawfully admitted per manent
resident alien).

The FOIA appliesto all federal agency records. The Privacy Act, however, only appliesto
those federal agency recordsthat contain information about individuals, are maintained in
a “system of records,” and which are retrievable by a name or personal identifier of the
individual. Each law has a somewhat different set of fees, timelimits, and exemptions from
itsright of access.

If the infor mation you seek pertainsto the activities of a federal agency, an organization, or
some person other than yourself, you should make your request under the FOIA, which
coversall agency records. If theinformation you seek isabout your self, you should also
make the request under the Privacy Act, which covers most records of federal agenciesthat
pertain to individuals. Sometimes you can usethe FOI A to obtain records about your self
that are not in a Privacy Act “system of records.” If you are in doubt about which law
applies or would better suit your needs, you may refer to both in your request letter. If you
request records about yourself and do not specify a statute, the agency should processthe
request under both the FOIA and the Privacy Act and withhold requested information
from you only if it isexempt under both laws.

Can | request information about other people?

Y es, but such information might be withheld from you to protect their personal privacy.
The FOIA containstwo very important provisions concer ning personal privacy: Exemption
6 and Exemption 7(C). The FOIA’s Exemption 6 permits an agency to withhold
information about individuals if disclosing it would be “a clearly unwarranted invasion of
personal privacy.” This includes, for example, almost all of theinformation in medical and
financial benefit filesand much of theinformation in personnel files. Exemption 7(C)
provides even stronger privacy protection for personal information contained in law
enforcement records. To decide whether to withhold infor mation under these two FOIA
privacy exemptions, an agency must balance personal privacy interests against any public
interest that would be served by disclosure. Neither Exemption 6 nor Exemption 7(C) can



be used to deny you access to infor mation about your self, only to deny you information
about other persons. Additionally, unless disclosure of infor mation about other peopleis
required under the FOIA, the Privacy Act will apply and may prevent disclosur e of
personally identifiable information contained in a system of records.

OTHER SOURCES OF INFORMATION

Federal Citizen Information Center

The Federal Citizen Information Center (FCIC) of theU.S.
General Services Administration administersa National
Contact Center which can help you find infor mation about
the federal government’s agencies, services, and programs.
You may ask the contact center for assistancein contacting
the proper federal agency with your FOIA or Privacy Act
request.

Simply call toll-free 1-800-FED-INFO (that’s 1-800-333-
4636) from anywherein the United States. The contact
center isopen for personal assistancefrom 8 a.m.to 8 p.m.,
Eastern time, Monday through Friday, except federal
holidays. Recorded infor mation on frequently requested
subjectsisavailable around the clock. The contact center
also accepts e-mail inquiries. To send an e-mail, go to
www.USA.gov and click on the e-mail tab on top.

A text version of this publication is available on the FCIC’s
web site at www.pueblo.gsa.gov and the Justice
Department’s web site at www.j ustice.gov/oip/index.html
(click on “Reference Materials,” and scroll down to this
publication’s title).

In addition, the FCIC publishesthe free Consumer Information Catalog, which lisssmore
than 200 free and low-cost federal booklets on a wide variety of consumer topics. For afree
copy of the Catalog, writeto Consumer Information Catalog, Pueblo, CO 81009, or call
toll-free 1-888-8 PUEBLO (that’s 1-888-878-3256). The Catalog is also available through
FCIC’s web site at www.pueblo.gsa.gov.

U.S. Government Manual

The U.S. Government Manual isthe official handbook of the federal government.
Published by the National Archivesand Records Administration, it describesthe programs
in each federal agency, liststhe names of top personnel, the mailing address, and a general
information telephone number. It isavailable in most public libraries or can be purchased
from the U.S. Government Printing Office (GPO). For pricing and ordering infor mation,
call toll-free 1-866-512-1800 or visit the online U.S. Government Bookstor e at


http://www.usa.gov/
http://www.justice.gov/oip/index.html
http://pueblo.gsa.gov/

http://bookstore.gpo.gov. Thetext version isavailable on the U.S. Government Printing
Office’s web site at www.gpoaccess.qov/gmanual/index.html.

A Citizen’s Guide on Using the Freedom of Information Act and the Privacy Act of 1974 to
Request Government Records

Thisbooklet, written by the Committee on Government Reform, U.S. House of
Representatives, provides a much more detailed explanation of the Freedom of Infor mation
Act and the Privacy Act than thisbrochure. You may purchase this booklet from GPO by
calling toll-free 1 (866) 512-1800. This document is also available online at

www.fas.or g/sgp/foia/citizen.html.

The Freedom of I nformation Act

A complete copy of the FOIA can befound at Section 552 of Title 5 of the U.S. Code,
available at www.gpoaccess.qovV (click on “United States Code”).

A copy of the FOIA isalso available electronically on the Justice Department’s web site at
www.justice.gov/oip/index.html (click on “Reference Materials,” and then click on “Text of
the FOIA”). Or you may order a copy of the FOIA from GPO by calling toll-free 1 (866)
512-1800.

Department of Justice Guide to the Freedom of Information Act

The “Department of Justice Guide to the Freedom of Information Act” is updated
approximately every two years by the Justice Department’s Office of Information Policy.
This book is a comprehensive summary of the law that includes a discussion of the FOIA’s
nine exemptions and three exclusionsaswell asits most important procedural aspects. A
text version of this book is on the Justice Department’s web site at
www.justice.gov/oip/index.html (click on “Reference Materials,” and scroll down to
“Department of Justice Guide to the Freedom of Information Act”). You may also
purchase this book from the Government Printing Office at http://bookstore.gpo.gov or by
calling 1-866-512-1800.

FOIA Post

Thisweb-based successor to “FOIA Update” has been published by the Justice
Department’s Office of Information Policy since 2001. Items of FOIA-related information
and guidance are published on a routine basis. It can be found on the Justice Department’s
web site at www.justice.gov/oip/index.html (click on “Reference Materials,” and then scroll
down to “FOIA Post”).

FOIA Update

This newdletter, published by the Justice Department’s Office of Information Policy from
1979-2000, contained FOI A-related infor mation and guidance for federal agencies. All
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back issues are available and keyword searchable on the Justice Department’s web site at
www.justice.gov/oip/index.html (click on “Reference Materials,” and then scroll down to
“FOIA Update”).

Freedom of Information Case List

Thisbook, last updated in 2002 by the Justice Department’s Office of Information Policy,
contains lists of cases decided under the Freedom of Information Act, the Privacy Act, the
Government in the Sunshine Act, and the Federal Advisory Committee Act. The book
includesthetexts of those four statutesand alist of related law review articles. For pricing
and ordering information, call toll-free 1 (866) 512-1800. A text version isavailable on the
Justice Department’s web site at www.justice.gov/oip/index.html (click on “Archive,” scroll
down to “Office of Information Policy” and click on “Freedom of Information Case List”).

FOI A Reference Guides or Handbooks

Each federal department or agency isrequired to maintain a reference guide or handbook
to assist the publicin making FOIA requeststo that agency. Included is contact

infor mation for each agency’s FOIA office(s) and FOIA Public Liaison(s). These reference
guides for FOIA requesters are available on each agency’s FOIA web site. For example, the
Justice Department’s FOIA Reference Guide is available at www.justice.qgov/oip/.

ThePrivacy Act of 1974

Thislaw gives citizenstheright to seefiles about
themselves, subject to its exemptions; to request an
amendment if a nonexempt record isinaccurate,
irrelevant, untimely, or incomplete; and to suethe
government for permitting othersto seetheir files
unless specifically permitted by thelaw. A complete
copy of the Privacy Act can befound at Section 552a

== of Title5 of the U.S. Code. Or you may order a copy
of the Prlvacy Act Public Law 93-579, from GPO by calling toll-free 1 (866) 512-1800. A
text version is available on the Justice Department’s web site at
www.justice.gov/oip/index.html (click on “Reference Materials,” and click on “Text of the
Privacy Act”).
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