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As anyone who has ever misplaced a credit card knows, consumers who learn that their credit or 

debit card data has been stolen endure a significant amount of inconvenience. The existing 

account must be canceled. A new account may need to be opened. The consumer may be without 

a credit or debit card while awaiting delivery of a new card. Automatic payments must be 

transferred from the cancelled card to the new card. The consumer ends up devoting a 

considerable amount of time to undoing the disarray caused by the theft of the consumer’s credit 

or debit card data. 

Can consumers recover against retailers for that lost time and effort when a breach of the 

retailer’s computer systems results in disclosure of their credit and debit card data? The Maine 

Supreme Judicial Court is being asked to address that question by Judge Brock Hornby, the 

federal judge in the Hannaford Brothers data breach litigation. That consolidated class action has 

been brought on behalf of Hannaford customers whose credit and debit card data was 

compromised in a breach of the computer systems of the Maine-based grocery store chain. 

Defendants sought and obtained dismissal of claims asserted by named plaintiffs whose data had 

been stolen but who had not suffered any out-of-pocket losses as a result of the data breach. Such 

plaintiffs’ lack of out-of-pocket damages, Judge Hornby concluded, was fatal to their claims for 

breach of contract and violation of Maine’s consumer protection statute.  

Plaintiffs asked Judge Hornby to reconsider his ruling, arguing that the question of whether lost 

time and effort is legally cognizable injury under Maine law had not been addressed by the 

Supreme Judicial Court, Maine’s highest court, and that authority from other jurisdictions 

supports such claims. Defendants cited conflicting authority from other states holding such 

injuries to be insufficient as a matter of law. Judge Hornby agreed with plaintiffs that the issue 

remained undecided under Maine law but found that there was a split in the other jurisdictions 

that addressed the issue. Accordingly, he certified the question of whether lost time and injury 

constitute legally sufficient injury to the Maine Supreme Judicial Court. Should that court rule 

that such injury is cognizable under Maine law, Judge Hornby would then decide whether or not 

his original dismissal should stand. 

The issue that Maine’s high court is being asked to resolve has plagued would-be plaintiffs in 

consumer data breach class actions. It is very difficult to prove out-of-pocket damages for the 

majority of class members in a data breach class action. While a debit card holder whose bank 
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account was accessed by a hacker could probably prove such a loss, credit card holders typically 

are not required to pay for fraudulent charges against their accounts and could not show any out-

of-pocket losses from a data breach. The same would be true for cardholders whose accounts 

were cancelled in the wake of a data breach before fraudulent charges could be made. These 

considerations make it difficult to assert data breach claims on behalf of classes consisting of all 

consumers whose credit or debit card data was included in a compromised retail database. For 

most consumers, the inconvenience of having to rearrange their accounts is the only injury that 

results from a data breach. Thus, the number and scope of data breach class actions would be 

likely to be substantially curtailed absent judicial endorsement of such inconvenience as legally-

cognizable injury. 

A win on this issue, however, would not eliminate all of the obstacles facing a consumer data 

breach class. Proof of the existence and extent of such injury would raise highly individualized 

issues of fact that would imperil certification of a plaintiff class. Under Rule 23 of the federal 

rules of civil procedure, a plaintiff class seeking money damages cannot be certified unless 

issues of fact and law common to the class as a whole predominate over issues relevant to 

individual class members. Ordinarily, individual issues as to the amount of damages do not 

preclude class certification, but the need to engage in customer-by-customer inquiries to 

determine whether class members have suffered any injury can preclude class certification. 

Likewise, unlike claims such as securities fraud in which individual damages could be calculated 

on a mechanistic share-by-share basis, figuring out how much to award in damages based on a 

particular plaintiff’s circumstances in a data breach case would bog down into unmanageable 

individual mini-trials. Should the person who simply cancels a credit card recover as much as 

someone who needs to open a new account? Is the person who also has to transfer payment of 

her newspaper subscription entitled to recover as much as the person who has two or three 

automatic payments to transfer? And how are these differences valued? The numerous types of 

inconveniences that class members could conceivably suffer, and the almost infinite 

combinations in which they might be presented, make it impossible to address the existence and 

amount of such damages without engaging in plaintiff-by-plaintiff inquiries. Given these 

considerations, defendants would have strong arguments to resist class certification even if the 

Maine Supreme Judicial Court rules in plaintiffs’ favor on this issue. 

 

For assistance in this area, please contact one of the attorneys listed below or any member of 

your Mintz Levin client service team. 
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(617) 348-1688  
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Document hosted at 
http://www.jdsupra.com/post/documentViewer.aspx?fid=9b9ac486-9ecc-4621-b364-12b8ec108dfe

mailto:KMcGinty@mintz.com
mailto:MSGardener@mintz.com


Laurence A. Schoen 
(617) 348-1764  

LASchoen@mintz.com 

Cynthia Larose, CIPP 
(617) 348-1732 

CLarose@mintz.com 

Michele Floyd 
(650) 251-7723  

MFloyd@mintz.com 

Bruce D. Sokler 
(202) 434-7303 

BDSokler@mintz.com 

Dianne J. Bourque 
(617) 348-1614  

DBourque@mintz.com 

Elissa Flynn-Poppey 
(617) 348-1868 

EFlynn-Poppey@mintz.com 

Robert G. Kidwell 
(202) 661-8752 

RGKidwell@mintz.com 

Steve Ganis 
(617) 348-1672 

SGanis@mintz.com 

Haydon A. Keitner 
(617) 348-4456  

HAKeitner@mintz.com  

Meredith M. Leary 
(617) 348-4780  

MMLeary@mintz.com 

Julia M. Siripurapu 
(617) 348-3039 

JSiripurapu@mintz.com 

 

Document hosted at 
http://www.jdsupra.com/post/documentViewer.aspx?fid=9b9ac486-9ecc-4621-b364-12b8ec108dfe

mailto:LASchoen@mintz.com
mailto:CLarose@mintz.com
mailto:MFloyd@mintz.com
mailto:BDSokler@mintz.com
mailto:DBourque@mintz.com
mailto:EFlynn-Poppey@mintz.com
mailto:RGKidwell@mintz.com
mailto:SGanis@mintz.com
mailto:HAKeitner@mintz.com
mailto:MMLeary@mintz.com
mailto:JSiripurapu@mintz.com

