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Canada Takes on Spam, Spam, Spam, Spam, Spam’
Fighting Internet and Wireless Spam Act

The Federal government’s legislation to control spam and other ills of the electronic age with the
oh-so-catchy title of An Act to promote the efficiency and adaptability of the Canadian economy
by regulating certain activities that discourage reliance on electronic means of carrying out
commercial activities, and to amend the Canadian Radio-television and Telecommunications
Commission Act, the Competition Act, the Personal Information Protection and Electronic
Documents Act and the Telecommunications Act, was passed in mid-December, 2010. This newly
passed legislation was Bill C-28, otherwise known as the Fighting Internet and Wireless Spam
Act, or “FISA” for short. It is generally expected to be proclaimed in force within 7-8 months.
The delayed timing is intended to allow companies to accommodate the requirements of FISA into
their operations and prepare for compliance. But there is no indication yet whether FISA will be
proclaimed in force in full or in part.

The stated purpose of FISA is:

To promote the efficiency and adaptability of the Canadian economy by regulating commercial
conduct that discourages the use of electronic means to carry out commercial activities, because
that conduct (a) impairs the availability, reliability, efficiency and optimal use of electronic means
to carry out commercial activities, (b) imposes additional costs on businesses and consumers; (c)
compromises privacy and the security of confidential information; and (d) undermines the
confidence of Canadians in the use of electronic means of communication to carry out their
commercial activities in Canada and abroad. .

FISA introduces its own set of requirements with respect to electronic communications, and it
empowers the Canadian Radio-television and Telecommunications Commission (the CRTC) to
enforce the provisions in the act, including the imposition of significant monetary penalties. It
also makes specific amendments to each of the Competition Act and Personal Information
Protection and Electronic Documents Act and then requires each of the CRTC, the Commissioner
of Competition and the Privacy Commissioner, to ‘consult with each other to the extent that they
consider appropriate’ to ensure the effective regulation of FISA, the Competition Act, the Personal
Information Protection and Electronic Documents Act, the Electronic Documents Act and the
Telecommunications Act.

FISA is designed to stop (i) spam; (ii) hacking and phishing; and (iii) malware and spyware. It is
a blunt instrument, though, and the penalties are extensive. Depending upon the evil prohibited by
FISA, there are various routes to enforcement. If a company sends a message that is either
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misleading or deceptive, the Competition Bureau will engage. If it is a question of spam, spyware
or message misrouting — the CRTC is the place to go. If there is an improper ‘harvesting’ of
personal information — the Privacy Commissioner takes over. And overlaying all of this is the
right of private action.

Spam:

If you conduct an online business in Canada, or one that is targeted to Canadians, or if you
communicate with customers via various electronic means, then you will need to comply with
FISA requirements. FISA applies to any commercial activity, which is defined as any transaction,
act or conduct or any regular course of conduct that is of a commercial character, whether or not
the person carrying it out does so with an expectation of profit. Spam is a commercial electronic
message sent to an electronic mail account, specifically including email, instant messaging and
texting but also, because the definition is open-ended, capturing messages communicated through
social media portals, message boards or similar media. Unless the recipient has consented, and the
message contains certain prescribed information identifying the sender and how to unsubscribe, a
sender is prohibited from sending the message. While there are some limited exceptions,
essentially it is an ‘opt in’ system, where permission must first be given by the recipient, rather
than an ‘opt-out’ system where the sender can send the message, as long as they honour the opt
out requests of recipients.

There are exceptions to messages being defined as “commercial messages” for the purposes of
FISA, which are if it: (i) is a message sent between individuals with a personal relationship
(family); (i1) is sent to a person engaged in a commercial activity and consists solely of an inquiry
or application related to that activity; (iii) solely provides a quote or estimate requested by the
recipient; (iv) provides product recall, warranty or safety/security information about a
product/service already purchased; (iv) provides notice of factual information concerning an
ongoing subscription, membership, account or loan; (v) provides information concerning a
recipient’s employment relationship or benefit plan; or (vi) delivers a product, good or service,
including upgrades or updates further to a previous transaction with a sender.

There are also certain matters that lead to a conclusion of implied consent to unsolicited messages:
(1) if there is an existing business relationship between sender and recipient; (ii) if the recipient has
‘conspicuously published’ their email contact information; (iii) if the recipient has disclosed their
e-mail contact information to the sender without indicating that they do not wish to receive
communications; (iv) or other circumstances that may be set out in regulations. At present, no
regulations have been introduced. An existing business relationship includes any commercial
transaction, business or investment relationship between the parties in the past 2 years; an inquiry
from the recipient in the past 6 months, or written consent of the recipient still in effect (or expired
within the previous 2 years. For the purposes of non-profits — an existing relationship includes a
donation of time or money by the recipient for a registered charity, political party, organization or
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candidate or which arises because of membership by the recipient in a club, association or
voluntary organization.

Messages sent to a recipient who has given express consent is also permitted, but, query how you
get the consent, when the first email without such prior express consent (unless it just so happens
to fall into one of the implied consent categories, or perhaps during the transitional period
exceptions) would in and of itself constitute a breach of the spam provisions.

Messages have to meet certain prescribed formalities, both as to the ‘re-line’, content, and as to the
method for allowing a recipient to unsubscribe. For organizations that communicate in a number
of different formats (e.g. posting messages on LinkedIn™, Facebook ™ postings, email messages),
policies will have to be developed to ensure compliance with each method. Although there is a
transitional period following enactment of FISA, businesses that communicate via email with their
customers and potential customers will have to devise methods of obtaining consent or otherwise
cull their own email lists, and they will have to ensure that communications meet the prescribed
requirements.

In addition to the above, amendments to the Competition Act provide that electronic messages sent
with false or misleading representations, and whether such false or misleading representations are
in the subject line or the body of the text (or in a locator) is prohibited. The Competition Act’s
existing provisions on misleading advertising is otherwise applicable, and the Competition
Bureau’s penalties for misleading advertising generally will apply, including the potential for
substantial fines. PIPEDA is amended to prohibit the unauthorized collection or use of a person’s
email address or personal information if it was collected through a computer program designed for
collecting addresses, or, in the case of personal information, which was an illegal manner.

Spyware and Malware

FISA prohibits the installation, without consent of a recipient, of any computer program on such
recipient’s computer system. Further, if a computer program is installed, it is a prohibited act to
cause the program to send an electronic message. There are no implied consents and only express
consents are valid. So a clickwrap agreement will work but express consent must meet prescribed
requirements, that include a clear description of the purpose for which the consent is sought and
that identifies the party seeking the consent. If installed, the party installing the program must
provide an email address for the recipient to send a message for removal or disabling of the
installed program if the recipient believes that the program does not meet the function or purpose
described in the request for consent, or that the impact of installation was not properly described.

For the purposes of FISA, express consent is deemed for cookies, HTML code, Java Script,
operating systems and for computer programs that can only be executed through the use of a
different program for which consent has been obtained previously.




V‘ LAWSON

www.lawsonlundell.com

Hacking and Phishing

Unless a sender or the person to whom a message is sent provides express consent, or an alteration
is made by court order, any alteration of transmission data in an electronic message so that the
message is delivered to a destination other than, or in addition to, that specified by the sender is
prohibited. Seeking consent requires disclosure of prescribed information including the purpose
for which the consent is sought, the identification of the person seeking consent and other
information that may be required.

What Happens if you Run Afoul?

The CRTC is empowered to designate persons to enforce FISA, including issuing demands for
production and preservation of documents and to seek injunctive relief or issue ‘notices of
violation” which can include the imposition of an administrative monetary penalty. The maximum
penalty is $1 million for an individual contravening FISA and $10 million for a corporation or
other similar entity.

A ‘violation’ is not an offence under the Criminal Code but failure to abide by a notice of
violation, or misleading a designated person and other similar matters is an offence, punishable on
summary conviction and a fine of $10,000 for a first offence, or $25,000 for subsequent offences
in the case of an individual, and $100,000 first offence, $250,000 subsequent offences in the case
of a corporation or other similar entity. As well, an employer can be held liable for a violation by
an employee, and directors and officers can be held liable for a violation by their corporation,
unless that person can establish that they exercised due diligence to prevent a violation.

In addition, FISA, the Competition Act and PIPEDA all provide for a private right of action. A
person (whether individual or corporation) that has been affected by a violation may seek a court
order for compensation for their loss. On application, the court may order compensation of $200
per contravention, up to a maximum penalty of $1 million per day.

What Next?

The months ahead prior to the proclamation in force of FISA provide an opportunity for
organizations to prepare and introduce to employees FISA compliance policies, to review and cull
email lists, to provide for a methodology for obtaining consents, and ensuring that messages have
templates to address the prescribed requirements such as unsubscribe functions.

For more information, contact Valerie C. Mann at 604.631.9173 or vemann@lawsonlundell.com.

© 2011 Valerie C. Mann. All Rights Reserved. This information provided in this publication is for general information purposes only and should
not be relied on as legal advice or opinion. For more information please phone 604.685.3456 and ask to speak to Valerie C. Mann.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


