Morrison & Foerster LLP Spring 2013

Global Sourcing ...

Profitability »

Grou
Regulations »

Global Sourcing Trends in 2013

London
. ’ H Chris Coulter +44 20 7 920 4012
Every year, we survey Morrison & Foerster’s Global Sourcing Alistair Maughan 44907 990 4086
Group lawyers around the world to create a snapshot of the New York
current state of the global outsourcing market and to identify John F. Delaney +1212.468 8040
Vivian L. Hanson +1 212 506 7393

emerging trends that are likely to shape that market over _
Washington, D.C. /

the next 12 months. This year our lawyers comment on the Northern Virginia
. L. Christopher D. Ford +1 202 887 1512
challenges of cloud-based outsourcing, driving long-term Thomas J. Knox +1703 760 7317
. . . Scott W. Stevenson +1 202 887 1549
value in engagements, and vendor profitability, as well as the
. . . . San Francisco
impact of such factors as the recent U.S. presidential election, Paul E. Jahn +1 415 268 6387

. . . . Willi |. Schwart 1415268 7449
cross-border deals, growing regulation, and the proliferation of " o oo !

employee-owned technology in the workplace. Los Angeles

Russell G. Weiss +1 213 892 5640
. . 1\ : Tokyo
This report is based on our lawyers’ views and experience over Stuart S. Beraha 8133914 6578

the last year, as well as their conversations with service providers, Gabriel E. Meister +8133214 6748
outsourcing consultants, and clients. Our thanks to industry Hong Kong
observers from other organizations who participated in this report. Gordon A. Milner +85 2 2585 0808


http://www.mofo.com/chris-coulter/
http://www.mofo.com/alistair-maughan/
http://www.mofo.com/john-delaney/
http://www.mofo.com/vivian-hanson/
http://www.mofo.com/Chris-Ford/
http://www.mofo.com/thomas-knox/
http://www.mofo.com/scott-stevenson/
http://www.mofo.com/paul-jahn/
http://www.mofo.com/william-i-schwartz/
http://www.mofo.com/russell-g-weiss/
http://www.mofo.com/stuart-beraha/
http://www.mofo.com/gabriel-meister/

Morrison & Foerster Global Sourcing Group

Spring 2013

Costs and Flexibility

Finding Clarity in the Cloud

Cloud computing has rapidly become a key part of the outsourcing

landscape. But companies need to anticipate the risks as well as the

opportunities that it brings.

s cloud computing changes
the economics of the entire IT
industry, it is also becoming
more prominent in the
outsourcing sector. According to ISG, a
leading sourcing advisory firm, some 300
IT outsourcing contracts included cloud
platforms in 2012, up from 220 in 2011
and 110 in 2010. In addition, ISG reports
that the majority of surveyed vendors
expect cloud services to grow faster than
traditional IT outsourcing.
The potential benefits of cloud-based
outsourcing are clear and appealing,
but there are a number of issues that
complicate this shift. While continued
growth is inevitable, the potential scale of
that growth will be tempered as vendors
and customers work through the issues.
In the past few years, a great deal of
attention has been paid to the growth
of public cloud vendors. Public clouds
offer economies of scale by providing
services to a broad range of customers
on the same infrastructure, as opposed to
private cloud platforms, where a company
has internal or external cloud resources
dedicated to its needs. In the last year or
S0, more organizations have overcome
their initial reservations about public cloud
services and moved portions of their data
and functions to such providers. The
reason: public cloud providers offer low
costs and relative ease in getting started.
Private or hybrid cloud solutions offer
a potential alternative, and for non-
commaodity solutions, such approaches
are being constructed by providers
and taken up by customers with some
regularity. Often, however, adopting
organizations need to team with an
experienced partner in order to integrate
cloud solutions into their environment.
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Many companies struggle with the
tactical complexities of moving from their
current sourcing arrangements to new
cloud-based arrangements. “A big
question for many is how to adopt cloud
and even Big Data solutions into their
existing outsourcing contracts,” says
Spencer Izard, a research manager at
IDC, a market intelligence and advisory
firm. “A company may have its Information
and Communication Technologies (ICT)
handled by five different outsourcers, with
each contract in a different stage and with
different nuances regarding services and
the ability to move to new technologies.”
Aligning those agreements to enable a
coordinated shift to the cloud “is a major
challenge for a lot of people,” he adds.

The strategic shift in the outsourcing
market, therefore, has been to commingle
cloud- and non-cloud-based sourcing
options. The challenge has been to create
a successful cloud/non-cloud cocktail
while avoiding the inherent pitfalls.

Is your company currently using
cloud computing services?

Commodity vs. Customization
More broadly, companies are starting
to run into some fundamental realities
that make public cloud services more
problematic than traditional arrangements.
Public cloud outsourcing works because
it is a commodity offering, which allows
the provider to offer a very economical
service, but typically allows for little or
no customization of contract terms.
Factors such as security, access to data,
availability, business continuity, and so
forth are usually not negotiable. Or, if
they are, the customizations drive up the
price, which cuts into cost advantages.
Companies need to consider the trade-off
between costs and the flexibility of the
terms that govern the public cloud service.
We have found that some of these
click-wrap terms can be surprisingly
stringent, with conditions that companies
would probably not accept in a traditional
contract. Under the Amazon Web
Services customer agreement, for
example, a company essentially agrees
not to sue AWS, its affiliates, customers,
vendors, business partners, or licensors
for IP infringement in connection with
web services made available by AWS
and its affiliates. The agreement also
prohibits AWS customers from helping
or encouraging any other party to pursue
IP claims against AWS, its affililiates,

Do you plan on using cloud
computing within 3 years?

More companies expect to be using cloud computing services in the next
few years, and some aren’t sure—but very few are dismissing the cloud

approach completely.

Source: “2012 Global Outsourcing and Insourcing Survey,” Deloitte Development LLC
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customers, vendors, business partners, or
licensors. That obligation continues even

after a company stops using AWS services.

Thus, companies with patents or trade
secrets covering Internet or cloud-related
technologies might want to think carefully
before entering into such an agreement.
There are other areas where these
types of cloud-based outsourcing
arrangements can increase a company’s
risk profile. For example, cloud providers
might store data in various locations
in different countries and, over time,
move it to new locations to get the most
cost-effective service—often, without the
customer company knowing where its
data is kept. This can have significant
data privacy implications, and could cause
companies to inadvertently run afoul of
laws that require them to know where
their data is and restrict the movement of
personal data across borders.

Protecting the Data

The issue of data privacy in the cloud

is serious enough that in early 2012 the
European Union published an opinion
paper noting that “the wide-scale
deployment of cloud computing services
can trigger a number of data protection
risks, mainly a lack of control over personal
data as well as insufficient information with
regard to how, where, and by whom the
data is being processed/sub-processed.”
Such concerns have been echoed in the
U.S. Last year a group of federal agencies
expressed concern over security and data
integrity in cloud environments, noting that
“a financial institution’s ability to assess
compliance may be more complex and
difficult in an environment where the cloud
computing service provider processes and
stores data overseas or commingles the
financial institution’s data with data from
other customers....”

In general, many cloud agreements
provide little in the way of assurances
about data privacy. The customer may
have almost no control over how its
outsourced data is managed, but because
it collected the information in the first place
it is still legally responsible for that data.

None of this is to say that such
issues will stop the move to cloud-
based outsourcing or that companies
should avoid the practice. But outsourcing
customers need to recognize not only
what the cloud can do for them, but what
it cannot do in terms of reducing risk
and addressing compliance issues.
Companies can consider strategies such
as hybrid clouds, maintaining backups
in-house, and encrypting data sent to the
cloud. They need to perform thorough
due diligence, carefully weigh the legal
risks and business benefits involved,
and determine how best to take advantage
of the cloud.

Those decisions may become easier
as the marketplace evolves and adapts.
We now see some cloud outsourcing
providers recognizing that large corporate
customers—and especially companies in
regulated sectors with heightened security
concerns—will ultimately need more than
the basic, one-size-fits-all agreement.
These providers are exploring ways to
set up their infrastructure and design their
services to meet the needs of corporate
customers and proactively offer more
flexibility while still keeping costs down.

Similarly, we expect to see more
vendors working to address data privacy
issues in order to appeal to the corporate
market. For example, rather than leaving
it up to the customer to worry about legal
compliance—an approach typical of public
cloud providers—a vendor could offer
assurances that its operations will keep
personal information in certain countries
and be in compliance with European Union
data protection laws. This approach may
be especially effective for less prominent
providers that are trying to compete with
the Amazons of the world.

Still, the upside of cloud-based
outsourcing is too powerful to ignore.
Fortune 500 companies are interested
in these services, and vendors want to
tap into that interest. We believe that
marketplace realities will drive vendors
to find new flexibility and data protection
solutions—and the cloud will be a core
ingredient in the outsourcing formula.

With cloud-based outsourcing

in general, and public clouds in
particular, due diligence is more
important than ever. Companies
considering a public cloud vendor
should ask such questions as:

» Where are the servers housing our
data located?

» Will our data be moved during the
life of the agreement?

» Will the vendor use third-party
providers to store our data?

» Will our data be sharing computing
resources with data from other
companies/competitors?

* Has the vendor been sued for
service/data protection issues?

» What security and data protection
practices does the vendor use?

* How will the vendor handle service
disruptions and business continuity
issues?

» Will our data be used by the
provider for other analytics-driven
commercial purposes?

» Can we get our data back at the
end of the agreement—in a usable
format?

» Can we easily access/search our
data for discovery in the event we
are sued?

* Will our confidential data be deleted
from the provider’s servers at the
end of the agreement?
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Measurement

The New Focus on

Sustaining Value

Companies and outsourcers are looking for ways to conduct

smaller, more frequent performance measurements that allow

them to make incremental adjustments as needs change.

ith two decades of

outsourcing experience,

vendors and client

companies have become
adept at forging agreements that focus
on value for money being spent. They
have learned to create contracts that
balance cost benefits with broader
business benefits such as innovation,
transformation, and entry into new
markets. But, too often, the focus is on
initial value for money. Organizations
have been less effective when it comes
to establishing the kind of oversight and
follow-through needed to ensure that
the expected deal value is delivered and
sustained over time.

Over the past year, however, we have
been seeing more contract discussions
where companies and vendors are
taking steps to drive and sustain results
over time, throughout the life of the
engagement. The issue of sustained value
is not new, of course, but perhaps as a
legacy of the wave of outsourcing deal
realignments during the recent global
recession, organizations appear to be
more conscious of looking for ways to
continue the value-for-money promise.

often requires agreement on results before
implementation. Our experience is that
“little and often” corrections offer a better
approach to securing ongoing value than
infrequent “big stick”-type mechanisms.

Underlying the “little and often”
approach is the need to establish
governance processes that include regular
discussions about performance gaps,
changes in the business or technology
environment, and improvements and
innovations to enable the continued
delivery of business value. This means
formally putting the tracking and pursuit of
value on the governance agenda, rather
than relying on the trajectory of the original
agreement to achieve results.

With that in mind, some companies
are rethinking the use of benchmarking
in assessing results. Traditionally,
contracts might call for a benchmarking
exercise every two or three years to see

VALUE FOR MONEY

What factors/components do you feel are most
critical to a successful outsourcing relationship?

how performance measures against the
company’s peers. The problem is that
many things can change in a few years,
and such assessments may come too
late for a meaningful response to new
conditions. And benchmarking can lead
to lengthy discussions about data validity,
rather than taking the actions needed to
keep the operation on track to value.

As a result, companies and
outsourcers are seeking ways to conduct
smaller, more frequent performance
measurements that allow them to make
incremental adjustments as needs
change. Gain-sharing agreements—in
which vendors and customers alike
benefit from productivity improvements,
cost reductions, increased revenue,
etc.—are being used to keep both parties
focused on value. Some agreements
spell out how technology upgrades or
process improvements will be triggered,
or establish processes that incentivize the
vendor to keep bringing best practices to
the company’s operations.

We are seeing this renewed emphasis
on sustaining value across various
industries—and in both IT and business
process outsourcing deals. It is especially
prominent in complex, transformation/
innovation-focused engagements where
business value extends beyond cost
reductions and the ability to adapt and
exploit new opportunities is especially key.

Spirit of partnership between client and vendor

Traditionally, signing a contract has Well-engineered service-level agreement

been considered an endpoint. Now

there is growing interest in establishing
mechanisms to monitor performance,
make mid-course corrections, and continue
to drive the delivery of value, even as
conditions change.

Previously, organizations might have put
all their eggs in the benchmarking basket as
a way to realign deals. But benchmarking
can be costly and cumbersome, and too

Strong joint client/vendor governance of the agreement
Consistent client and vendor communications

Detailed contract terms and conditions

Strong vendor account management team

Strong internal vendor management team

4

H Very Important
B Important

Partnering and effective joint governance—both of which are needed to
drive ongoing value—are seen as critical success factors in outsourcing.

Source: “2012 Global Outsourcing and Insourcing Survey,” Deloitte Development LLC
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Looking for Flexibility

The search for sustained value is also
prompting companies to look for greater
flexibility in contract terms. These might
cover how often and quickly personnel
adjustments can be made, the frequency
of technology improvements, or even

the ability to bring in another provider
midway through a contract if performance
is falling short. “In many of the deals I've
worked with in the last year or 18 months,
companies are trying to be immensely
more flexible in terms of being able

to switch on and switch off costs and
services, with limited penalties,” says
Julian Hamilton, the EMEA sourcing lead,
IT & Telecoms, at Procurian.

Companies have long been interested
in such flexibility, but that interest is now
heightened by economic uncertainty and
the need to deal with rapid change, as
well as concerns over being locked into
a vendor’s processes and technologies
and being left behind. There’s a mind-set
change at work, Hamilton says. As on-
demand cloud computing becomes more
practical, “that kind of thinking about the
cloud is spreading into perceptions of
other outsourcing services,” he says.

Of course, not all vendors have come
to such conclusions. “l am seeing that
clients want flexibility, but suppliers don’t
want them to have it,” Hamilton says. “So
there are some struggles going on.” But
there is a potential carrot for vendors in that
picture. Recent years have seen a trend
toward smaller, more narrowly focused
outsourcing engagements. But if there is
more flexibility in contract terms, customer
companies might be more willing to sign up
for longer-term deals.

Finally, the pursuit of value for money
is leading some companies to reassess
what they need from an outsourcing
engagement. In the wake of the economic
crash and the scramble to find cost
savings, some companies have decided
they did not need “gold-plated” service.
That perspective seems to be sticking as
the economic recovery moves forward,
and it may be part of the value-for-money
equation for the foreseeable future.

Like so many companies, large outsourcing vendors found themselves under a
great deal of pressure during the economic downturn. Some of them continue to
face financial challenges due to a number of structural factors in the industry.

Vendors today have to deal with the commoditization of some forms of
outsourcing via cloud and as-a-service offerings; the increasing strength and
growing market share of what were once “tier 2” providers, particularly companies
from India; and relentless pressure from customers to bring prices down. The
result, often, has been little or no top-line growth, thin margins, and elusive
profitability. In addition, the past few years have seen a number of mergers and
acquisitions of large technology companies and service providers, such as HP and
EDS, Xerox and ACS, and Dell and Perot
Systems. Some of '
these matchups have
struggled to find the
right business model
and build the integrated
cultures needed to
provide outsourcing
services profitably.

As a result of these
challenges, we have
been seeing vendors
declining to renew
low-profit deals and / '
more discussion of @ ;
“firing” customers and .
aggressively ending j(/' = 1 .
deals. In at least one case, a vendor took the highly unusual step of simply
terminating an engagement midway through the contract: essentially walking away
from the business and its obligations and risking litigation because of its difficulties
in making the deal financially viable. At this point, that may be an extreme
example, but if it ends up being an approach adopted by other struggling vendors,
it could signal a significant paradigm shift in the industry.

Vendors aren’t holding still, of course, and many are trying to streamline
operations to boost margins, for example, by relying more on offshore operations,
automating more work, and reducing layers of management. Such moves could,
in fact, increase vendor responsiveness and agility from the customer perspective,
as well as help shore up vendor profitability.

Nevertheless, companies need to keep a close eye on vendor financials, and
due diligence on that front is perhaps more important than ever. They should also
consider the inclusion of contract provisions that will allow them to terminate an
agreement if there are early signs of vendor financial instability—if, for example,
the vendor’s credit rating falls below a certain point. This approach will at least
give the company some control over timing and the ability to transition to a new
vendor, rather than be abruptly left in the lurch by a vendor’s bankruptcy. And
finally, companies in contract negotiations should balance their interest in low
costs with the realistic need for a vendor to make a profit—that is, look for a deal
that works for both parties.
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As business becomes more global,
companies are looking to manage
across borders in a more integrated
fashion—and outsourcing is playing
a part in those efforts, resulting

in more deals that encompass
operations in several countries.

Traditionally, multinational
business operations have tended to
be siloed by country to accommodate
differences in regulations, language,
and culture. Increasingly, we are
seeing companies looking to
consolidate management functions
across regions and even globally,
and some are turning to outsourcing
vendors. For example, Morrison
& Foerster recently helped set
up an arrangement in which
the vendor provides centralized
facilities-management services for a
pharmaceutical company’s 22 sites
in four European countries.

Such cross-border deals can be
complex to work out and operate
because they require a balance of
local flexibility and central control, as
well as an understanding of which
local practices can be standardized
and which can’t. But the payoff can
be significant in terms of economies
of scale, increased efficiency, and
the use of consistent performance
metrics to drive continuous
improvement. In some cases,
companies view reliance on an
outsourcer as a way to drive change
and the standardization of global
processes, which can be difficult to
achieve as internal initiatives.

The vendor community is building
the frameworks and sophistication
needed for this type of deal. And
with the ongoing globalization of
business, we expect more of these
arrangements to emerge.

Workforce

Outsourcing and the

BYOD Challenge

While the “bring your own device” trend may help reduce technology

costs and improve productivity, companies need to factor the

challenges it creates into their IT outsourcing arrangements.

ompanies today are seeing

an influx of employee-

owned smartphones, tablets,

and laptops being used for
work, in and out of the office. In
response, many are embracing this
“bring your own device” (BYOD) trend
and encouraging employees to use
their devices for company business.
Others, however, view the risks as
outweighing the benefits. (For more
on the pros and cons on BYOD see
http://bit.ly/17aJDn0O.) Advocates see
BYOD as a positive development that
can help reduce technology costs and
improve productivity. But the advent of
BYOD is creating some significant
challenges for IT—and companies and
vendors should factor this reality into
their IT outsourcing agreements.

In this environment, companies
need to develop policies covering
areas such as the privacy of employee
communications and the ownership of IP
developed on employee devices. There
is considerable room for improvement
here: according to the Ovum analyst firm,
only about 20 percent of employees using
their own devices at work have signed
a company BYOD policy. Once a policy
is in place, companies need to make
sure that their outsourcing vendor can
support it from a process and technology
standpoint.

Data security typically requires
special attention. Protecting against
data breaches in a secure data center
is difficult enough, and the challenge is
vastly more complex in an environment
where mobile, far-flung employees are
using and sending company information.

What tools and technologies will the
vendor use to ensure security? This

is especially important for companies

in regulated industries. However, the
guidance from regulators on ensuring
compliance with BYOD technology

has not been clear to date (if, indeed,
such guidance exists at all). As a result,
companies and vendors need to be
prepared to act quickly when firmer rules
are eventually put in place.

Contracts also need to spell out how
a vendor will address IT support in a
BYOD era, where IT has less control
over technology. How will it provide
assistance for a variety of different
devices, with new ones appearing all
the time? How will it handle the various
kinds and versions of software on
employee devices?

Finally, companies need to determine
how a vendor will support the need
for discovery in the event of litigation.
How will it track and access relevant
information that is spread across many
non-company devices?

The BYOD era brings complex
challenges to IT. Managing information
and technology in a this environment will
require new tools—and with IT as their
core business, outsourcing vendors may
be in better position to find the best fit and
apply those tools.

The guidance from
regulators on ensuring
compliance with
BYOD technology has
not been very clear.
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Politics

The U.S. Presidential Election:
Beyond the Rhetoric

While outsourcing was hotly debated during last fall’s election,

it remains both an effective business practice and a competitive

necessity for global businesses.

or several election cycles

now, outsourcing has been

a prominent political issue,

and, in the 2012 presidential
election, it was a hotter topic than ever.
This is not surprising, perhaps, given
the ongoing concerns about job security
and the economy. And as always, the
politics were undoubtedly complicated
by the fact that the public often fails to
distinguish between the outsourcing of
work from a company and the offshoring
of work to another country. Many people,
says a Deloitte survey report, “confuse
outsourcing with offshoring. Many
respondents still see the two processes
as inseparable—even though many
times outsourced work never leaves the
originating country.”

What is surprising is how little
impact the anti-outsourcing rhetoric
has actually had in the real world of
business. Outsourcing is an effective
business practice that is almost a
competitive necessity in a global business
environment, and even months of high-
profile speeches and debate haven't
changed that fact.

More specifically, many large
companies today take advantage of
offshoring relationships, and that is likely
to continue. Yes, some companies have
“reshored” manufacturing back to the
U.S. from overseas, but there appear to
be limits to how extensive that trend will
be. For one thing, labor arbitrage is still
a significant factor; although wages have
increased in places such as India, labor in
those markets is still cheaper than in the
U.S.—and in a global marketplace, many
companies are hard-pressed to give up

The most important
factor, however, is the
availability of the right
talent—and a shortage
of technical skills in
the United States.

those lower costs.

The most important factor, however,
is the availability of the right talent—and
a shortage of technical skills in the U.S.
As many have noted, the U.S. education
system hasn’t been producing enough
technical graduates to keep up with
demand. At the same time, the current
administration has been tightening H-1B
visa requirements, making it more difficult
to bring technically skilled people from
overseas to work in the U.S. Morrison
& Foerster has worked with at least
one U.S. client that has reshored some
overseas manufacturing operations to the
U.S., and then found itself struggling to
make it all work because it couldn’t find
enough people with the skills it needed.

One company that is interested
in doing more in the United States is
Apple, which is expected to start building
a line of computers in the U.S. in the
near future. But Apple is not likely to
completely reshore its manufacturing.
When a reporter asked Apple CEO Tim
Cook about moving even more production
to the U.S., he pointed out that “It's not so
much about price, it's about the skills....”
And when the skills aren’t available,
companies have no choice but to look
overseas in order to get work done—a
fact that transcends the campaign
rhetoric.

Global companies are consolidating
data centers into regional hubs for
efficiency. In Asia, service providers
are responding with increased
capacity, driving a data-center
building boom in high-bandwidth
regional hubs such as Hong Kong
and Singapore. This trend will likely
be reflected in mainland China, in
part because the new government is
expected to revise local regulations
to encourage investment in cloud
computing services.

At the same time, government
outsourcing is set to grow as Asian
countries look to modernize a wide
spectrum of public sector service—
particularly healthcare delivery—and
turn to outsourcers to streamline
back-office and user-information
systems. Many governments still
prefer local providers, but global
vendors with deep healthcare skills
are increasingly able to participate
via joint ventures with local
providers. However, some caution
is in order because the IP and
technology transfer regimes in many
developing Asian jurisdictions are
idiosyncratic and typically favor local
companies and employees.

That points to a fundamental
change: Asia’s emergence as a
major outsourcing market and a
source of services. With the low cost
of capital and slow economic growth
in Europe and the U.S., much
investment has flowed into countries
such as Malaysia and Indonesia.
Businesses there are now struggling
to keep up with demand. Many are
looking for software, platform, and
infrastructure as-a-service providers
to help them get up to speed—
further fueling outsourcing growth.
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BEST PRACTICES FOR

An Educational Series
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WANT MORE?

Stay tuned for “Best Practices for
Outsourcing,” a complimentary,
web-based educational series
designed to:

* Serve as a resource for business
executives, corporate counsel, and
other professionals responsible
for the execution of information
technology and business process
outsourcing strategies

* Highlight best practices, trends, and
developments in the outsourcing
market

* Define elements of successful
arrangements critical to forming
effective partnerships between
customers and suppliers.

Including coverage of:

* Value Creation—How Do
Outsourcing Deals Create Value for
the Outsourcing Entity?

* Transition & Transformation—
Managing the Organizational
Change Required for a Successful
Outsourcing Transaction

* The Global Deal—Designing
Multijurisdictional Outsourcing
Contracts

* Retaining Value—Key Terms
Necessary to Ensure That an
Outsourcing Arrangement Maintains
Its Market Competitiveness

* Restructurings—Outsourcing Deal
Re-evaluations, Renegotiations,
and Exits

To subscribe to this series,
click here or email us at
globalsourcing@mofo.com

Regulation

The Privacy Bar Gets Higher

As the amount of data being stored increases, so too do concerns

about the safeguarding of personal information—and that is having a

direct impact on outsourcing.

ata privacy laws have been
around for some time—most
notably in Europe, where
EU-wide regulations cover
the protection of personal data and its
movement across national borders.
Such regulations are familiar to most
companies that have business relating to
EU countries.

But less familiar, perhaps, are some
of the privacy regimes now taking shape
in Asia and Latin America. In 2012,
many countries in those regions created
or significantly updated their laws
governing the protection of personal
information.

In Asia, for example, the Philippines
and Singapore each passed
comprehensive new data privacy laws
for the first time, and Australia, Hong
Kong, and Taiwan amended their
existing privacy laws. In 2013, Malaysia
is poised to implement its privacy law,
which was adopted two years ago.

Latin America, Colombia, Costa Rica,
Nicaragua, and Peru have broad new
omnibus privacy laws. Eleven countries
in the region now have such laws, and
Brazil is considering one.

Unlike EU law, which provides some
consistency across the continent,
these laws often differ significantly
from place to place, creating a complex
patchwork of regulation for outsourcing
arrangements that extend across
borders.

Some countries’ laws are creating
particularly daunting challenges. For
example, South Korean law was the
first to require that personal data be
encrypted when “at rest” in a database,
not just when it is in transit—which is

Unlike in the EU,
where there is some
consistency across
the continent, laws in
other regions differ
from place to place,
creating a complex
regulatory patchwork.

likely to lead to cost and performance
problems for outsourcers. And in Costa
Rica and some other countries, new laws
require a company to get consent from
each customer before sharing his or her
information with an outsourcing vendor,
which poses some obvious and huge
practical problems.

Dealing with Breaches

Evolving technologies are also creating
regulatory complications. In the

U.S., 46 states have laws requiring
companies to notify their customers
when there is a data breach involving
personal information. But under some
public cloud outsourcing agreements,
the outsourcer is not required to let
customer companies know when there is
such a breach. Thus, a company might
find itself out of compliance when it is
not even aware that there has been a
problem.

We expect data privacy regulations
to continue to create challenges for
outsourcers and their customers. In this
environment, all parties need to think
carefully about what data is kept where—
and allow time in deal negotiations to
work through these issues.
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