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• Counsels clients ranging from the Fortune 1000 to start-ups on issues 

involving information privacy and security, including state, federal and 

international data privacy and security laws and government enforcement 

actions. 

• Advises on issues involving the transfer of data between jurisdictions, 

including EU-US Privacy Shield, and other relevant data privacy and 

security laws, cloud security, cyber insurance, the Internet of Things, and 

data breach response. 

• Co-founded the firm's Privacy and Data Security Group (which he 

currently chairs) and regularly contributes to its "Security, Privacy and the 

Law" blog, www.securityprivacyandthelaw.com, and was recognized by 

JD Supra's 2017 Readers Choice Awards.  Serves as outside counsel to 

the Advanced Cyber Security Center, and is a member of Law360’s 

Privacy & Consumer Protection editorial advisory board.

http://www.securityprivacyandthelaw.com/
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Data Breaches are 

Both Expensive and Numerous

 Average data breach costs:

– 2017: US $6.7 million per breach

 Number of breaches:

– In 2017, 1,579 reported breaches with 

nearly to 179 million records exposed.  
Source:  https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-

of-breaches-and-records-exposed/
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Examples of Information Security Risks 

- Cyber Attacks

 Spoofing and Phishing:  

http://www.reedsmith.com/IMPORTANT_Email_Spoof_Impersonation_Not

ice_01-22-2014/

 Law firms are prime targets for cyber attacks

http://www.chicagobusiness.com/article/20160329/NEWS04/160329840/r

ussian-cyber-criminal-targets-elite-chicago-law-firms

http://www.reedsmith.com/IMPORTANT_Email_Spoof_Impersonation_Notice_01-22-2014/
http://www.chicagobusiness.com/article/20160329/NEWS04/160329840/russian-cyber-criminal-targets-elite-chicago-law-firms
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Examples of Information Security Risks 

- Phishing

 If it looks too good to be true… don’t click on it or reply to it!

 If it requires immediate response, verify its authenticity before clicking.



© 2018 Foley Hoag LLP. All Rights Reserved. Union College    |    6

Examples of Information Security Risks 

– Wikileaks type email hacks

 How did Team Clinton fail?

– Inappropriate IT vetting of phishing scam

– Podesta failed to use two factor authentication

– Poor virtual situational awareness
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The Law Requires Many Companies to Protect 

Confidences and Avoid Security Breaches

 In many states, personal information in motion must be encrypted, unless 

encryption is not technically feasible:

– New York law:  NY Gen. Bus. Law § 899-aa

– Massachusetts law:  201 Code of Mass. Regulations 17.00 et seq.

 Federal law is similar:

– Health Insurance Portability and Accountability Act (HIPAA)

– FTC Identity Theft Red Flags Rule
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Encryption Is an Easy Way to 

Limit Liability for a Breach
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Encryption Is Now So Easy, 

Even an RPI Hockey Player Can Do It

Source:  Wired.com
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Survey:  Massachusetts Residents 

Concerned Over Personal Data

 In December 2017, the Advanced Cyber Security Center announced the results of a 

cyber security public opinion survey that finds Massachusetts residents deeply 

concerned over privacy and the control of their personal data. Titled “Cyber Security 

Post Equifax: Perceptions and Priorities from Massachusetts Residents,” the study 

examines public opinion on consumer and privacy matters related to cyber security.  

 Key findings include:

– 89% of Massachusetts residents report that keeping their personal information private is a 

concern, with a majority saying it is a major concern. 

– While almost two thirds value the benefits of the Internet over the threats to privacy it brings, 

the overwhelming majority of residents (92 percent) believe the federal government should 

set tougher standards for technology and data companies to protect the personal data of 

consumers. 

– 68% say they are unlikely to continue to do business with an organization that suffers a data 

breach that releases personal data.  

– At the same time, many consumers are not taking actions yet themselves, with close to 50% 

reporting they have taken no steps to protect their personal credit information. 

– Consumers appear to lack a basic foundation of knowledge about how their data is being 

used and appear unaware of the tools available to them to protect their data. 

Source:

https://www.acscenter.org/
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Yet Users Hate It, or Don’t Understand It

Source:  Wired.com



© 2018 Foley Hoag LLP. All Rights Reserved. Union College    |    12

Law Enforcement Hates Encryption

Source:  Wired.com



© 2018 Foley Hoag LLP. All Rights Reserved. Union College    |    13

U.S. v. Microsoft: Will It Drive Encryption?

 U.S. Supreme Court case argued earlier this week.

 The legal question is whether Microsoft, as a United States provider of email 

services, must comply with a probable-cause-based warrant issued under the 

Stored Communications Act by making disclosure in the United States of electronic 

communications within Microsoft’s control, even if the provider has decided to store 

that material abroad.

 Microsoft told the justices the SCA only applies within the United States, so the 

company cannot be compelled to turn over emails stored outside the country. 

 The U.S. government argued that while U.S. laws don’t normally apply outside its 

borders, the SCA focuses on “classically domestic conduct”: Microsoft is simply 

being asked to turn over electronic records that it controls, even if those records 

happen to be stored elsewhere.

 And if Microsoft discloses EU-based records, it will violate EU law.

Possible application of the law of unintended consequences: 

Will a decision for the U.S. government result in more widespread encryption 

to defeat SCA warrants?
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Google’s Promoting Encryption?
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The EU Doesn’t Trust the US Anymore:  

Will This Drive More Encryption?

 Schrems case:  “the United States authorities were able to access the personal 

data transferred from the Member States to the United States and process it in a 

way incompatible, in particular, with the purposes for which it was transferred, 

beyond what was strictly necessary and proportionate to the protection of national 

security.”  Source:  EU Communication (2013)847 on the Functioning of the Safe Harbour

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2013%3A0847%3AFIN
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Three Emerging 

“Truths” about Encryption

The Electronic Frontier Foundation’s Seth Schoen and Andrew Crocker see “three 

truths” about encryption: 

 First, there is no substitute for “strong” encryption, i.e., encryption without any 

intentionally included method for any party (other than the intended recipient/device 

holder) to access plaintext to allow decryption on demand by the government. 

 Second, an exceptional access mandate will help law enforcement and intelligence 

investigations in certain cases. 

 Third, “strong” encryption cannot be successfully fully outlawed, given:

– its proliferation

– the fact that a large proportion of encryption systems are open-source

– the fact that U.S. law has limited reach on the global stage. 

Source:  https://www.eff.org/deeplinks/2018/02/new-national-academy-sciences-

report-encryption-asks-wrong-questions

https://www.eff.org/deeplinks/2018/02/new-national-academy-sciences-report-encryption-asks-wrong-questions
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New Ideas for Governments

 The EastWest Institute, a New York-based security think tank, has produced a 

report offering nine points:

– encourages governments to allow the use of strong encryption 

– while creating a legal framework for authorized law enforcement to access the plain text of 

encrypted data in limited cases.

It was presented last month at the Munich Security Conference.

 The National Academies of Science released a report on encryption calls on both 

sides to give and get a little:

– Governments should accept that strong encryption is important and stop trying to undermine 

it. 

– Companies need to allow for legitimate government requests for access to the keys that lock 

that information. 

• Those requested must be limited and have to go through open judicial processes to ensure 

accountability.
Source:  https://www.usatoday.com/story/tech/2018/02/15/encryption-we-cant-live-without-law-enforcement-cant-live/336101002/

Does this suggest a willingness for all sides to find a workable way forward on 

encryption, as incidents of data breach increase?

https://www.eastwest.ngo/encryption
https://www.usatoday.com/story/tech/2018/02/15/encryption-we-cant-live-without-law-enforcement-cant-live/336101002/

