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New California Law Limits
Employer Access to Employee
Social Media Accounts

By Anna T. Ferrari and Christine E. Lyon

On September 27, 2012, California Governor Jerry Brown signed a bill that
restricts employer access to the “personal social media”" of employees and
applicants for employment.

Assembly Bill 1844 (“AB 1844”)2 adds to the California Labor Code new section
980. Under this section, an employer may not “require or request” an employee or
applicant to do any of the following:

e Disclose a username or password for the purpose of accessing personal
social media;

e Access personal social media in the employer’s presence; or

e Divulge any personal social media, except in connection with the investigation
of allegations of an employee’s misconduct or violation of applicable laws.®

The exception for employee investigations applies if the employer reasonably
believes that the personal social media is relevant to the investigation or to a
related proceeding, and does not use the personal social media for any other
purpose.”

AB 1844 does not preclude an employer from requiring or requesting an employee
“to disclose a username, password, or other method for the purpose of accessing
an employer-issued electronic device.”®

1 AB 1844 defines “social media” as “an electronic service or account, or electronic content, including,
but not limited to, videos, still photographs, blogs, video blogs, podcasts, instant and text messages,
email, online services or accounts, or Internet Web site profiles or locations.” Cal. Lab. Code §
980(a).

2 The text and legislative history of AB 1844 is available at http://www.leginfo.ca.gov/.
% Cal. Lab. Code § 980(b), (c).

4 Cal. Lab. Code § 980(c).

5 Cal. Lab. Code § 980(d).
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AB 1844 expressly prohibits retaliation against an employee or applicant who declines to comply with a request that
violates the terms of AB 1844, but it does not immunize the individual from any adverse action that is otherwise permitted
by law.®

Notably, the state Labor Commissioner is not required to investigate or determine violations of AB 1844,

AB 1844, which passed in both the California Senate and Assembly by wide margins, is similar to recently enacted laws in
Delaware, Maryland, and lllinois. During this legislative season, at least 13 states have proposed legislation restricting
employer access to employee social media accounts.’

About Morrison & Foerster:

We are Morrison & Foerster — a global firm of exceptional credentials. Our clients include some of the largest financial
institutions, investment banks, Fortune 100, technology and life science companies. We've been included on The
American Lawyer’s A-List for nine straight years, and Fortune named us one of the “100 Best Companies to Work For.”
Our lawyers are committed to achieving innovative and business-minded results for our clients, while preserving the
differences that make us stronger. This is MoFo. Visit us at www.mofo.com.

Morrison & Foerster has a world-class privacy and data security practice that is cross-disciplinary and spans our global
offices. With more than 60 lawyers actively counseling, litigating, and representing clients before regulators around the
world on privacy and security of information issues, we have been recognized by Chambers and Legal 500 as having one
of the best domestic and global practices in this area.

For more information about our people and services and the resources we offer such as our treatise setting out the U.S.
and international legal landscape related to workplace privacy and data security, "Global Employee Privacy and Data
Security Law," or our free online Privacy Library, please visit: http://www.mofo.com/privacy--data-security-services/ and
"like" us on Facebook at http://www.facebook.com/MoFoPrivacy.

Because of the generality of this update, the information provided herein may not be applicable in all situations and should
not be acted upon without specific legal advice based on particular situations. Prior results do not guarantee a similar
outcome.

6 Cal. Lab. Code § 980(e).

" In addition to California, Delaware, lllinois, and Maryland, these states include Massachusetts, Michigan, Minnesota, New Jersey, New York, Ohio,
Pennsylvania, South Carolina, and Washington.
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