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Malware May Be Preinstalled On Your Computer

“For years, users have been blamed when malware infects their computers and repeatedly warned not
to open attachments from unknown email senders or download software from dubious sources. But a
major manufacturer now says that malware sometimes is already preinstalled when purchasers first
open the packaging of their new computers.”

Holy smokes! This comes from a post today at the ABA Journal Law News Now.

The story continues:

A Thursday post on the Official Microsoft Blog blames what it calls a “broken” supply chain for infected
computers on which malware has been installed, embedded in counterfeit versions of Microsoft’s
Windows operating system software.

“A supply chain between a manufacturer and a consumer becomes unsecure when a distributor or
reseller receives or sells products from unknown or unauthorized sources,” the post says, explaining
that cybercriminals have been able to infiltrate the retail market by offering below-cost, malware-
infected products.

“What’s especially disturbing,” the post continues, “is that the counterfeit software embedded with
malware could have entered the chain at any point as a computer travels among companies that
transport and resell the computer.”

So what to do? Certified smart folks will likely have some recommendations. My first thought? Have an
anti-malware, anti-virus product in hand and ready to install the second you break open the packaging
of your new computer. (You may want more than one!) After installation force an update of the
virus/malware/spyware definitions or verify the program has run an update. Next, run a full scan of
your computer. When you’re done, get on Twitter and follow Peter Porcaro (@PorcarolLaw) who
picked up and tweeted this story. Thank you Peter!

For security tips and software suggestions check out the following:

e The 2012 Solo and Small Firm Legal Technology Guide

e CNet Review — Anti-Spyware

e PCMag Review — Security Products

e Road Warrior: Mobile Data Security for Lawyers

e Ten Best Practices for Securing Your Practice’s Data

e Top Security Tips for Your Law Practice

e Securing Your Clients’ Data While on the Road (an oldie, but goodie)

Originally published September 13, 2012 at http://oregonlawpracticemanagement.com/2012/09/13/malware-
may-be-preinstalled-on-your-computer/.
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