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HHS ISSUES FIRST-EVER CIVIL MONETARY PENALTY
FOR HIPAA PRIVACY RULE VIOLATION

A record civil penalty demonstrates the
importance of protecting health patient
privacy and responding appropriately to
federal regulators. The Department of Health
and Human Services (HHS) Office for Civil
Rights (OCR) recently assessed a $4.3 million
civil monetary penalty against Cignet Health
of Prince George's County, Md., for violations
of the HIPAA Privacy Rule. This is the first
fine assessed by the agency since the rule
took effect in April 2003. The fine follows an
investigation into events that occurred
between September 2008 and October 2009
that, the OCR concluded, resulted in 41
separate violations of the HIPAA Privacy Rule.

Failure to Provide Requested Medical
Records

OCR initiated its investigations after receiving
complaints from individuals that Cignet failed
to provide requested health records within

30 days, and not later than 60 days after
receiving a request, as required by the rules.
OCR then directly requested the records from
Cignet and issued a subpoena to compel their
production. Cignet produced the medical
records eventually, but only after being
ordered to do so by a federal court. OCR then
imposed a $1.3 million civil monetary penalty
on Cignet for failing to provide copies of the
requested records within the mandated time.

OCR also determined that Cignet failed to
cooperate on a continuing daily basis
throughout the investigations. Cignet's lack of
cooperation, OCR concluded, was the result
of Cignet's willful neglect of compliance with
the HIPAA Privacy Rule. OCR imposed a

$3 million civil monetary penalty for Cignet's
failure to cooperate with the HHS
investigations.

Willful Neglect

Under the 2009 Health Information
Technology for Economic and Clinical Health
(HITECH) Act amendments to HIPAA, the
agency determines penalties for violations
using a multi-level penalty scheme that limits
HHS' discretion.? Where a determination of
willful neglect has been made, the amount of
the fine is mandatory.’

Lessons for Entities Subject to HIPAA
Compliance

Critics of HIPAA contended that inadequate
enforcement resulted in lax compliance. This
civil monetary penalty highlights the severity
of potential penalties for HIPAA violations
and OCR's efforts to demonstrate the
seriousness of its approach to ensuring that
businesses comply with the HIPAA
requirements. The penalties themselves

illustrate the simple value of clear, up-to-
date, and well-implemented HIPAA
compliance plans. Active compliance planning
and monitoring could help an organization
avoid fines and potential violations, thus
mitigating related risks.

Notably, under the HITECH amendments,
“business associates”—those companies
that process protected health information for
covered entities such as insurers, hospitals,
and other providers—are now directly subject
to the rules, whereas previously their liability
existed primarily through indemnification
obligations with their customers. Given that
in this instance the fines amounted to almost
$105,000 per person (and effectively per
record set or file), the financial returns on
improved compliance, especially from a pure
risk-management perspective, could be
substantial. Finally, given the dramatic
increase in privacy class action litigations,
increased regulatory and enforcement
activity, and the heightened importance
attached to privacy by consumers and
business customers, this latest action may
signal that now is a worthwhile time to take
a fresh look at privacy compliance.

Wilson Sonsini Goodrich & Rosati attorneys
regularly assist clients with all aspects of
their privacy and information governance

" Health Information Portability and Accountability Act of 1996.

2 The minimum HIPAA fine is $100 per violation, with a calendar-year cap of $25,000 for identical violations. The maximum fine can be as high as $50,000 for each violation, with a

$1.5 million calendar-year cap for identical violations.

* For more information on HITECH civil penalty provisions, see the WSGR Alert titled “Health Privacy Changes Create Increased Risks and Obligations for Holders of Health Data,”

available at http://www.wsgr.com/wsgr/Display.aspx?SectionName=publications/PDFSearch/wsgralert HIPAA.htm and dated July 7, 2009.
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needs, including HIPAA compliance evaluations, security incident response,
and incident avoidance. For additional information about HIPAA compliance
and related questions, please contact David Hoffmeister at
dhoffmeister@wsgr.com or (650) 354-4246; David Thomas at
dthomas@wsgr.com or (650) 849-3261; Madeleine Boshart at
mboshart@wsgr.com or (415) 947-2057; Gerry Stegmaier at
gstegmaier@wsgr.com or (202) 973-8809; Wendy Devine at
wdevine@wsgr.com or (858) 350-2321; or Farah Gerdes at
fgerdes@wsgr.com or (650) 496-4022.

ONG NEW YORK PALOALTO SANDIEGO SAN FRANCISCO SEATTLE SHANGHAI

WGR

Wilson Sonsini Goodrich & Rosati

PROFESSIONAL CORPORATION

This WSGR Alert was sent to our clients and interested
parties via email on March 1, 2011. To receive future
WSGR Alerts and newsletters via email, please contact
Marketing at wsgr_resource@wsgr.com
and ask to be added to our mailing list.

This communication is provided for your information only
and is not intended to constitute professional advice as to
any particular situation. We would be pleased to provide
you with specific advice about particular situations,
if desired. Do not hesitate to contact us.
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